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Actions Needed to Address Critical Guard Oversight
and Information System Problems

What GAO Found

The Federal Protective Service (FPS) oversees about 13,000 contract guards
who screen visitors entering federal facilities for prohibited items. FPS contract
guards detected prohibited items in 14 of GAQO’s 27 covert tests. During the tests,
GAO investigators attempted to bring a bag into selected federal facilities
containing one of the following three prohibited items—a baton, pepper spray, or
a multi-purpose tool with a knife. Furthermore, GAO analysis of nearly 500 FPS
covert tests found that contract guards did not detect prohibited items in about
half of FPS tests from 2020 through 2023.

FPS collects data about its covert tests, but data reliability issues prevent FPS
from using that information to improve detection rates. This is due in part to the
information (1) being reported inconsistently, (2) not identifying specific and
actionable causes of guards failing to detect prohibited items, and (3) not
consistently resulting in appropriate guard training targeted at addressing cause.
Collecting better data on its covert tests, analyzing those data, and using what it
learns from that analysis could help FPS improve guard performance in detecting
prohibited items.

FPS deployed the Post Tracking System in 2018 to improve oversight of the
contract guard program. However, 6 years later, the system is beset with
problems. In April 2022 FPS testing, PTS did not complete 782 of 1,487 selected
tasks to meet system requirements. FPS officials said that most of the issues
were resolved, but FPS did not provide supporting documentation. Accordingly,
the paper-based system that the Post Tracking System was designed to replace
remains the system of record for FPS.

Instructions for Guards at a Federal Building

Source: GAO (photo). | GAO-25-108085

This, in turn, means that the system is not meeting the mission requirement of
remotely verifying in real time that posts are staffed by qualified guards.
Continuing to rely on the antiquated, paper-based guard tracking process
adversely affected communication with tenants on guard shortages. A lack of
guards led to office closings and impaired service to the public—according to
agency officials, since 2022, the Internal Revenue Service closed 30 Taxpayer
Assistance Centers for a full day, and the Social Security Administration closed
offices in 510 separate instances. While guard shortages would have still
occurred, officials from those tenant agencies said that real-time notification of
guard shortages, like that promised by the Post Tracking System, could have
allowed them to better react to the guard shortages.
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Abbreviations

ClO chief information officer

DHS Department of Homeland Security
FPS Federal Protective Service

GSA General Services Administration
IRS Internal Revenue Service

IT information technology

PTS Post Tracking System

SSA Social Security Administration
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The Federal Protective Service (FPS) within the Department of Homeland
Security (DHS) is responsible for protecting about 9,000 federal facilities.
FPS officers and more than 13,000 contract guards control access to
facilities, conduct access point screenings to detect prohibited items, and
respond to safety and security emergencies.! To carry out its mission,
FPS spent almost $1.7 billion on contract guards, which represented
about 76 percent of its budget, in fiscal year 2024.

FPS serves an important role in protecting federal facilities against
threats. Past attacks include the April 1995 bombing of the Alfred P.
Murrah Federal Building in Oklahoma City, in which 168 people died.
More recent attacks—which FPS contract guards stopped— include a
2019 shooting at a Dallas federal facility, a 2021 shooting at a Social
Security Administration (SSA) facility, and an armed attempt to breach
security at the Federal Bureau of Investigation’s Cincinnati Field Office in
2022.

Managing federal real property has been on GAO’s High Risk List since
2003, in part due to threats to federal facilities.2 In our past work, we
identified several challenges to the security of federal facilities. In covert
tests conducted in 2009, we carried components of improvised explosive
devices into federal facilities, undetected by FPS contract guards.3 In

1FPS refers to contract guards as Protective Security Officers. For the purposes of this
report, we call Protective Security Officers “contract guards.”

2The Managing Federal Real Property area was added to GAO’s High-Risk List in 2003
and remained on the most recent update to the High-Risk list in 2023. See GAO, High-
Risk Series: An Update, GAO-03-119 (Washington, D.C.: Jan. 1, 2003) and High-Risk
Series: Efforts Made to Achieve Progress Need to Be Maintained and Expanded to Fully
Address All Areas, GAO-23-106203 (Washington, D.C.: Apr. 20, 2023).

3GAOQ, Homeland Security: Preliminary Results Show Federal Protective Service’s Ability
to Protect Federal Facilities Is Hampered By Weaknesses in Its Contract Security Guard
Program, GAO-09-859T (Washington, D.C.: July 8, 2009).
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2010, we reported that in FPS’s internal covert testing, contract guards
identified prohibited items in 18 of 53 tests.4 We found these security
vulnerabilities were potentially caused by insufficient training for guards
and the agency’s failure to maintain a comprehensive system to ensure
that guards were appropriately trained. Other challenges included staffing
levels, human capital management, and inconsistent guidance about how
and when guard inspections should be performed.> We made a number
of recommendations to FPS to help address these issues, some of which
it has implemented. FPS responded to one of our recommendations by
creating a Post Tracking System (PTS) to, among other things, verify that
contract guards have the qualifications to staff a specific post.é

You asked us to review security at FPS-protected facilities. This report
examines the extent to which (1) FPS contract guards are detecting
certain types of prohibited items at selected federal facilities, (2) FPS
uses its covert testing data to improve detection rates, and (3) PTS has
improved oversight of the contract guard program. This report presents
the final results of our review; we previously reported preliminary results
of this work in a July 23, 2024, testimony statement.” It is the public
version of a "law-enforcement sensitive" report that we issued on January
28, 2025. For the public report, the team removed information deemed
sensitive.

To determine the extent to which FPS contract guards are detecting
certain types of prohibited items at selected federal facilities, we
conducted 27 covert tests by attempting to bring prohibited items
(specifically, a multipurpose tool with a knife, a police baton, or pepper

4GAO, Homeland Security: Federal Protective Service’s Contract Guard Program
Requires More Oversight and Reassessment of Use of Contact Guards, GAO-10-341
(Washington, D.C.: Apr. 13, 2010).

SGAO, Homeland Security: The Federal Protective Service Faces Several Challenges
That Raise Concerns About Protection of Federal Facilities, GAO-08-914T (Washington,
D.C.: Jun. 18, 2008); Federal Protective Service: Actions Needed to Assess Risk and
Better Manage Contact Guards at Federal Facilities, GAO-12-739 (Washington, D.C.:
Aug. 10, 2012); Federal Protective Service: More Collaboration on Hiring and Additional
Performance Information Needed, GAO-23-105361 (Washington, D.C.: Dec. 15, 2022);
Federal Facilities: Continued Oversight of Security Recommendations Needed,
GAO-24-107137 (Washington, D.C.: Nov. 29, 2023).

6FPS defines a post as a defined security function (e.g., X-ray, magnetometer, Wand) for
a guarded location.

"GAO, Federal Facility Security: Preliminary Results Show That Challenges Remain in
Guard Performance and Oversight, GAO-24-107599 (Washington, D.C.: July 23, 2024).
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spray) into a nongeneralizable sample of 14 federal facilities.® We
selected facilities based on several factors, including public access,
location, size, and the number of federal tenants in the facilities.

All of the facilities in our sample housed federal offices that the public
visits—such as Social Security offices or Internal Revenue Service (IRS)
Taxpayer Assistance Centers—and were protected by FPS contract
guards who screened visitors for prohibited items. We included single-
tenant and multitenant facilities in our sample and selected facilities
protected by contract guards who were hired by multiple security guard
contractors. To ensure regional variation in our sample, we selected
facilities located in six of FPS’s 11 regions that housed large, medium,
and small numbers of facilities protected by contract guards.

We also selected buildings that varied by facility security level. The
Interagency Security Committee Standard for determining facility security
levels outlines several factors that facility managers should use, including
the facility’s population and size. Facility security levels range from level 1
(lowest risk) to level 5 (highest risk).® In this report, we refer to levels 4
and 5 as high-risk and levels 1 through 3 as low-risk. We categorized 11
of the 14 federal facilities we selected as high-risk and three as low-risk.

8Prohibited items used in the covert tests met the specifications of prohibited items listed
in the following federal standard, Interagency Security Committee, ltems Prohibited in
Federal Facilities, An Interagency Security Committee Standard (Washington, D.C.:
2022). In some cases, we conducted multiple tests at the same facility, which means that
the number of tests is larger than the number of facilities tested. We conducted multiple
tests in all high-risk facilities, and in one low-risk facility, to test the ability of contract
guards to detect different types of prohibited items. We attempted to smuggle one type of
prohibited item during each test.

9Interagency Security Committee, The Risk Management Process: An Interagency
Security Committee Standard (Washington, D.C.: 2021). The Interagency Security
Committee, housed within DHS’s Cybersecurity and Infrastructure Security Agency, is
responsible for developing federal security policies and standards to enhance the quality
and effectiveness of security in and protection of civilian federal facilities. The Interagency
Security Committee was established in 1995 under Executive Order 12977 to enhance the
quality and effectiveness of security in and protection of federal facilities in the United
States occupied by federal employees for nonmilitary activities. Executive Order 12977,
Interagency Security Committee, 60 Fed. Reg. 54411 (Oct. 19, 1995), as amended by
Executive Order 13286, Amendment of Executive Orders, and Other Actions, in
Connection With the Transfer of Certain Functions to the Secretary of Homeland Security,
68 Fed. Reg. 10619 (Mar. 5, 2003). Executive Order 14111, Interagency Security
Committee, issued in November 2023 supersedes Executive Order 12977. Executive
Order 14111, 88 Fed. Reg. 83809 (Nov. 27, 2023).
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Due in part to their security level, these facilities had varying levels of
security and screening procedures.

To examine the extent to which FPS uses its covert testing data to
improve detection rates, we analyzed FPS data from fiscal years 2020
through 2023 about the outcomes of its 529 internal covert tests. 1 To
assess the reliability of FPS data, we (1) reviewed documentation on
each of the 529 cases, (2) performed electronic testing for obvious errors
in accuracy and completeness; and (3) discussed the issues we identified
with agency officials.

Our review of the 529 cases identified 41 cases that we excluded from
our analysis because the associated narratives (1) did not describe a
covert test with a prohibited item, (2) did not support the stated outcome
of the test, or (3) had insufficient information to determine if a covert test
occurred. We determined that the data for the remaining 488 cases were
sufficiently reliable for the purpose of describing the number and
outcomes of FPS covert tests. However, the data were not sufficiently
reliable for reporting on additional information about those tests, such as
the types of tests FPS conducted, or the prohibited items used in those
tests. For the 488 remaining cases, our analyses identified three types of
issues that commonly occurred; these issues are discussed later in this
report. We also interviewed FPS officials to understand any steps FPS
had taken to use the information in the covert testing dataset to improve
detection rates.

To assess whether PTS has improved oversight of the contract guard
program, we observed PTS operations and reviewed PTS program
documentation, including life cycle cost estimates, guidance, concept of
operations, integrated master schedules, and operational requirements
testing reports." We analyzed the results of an operational assessment
FPS performed on PTS in April 2022. We also analyzed PTS usage data
by region and security guard contractor for April and May 2024. We
determined the data used were sufficiently reliable for the purpose of

10Since 2019, FPS has used a database within its Law Enforcement Information
Management System to capture the outcomes of FPS’s covert security tests.

11Federal Protective Service, Post Tracking System Life Cycle Cost Estimate,
(Washington, D.C.: Mar.16, 2016); FPS Concept of Operations, (Washington, D.C.:
May.17, 2016); Operational Requirements Document for the Post Tracking System,
(Washington, D.C.: Mar. 20, 2019). Post Tracking System Integrated Master Schedule,
(Washington, D.C.); and Operational Requirements Assessment (Washington, D.C.: April
22, 2022).
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evaluating system usage. We also interviewed FPS officials, federal
tenant agencies, contract guard and FPS unions, and security guard
companies about system capabilities that support contract guard
oversight.

We conducted this performance audit from September 2023 to January
2025 in accordance with generally accepted government auditing
standards. Those standards require that we plan and perform the audit to
obtain sufficient, appropriate evidence to provide a reasonable basis for
our findings and conclusions based on our audit objectives. We
conducted our related investigative work in accordance with investigation
standards prescribed by the Council of the Inspectors General on Integrity
and Efficiency. We believe that the evidence obtained provides a
reasonable basis for our findings and conclusions based on our audit
objectives.

Background

FPS Roles

FPS conducts physical security, law enforcement, and contract guard
oversight activities at civilian federal facilities across the country. A
majority of FPS-protected facilities are under the custody or control of the
General Services Administration (GSA).12 Among other responsibilities,
FPS manages and oversees contract guards for various federal agencies
at roughly 2,500 facilities. 3 In its oversight role, FPS is to monitor vendor-
provided training; manage the contracts of vendors who provide contract
guards; and conduct other oversight activities, such as post visits and
post inspections.

FPS inspectors, contracting officer representatives, and business
operation managers are responsible for managing contract guards.
Inspectors conduct monthly post inspections. Contracting officer
representatives verify guard training and certification monthly. Business
operation managers oversee contract administration.4 Contract guard

12FPS is funded through fees it charges agencies for its services and does not receive a
direct appropriation from the general fund of the Department of the Treasury.

13FPS charges federal agencies additional fees for agency and building specific services,
such as countermeasures, contract guards, and security patrol services.

14Business operation managers provide oversight and monitoring of programs in FPS
regions, including budget, financial planning, revenue management, and acquisition.
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vendors train contract guards and document training and certifications in
FPS systems.

The FPS Protective Security Operations Program responsible for contract
guard oversight has experienced staff shortages for years. Figure 1
depicts staffing shortages for oversight personnel in specific positions.

Figure 1: Federal Protective Service (FPS) Protective Security Operations Program Staffing

N
FPS Protective Security Operations Program
m Contracting Officer Representatives: Business Operation Managers:
Responsibilities: Current staff: Responsibilities: Current staff: Responsibilities: Current staff:
Conduct monthly 547 people Verify guard training 43 people Oversee contract 3 people
post inspections ’ Staff shortage: and certification Q Staff shortage: administration Q Staff shortage:
£a_103 people monthly £a_13 people £a_2 people
Security Guard Contractors:
Responsibilities: .
Responsible for training 49 security guard
and documenting training contractors
and certifications
Contract guards:
Responsibilities: Responsible for
performing protective security duties 13,000+ people
Note: Staffing numbers
as of June 2024
J
Source: GAO analysis of FPS information, GAO (icons). | GAO-25-108085
Note: FPS officials said additional headquarters and regional officials also play a role in providing
oversight of the contract guard workforce. These officials are not depicted in the above graphic.
Prohibited Items The Interagency Security Committee, of which FPS is a member, issued

the ltems Prohibited in Federal Facilities, An Interagency Security
Committee Standard, which establishes a baseline list of prohibited
items.'5 That list includes firearms, dangerous weapons, and explosives

5Interagency Security Committee, The Risk Management Process: An Interagency
Security Committee Standard.
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because those items can cause injury, death, or property damage.'¢ The
standard notes that prohibited items also include any item banned by any
applicable federal, state, local, or tribal ordinance. According to this
standard, the list of prohibited items applies to all facility occupants,
contractors, and visitors.

In some cases, the list of prohibited items is broader than what is illegal to
carry in the jurisdictions where the federal facilities are located. For
example, carrying pepper spray for self-defense purposes or
pocketknives with a blade over certain lengths might be legal within a
particular jurisdiction, but they are on the Interagency Security
Committee’s recommended baseline list of items generally prohibited
inside federal facilities.

According to FPS officials, if an individual attempts to enter a federal
facility with a prohibited yet otherwise legal item, the individual must
remove the item from the property. Further, officials said FPS contract
guards are authorized to detain individuals who refuse to comply with the
contract guard’s request to remove the item. FPS officials said that if an
individual attempts to enter a federal facility with an illegal item, contract
guards are authorized to seize the item; it is up to FPS personnel to issue
a citation or arrest the individual, if necessary.

Data Systems

In several reports since 2009, we have repeatedly reported that FPS’s
data systems for overseeing guards were not reliable.’” As part of its
efforts to address our recommendations from these reports, FPS began
to develop several data systems in 2013 to improve contract guard
oversight.

PTS is a web-based application that was expected to be the system of
record for ensuring that every post was staffed by a qualified guard in
every FPS-protected facility. FPS designed it to replace the paper
documentation, periodic inspections, and other manual processes that
FPS used to oversee contract guards. In a 2014 publication, FPS
highlighted PTS’s planned capabilities and reported that relying on paper
documentation was inefficient and did not allow for comprehensive

16Contract guards’ responsibilities include screening at access points to prevent the entry
of prohibited items, such as weapons and explosives.

17GAO-09-859T, GAO-10-341, GAO-12-739, and GAO-14-623T.
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verification of whether posts were staffed by the correct personnel with
required training and certifications for the proper time frames.18

As outlined in PTS’s Concept of Operations, the system’s planned
capabilities included:

« authenticating the identity of a contract guard before they staff a post,

« confirming the contract guard is properly trained and currently certified
to stand post,

« confirming the contract guard is currently suitable (cleared) to stand
post, and

« capturing the number of hours contract guards worked at the post for
billing purposes. 9

According to FPS officials, DHS’s Office of the Chief Information Officer
(ClO), Science and Technology Directorate, FPS, and contractors
developed and managed PTS. The FPS CIO provided high-level input at
various stages. IT contractors assisted in developing requirements,
integrating FPS database information, and maintaining the system.

FPS is responsible for overseeing contractors, maintaining and upgrading
PTS, and resolving system integration issues. The security guard
contractors are responsible for providing and maintaining the tablet that
hosts the PTS application software, installing software updates, and
providing a wireless account for device connectivity.

Based on responses to a 2014 request for information, FPS concluded
that commercial products on the market could meet 60 percent of its
requirements. Consequently, FPS relied on commercial off-the-shelf
software that it configured to meet mission needs. At that time, FPS

18Department of Homeland Security, Post Tracking System (Washington, D.C.: Oct. 14,
2014).

19The PTS Concept of Operations document also listed PTS mission functions that are
essential to managing contract guards including (1) remotely monitoring FPS guard posts
in real-time versus relying on paper forms, (2) issuing proper alerts and notifications to
FPS management regarding contract guard staffing; (3) automatically gathering and
storing data needed to validate contract invoices; (4) streamlining FPS’ oversight efforts,
such as improving staffing and invoicing and reducing the administrative burden on FPS
inspectors; (5) responding to data calls; and (6) providing management reports and
analyzing performance.
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Contract Guards

Detected Prohibited
ltems About Half the
Time in Covert Tests

anticipated that the software would require only minor changes to
customize and integrate it into FPS’s existing system architecture.

Our covert testing. In 14 of the 27 tests we conducted at selected
locations, FPS contract guards detected the prohibited items we were
attempting to smuggle into the facility. During our covert tests, our
investigators had a prohibited item—specifically, a multi-purpose tool with
a knife, a police baton, or pepper spray—inside of a bag that they brought
into each facility.20 See figure 2 for a photo of a contract guard who
successfully detected one of those prohibited items.

Figure 2: Contract Guard Detecting a Prohibited Item during GAO’s Covert Testing

A guard detected a prohibited
item—this blue multitool—during
one of our covert tests.

Source: GAO (photo). | GAO-25-108085

FPS covert testing. FPS regularly conducts covert testing to evaluate
contract guards’ ability to detect prohibited items.2! We reviewed FPS
covert testing data from fiscal years 2020 through 2023 and found that

20Prohibited items used in the covert tests met the specifications of prohibited items listed
in the following federal standard, Interagency Security Committee, ltems Prohibited in
Federal Facilities, An Interagency Security Committee Standard. We packed each
prohibited item in a backpack, along with other items that are typically carried in
backpacks, such as loose clothing, an umbrella, a towel, a notepad, and pens.

21]n 2009, FPS launched an internal covert testing program in response to substantial
security vulnerabilities that we identified when we conducted covert tests. See
GAO-10-341 and GAO-09-859T.
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FPS Collects
Information on Its
Covert Tests but Does
Not Have a Process
to Improve Detection

contract guards detected prohibited items at a rate consistent with our
test results.

In fiscal years 2020 through 2023, FPS conducted about 500 covert tests
to evaluate contract guards’ ability to detect prohibited items.22 Starting in
2021, FPS officials began to take steps to increase the consistency of
their covert testing across regions. For example, since 2022, all FPS
regions use items from a standardized test kit to ensure that similar items
are tested across regions, according to an FPS official.

FPS prohibited items tracking. Over the past 4 years, contract guards
successfully detected many items that are prohibited in federal facilities.23
According to our analysis of FPS data, contract guards detected more
than 750,000 prohibited items from fiscal year 2020 through fiscal year
2023.

FPS’s internal covert testing database houses information about the
results of internal covert tests, the causes for not detecting prohibited
items, and the types of remediation training implemented when guards fail
covert tests. However, according to our analysis, information in the
database: (1) is inconsistently reported, (2) is not sufficiently specific on
causes, and (3) does not consistently result in appropriate training
targeted at addressing cause. Further, FPS does not use the evidence it
collects to drive systematic efforts to improve guards’ capacity to detect
prohibited items.

« Inconsistent data. Our analysis of data in the covert testing database
found that FPS data are often inconsistent, inaccurate, and not
reliable. For example, similar outcomes of similar tests are recorded
differently (some appear as “pass” and some as “fail”), narrative
descriptions have inconsistent levels of detail, and labels for test
scenarios do not always match the narrative descriptions.

According to Standards for Internal Control in the Federal
Government, agencies should use quality information to achieve the

22FpPS conducts several types of covert tests, but we focused our analysis on those in
which FPS attempts to smuggle prohibited items into federal facilities. In addition, as
described earlier, we excluded 41 records from our analysis because of issues with the
quality and accuracy of the information in those records.

23See FPS Prohibited Items Program Directive 15.9.3.1; and Interagency Security
Committee, Items Prohibited in Federal Facilities.
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agency’s objectives.24 For FPS, that means data should be accurate,
consistent, and usable.

A key factor contributing to the unreliable data is that FPS has
provided limited guidance to staff. Our review of the FPS covert
testing manual found that it directs testing officials to draft a narrative
description of the details of the test, the test device used, and whether
the test outcome was detected or not detected. The manual does not
address ways to ensure (1) consistency among narrative descriptions
and test results or (2) accuracy and completeness of the descriptions.
Without reliable information on the results of covert tests, those tests
may not fulfill a key purpose of preventing prohibited items from
entering federal buildings and endangering occupants. FPS agreed
that additional guidance and data quality checks could improve the
consistency and accuracy of the data.

« Reasons for not detecting prohibited items. Failure rates provide
FPS with some insight about how effectively contract guards detect
prohibited items, but more information is needed to understand why
contract guards failed those covert tests. FPS’s covert testing dataset
includes a column heading entitled “reason for failure.” However,
according to our analysis of FPS data for the 488 cases we reviewed,
FPS listed “human factor” as the cause for more than 80 percent of
them. Three other causes were entered in the reason for failure
column: “training/process/technique” for about 15 percent of cases,
“equipment” (1 percent), and “policy/post orders” (0.4 percent). In
those cases where “human factor” is listed as the cause, we found
multiple instances when the narrative description indicated the cause
could more accurately be described as equipment issues, guards’
failure to conduct secondary screenings properly, guards’ failure to
notify officials after detecting prohibited items, or other specific
factors.

Enhancing the specificity and accuracy of the cause for failure in the
database could yield significant benefits for FPS and is consistent with
Standards for Internal Control in the Federal Government that call for
management to use quality information to achieve the agency’s
objectives.25 FPS officials agreed that “human factor” is too broad to
identify the underlying cause of the failure or to pinpoint proactive

24GAO, Standards for Internal Control in the Federal Government, GAO-14-704G
(Washington, D.C.: September 2014).

25GAO-14-704G.
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steps that could prevent similar failures in the future. If FPS improves
its guidance and the data in the covert testing database, it could better
understand what happened during the covert test and be able to
determine what corrective action would most effectively address the
cause of each failure.

« Remedial training. In our analysis of FPS data from fiscal year 2020
to fiscal year 2023, we found that security guard contractors assigned
remedial training for similar failures inconsistently. For example, the
types of assigned remedial training—and the duration of that
training—varied when guards failed to detect improvised explosive
devices during FPS covert tests. Some guards received explosive
detection remedial training that was clearly aligned with the failure,
some received unrelated training that focused on screening sensitive
areas of the body, and some were required to retake the entire
training on screening for prohibited items, only part of which is directly
related to detection of improvised explosive devices.

In explaining the variation, FPS officials told us they had not
previously dictated the type of remedial training that security guard
contractors should provide. Instead, FPS had generally allowed
contractors to determine what type of training they would provide for
their guards. For example, according to FPS, security guard
contractors could have contract guards retake the entire training on
screening for prohibited items—regardless of the cause of the
failure—if the vendor could simply add the contract guard to an
upcoming training that was already scheduled.

In August 2023, FPS implemented a new process, which requires
FPS officials to review and approve the corrective action plans that
security guard contractors develop when a covert test failure occurs.
Because this new process was implemented at the end of fiscal year
2023, potential impacts of that change, if any, are not reflected in the
data we analyzed.

FPS’s efforts to develop this new process demonstrate that FPS is
taking some steps to improve the consistency of remedial training. In
addition, while an FPS approval or denial of a proposed corrective
action would provide the contractor with some information, contractors
could benefit from more detailed FPS guidance that explicitly outlines
the types of corrective actions that would be most appropriate to
implement for specific causes of failures.
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PTS Is Not Providing
Expected Capabilities
to Improve Contract
Guard Oversight

According to Standards for Internal Control in the Federal
Government and leading practices for training, agencies should
externally communicate quality information to ensure that the training
that security guard contractors provide is connected to improving
guards’ performance.6 If FPS provides security guard contractors
with guidance about the type and duration of training needed when
guards fail covert tests, those contractors will have the information
they need to assign appropriate corrective action(s) that address
cause and lead to improved detection rates.

Improving the quality and consistency of the data it collects could drive a
systematic continuous improvement process and better position FPS to
take informed actions to improve guards’ detection capabilities.2?
Potential actions could include redesigning training for contract guards,
implementing standard operating procedures, or updating agency polices.

Our past work found that using evidence to learn can help decision-
makers (1) better understand what led to the results the agency achieved,
and (2) identify actions to improve those results. In its strategic plan, FPS
indicated that it is committed to developing structures that support
evidence-based decision-making. Implementing such an evidence-based
improvement process could help FPS achieve better results.

Although FPS intended PTS to replace its obsolete paper-based system
and enhance guard oversight, the system experienced unexpected costs
and delays that have precluded full deployment. More importantly, 4
years after initial deployment, April 2022 testing of system requirements
showed that 782 of 1,487 PTS requirements were not being met. As a
result, PTS cannot remotely verify that guard posts are staffed based on
real-time data and is not the system of record for any contract or building.
These challenges created more work for security guard contractors and
undermined timely communication with tenant agencies, such as the
SSA.

26GA0-14-704G; GAO, Human Capital: A Guide for Assessing Strategic Training and
Development Efforts in the Federal Government, GAO-04-546G (Washington, D.C.:
March 2004).

27GAOQ, Evidence-Based Policymaking: Practices to Help Manage and Assess the Results
of Federal Efforts, GAO-23-105460 (Washington, D.C.: July 12, 2023).
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PTS Experienced
Unexpected Costs and
Development Delays

In March 2016, FPS estimated a PTS life cycle cost estimate of over $91
million, of which the agency would pay almost $38 million, and the
security guard contractors would pay over $53 million.28 In 2019, FPS
increased the estimate of its costs to $41.7 million. FPS attributed the
increase to unexpected reconfiguration costs and the need to establish a
Help Desk for users. According to FPS officials, while the 2019 life cycle
cost estimate captured an increase in the FPS direct costs for the system,
it also identified a decrease in the vendor costs of approximately $4.1M,
resulting in a total program cost of $90 million.

From fiscal years 2013 through 2024, FPS reported spending about $27
million on developing and implementing the system. This amount does
not include any money the security guard contractors spent on hardware
and training for contract guards. For fiscal year 2025, it requested $3
million for further system development and implementation.

PTS has also faced schedule delays. In 2018, FPS and DHS reported
that PTS had fallen behind schedule by over 2 years in meeting system
milestones due to unexpected design complexities, software development
delays, personnel shortages, and vendor communications issues.2® In
2018, FPS awarded a multiyear contract to develop, integrate, deploy,
and manage PTS. That same year, FPS began deploying PTS to the
contract guard companies for use in the field, even though the issues
driving the delays had not been resolved.

FPS’s Operational Requirements report estimated that it would
successfully implement PTS’s system capabilities and requirements in all
11 regions no later than the second quarter of fiscal year 2021. It is now
uncertain when PTS will be fully implemented because FPS is not using a
schedule with tasks and milestones to address requirements and

28A life cycle cost estimate provides a structured accounting of all labor, material, and
other efforts required to develop, produce, operate and maintain, and dispose of a
program. The development of a life cycle cost estimate entails identifying and estimating
all cost elements that pertain to the program, from initial concept all the way through each
phase in the program’s duration. The program life cycle cost estimate encompasses all
past (or sunk), present, and future costs for every aspect of the program, regardless of
funding source.

29Department of Homeland Security, Component Acquisition Executive Action
Memorandum for Remediating the Post Tracking System (Washington, D.C.: May 22,
2018).
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challenges. FPS stopped updating the PTS Integrated Master Schedule
in 2021.30

Testing Revealed That
PTS Was Not Meeting
System Requirements

In April 2022, FPS assessed the extent to which PTS was meeting its
requirements and determined that the system failed to complete 782 of
1,487 system requirement tasks.3! Specific examples of tasks that PTS
did not meet include:

verifying post staffing against the requirements of post orders;

« providing notifications to authorized users indicating that a contract
guard has checked in or out of a post within 5 minutes;

« capturing and recording a contract guard’s check-out date and time;

« providing notification to the contract guards and authorized users
when the contract guard’s training and certifications will expire within
30 days;

« providing notifications to authorized users when a post is not staffed
to post requirements during operational hours;

« enabling authorized users to see the time a post is no longer staffed;

« enabling authorized users to query the current staffing status of one or
more posts;

« providing reports from system-generated alerts regarding reasons
why posts were unstaffed; and

« providing automated electronic communications from FPS to
stakeholders to disseminate time-sensitive information such as
operational or system alerts.

According to FPS officials, as of January 2025, most of these issues have
been resolved but FPS did not provide supporting documentation.

PTS Technology Issues
Adversely Affect Security
Guard Contractors

While 61 of the 92 security guard contracts require PTS deployment,
none of the contractors can use it as the system of record for validating
guard credentials or billing. According to its vendor guide, PTS should
automate oversight of contract guards, including automatically and
remotely monitoring guard posts in real time to ensure that each post is

30Federal Protective Service, Post Tracking System Integrated Master Schedule,
(Washington, D.C.).

31The operational assessment was performed by testing 1,487 tasks, which included
duplicative counts where a task was required for multiple test cases. The entire test case
was logged as “failed” if one or more of the tasks failed.
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staffed as required by qualified and cleared guards.32 However, FPS
officials told us that PTS cannot remotely verify that guard posts are
staffed based on real-time data. For example, FPS officials were unable
to identify the guards on post for our covert tests or their qualifications
using PTS. Ultimately, this problem affects security guard contractors and
tenant agencies with contract guards at federal facilities.

Security guard contractors said they continue to spend time and
resources troubleshooting PTS technology issues. Two guard contractors
said they needed to assign additional IT specialists to exclusively
troubleshoot PTS issues, further increasing costs for a system that they
have no plans to use as the system of record. According to FPS officials,
security guard contractors are required to implement PTS and may also
be required to hire additional IT specialists to address deficiencies. FPS
officials also said they have solicited and received feedback on PTS from
some security guard contractors at quarterly contractor meetings.

Guard contractors and FPS officials said part of the problem is that PTS
does not always allow qualified guards to sign into the system due to
technology issues with guard identification cards, vendor-supplied
equipment, or internet connection problems. Security guard contractors
said their guards become frustrated by the myriad problems and give up
on using the system since it is not the system of record. Further, when
multiple posts exist in one facility, FPS may set up a single post where
contract guards sign in using PTS. However, according to a security
guard contractor, the system sometimes crashes or stops working when
multiple contract guards sign in or out around the same time. For
example, one security guard contractor official said it is common for
multiple contract guards to stand in line waiting to sign in or out, creating
a long delay during shift changes. Furthermore, the company official said
that if the contract guard cannot sign out by the time their shift ends, the
company pays overtime, an additional cost the company did not
anticipate.

Recognizing the challenges it has faced in deploying PTS, FPS
established a Help Desk in 2022. In 2022 and 2023, the FPS Help Desk
received about 76,000 requests for technological assistance. During that
same period, the Help Desk received over 31,000 requests for waivers to
enable contract guards to log into PTS. According to FPS officials, nearly

32Federal Protective Service, Federal Protective Service Post Tracking System, Protective
Security Officer Vendor Guide, Version 3.0 (Washington, D.C.: May 4, 2022).
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half of Help Desk service requests involved failed wireless internet
connections and personal identity verification (PIV) card issues, such as a
damaged card, or the contract guard forgetting his or her card or personal
identification number (PIN).

Tenant Agencies Lack
Real-Time Information to
Offset Guard Shortages

Tenant agency officials with FPS contract guards protecting their facilities
said real-time information, as envisioned in PTS, could help FPS, security
guard contractors, and tenant agencies learn about, and respond to,
guard shortages. FPS noted in its PTS Concept of Operations that while
tenant agencies were not direct users of the PTS system, they would
benefit from the improved level of service enabled by PTS, such as real-
time information on contract guards that serve at federal facilities.
However, FPS continues to rely on an antiquated, paper-based guard
tracking process that has adversely affected communication with tenants
on guard shortages (see fig. 3).

Figure 3: Instructions for Guards at a Federal Building to Use the Paper Log Sheet
and the Post Tracking System

T

Source: GAO (photo). | GAO-25-108085

Officials from the IRS and SSA—tenants at facilities guarded by FPS
contract guards—described the problems that have occurred when there
has been insufficient communication that qualified guards are not
available.

« |IRS managers said they do not receive timely communication about
how guard shortages affect their facilities, often learning weeks later
that posts were not staffed from the local IRS agency officials affected
by the shortage. IRS officials said these guard shortages have caused
security vulnerabilities, employee delays, and increased traffic at open
entrances due to closed entrances. Since fiscal year 2022, IRS
officials reported they closed 30 Taxpayer Assistance Centers for a
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full day because of the lack of contract guards. According to IRS
officials, at some locations, unstaffed guard posts exceeded 50
percent of the necessary staffing levels, resulting in service
disruptions, and exposing those IRS locations to increased risk.

o SSA officials also said FPS has been unable to provide a sufficient
number of contract guards in the last 3 fiscal years, resulting in 510
instances of offices that were closed for several hours or a full day.33
Consequently, contract guard shortages negatively affected the
agency'’s ability to serve the public, specifically vulnerable populations
that needed assistance.

FPS officials noted that guard shortages would still have occurred and
that various factors cause open posts including the security guard
contractor’s ability to recruit, train, and retain qualified guards.34
Furthermore, FPS officials noted that local tenant agency officials who do
not have direct access to PTS, may learn about an open post before FPS
officials because they are physically located at the federal facility.
However, IRS and SSA officials said that real-time notification of guard
shortages, like that promised by the Post Tracking System, could have
allowed them to better react to the guard shortages.

It is critical that tenants such as IRS and SSA receive real-time
information on guard shortages consistent with the PTS requirement.
Without such information, IRS and SSA offices will likely remain unaware
of guard shortages that could lead to facility closures. However, it is
unknown when the PTS real-time information requirement will be met,
given that the system schedule is no longer updated.

PTS Is Not Interoperable
with Feeder Systems,
Causing Extra Work and
Data Challenges

PTS was expected to receive automated information from other FPS
databases and not rely on manual uploads leading to challenges in data
reliability. However, an FPS official said PTS is not interoperable with
those other systems, requiring FPS staff to manually transfer the data.
Several regional FPS officials and security guard contractors said this
effort causes delays, extra administrative work, and data reliability issues.
Furthermore, officials noted that because PTS relies on manually
uploading data, PTS is not operating with the real-time data needed to

338SA officials estimated that in the last 3 years, there were approximately 15,000 hours
that posts were unguarded by FPS contract guards.

34FPS officials said that open posts account for less than one percent of all contracted
post hours.
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fulfill PTS’s core mission of validating that contract guards are qualified to
stand post in real time.

According to the PTS Manual, the system is intended to be populated
from six data sources with information on guard training, security
clearances, facilities, post responsibilities from contracts, and contractor
information.35 Figure 4 depicts the six data sources that should feed into
PTS.

Figure 4: Federal Protective Service (FPS) Systems Provide Manually Uploaded Information to the Post Tracking System

Training and Academy TAMS-Integrated Security
Management System (TAMS) Management System (ISMS)
Function: Provides suitability,

clearance, and citizenship data
via TAMS

Function: Provides contract
guard training requirements
and qualifications

Form 139s

Function: Paper forms
are uploaded to record
contract guards’ work
hours

Post Tracking
System (PTS)

Modified Infrastructure
Survey Tool (MIST)

Function: Provides
FPS facility data

PostNow

Procurement Request Information
System Management (PRISM)

Function: Provides post data,
including type of posts and security
required, expenditures, facility Function: Provides contract number
number, and duty hours and expiration date of the contract

Sources: GAO analysis of FPS information, GAO (icons). | GAO-25-108085

Note: Data are updated and manually uploaded to PTS on a monthly or weekly basis. PTS is
primarily used by FPS officials and contract guards. However, systems that feed into PTS are
primarily used by FPS officials. The Modified Infrastructure Survey Tool provides facility data for each
building to identify personnel available at each post in case of a staffing issue. PostNow provides
information on FPS contract guard posts, responsibilities, expenditures, and duty hours for scheduling
contract guards. The Training and Academy Management System provides training and certification
records to determine if each contract guard can stand post. The Procurement Request Information
System Management provides information on contracts and when they expire to ensure contract

35The six data sources include five systems: the Training and Academy Management
System, Integrated Security Management System, Modified Infrastructure Survey,
PostNow, and the Procurement Request Information System Management. In previous
PTS manuals, PostNow was referred to as PostX. The sixth data source is the Form 139,
which is a paper form to document contract guards’ work hours. Federal Protective
Service. Federal Protective Service Post Tracking System, User Manual for Administrator
Contracting Officer Representatives (COR), Version 3.5. (Washington, D.C.: Dec. 28,
2023).
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guards are available to stand post. The Integrated Security Management System includes names and
clearance levels of contract guards to ensure that they are assigned to the appropriate posts. Form
139 is a paper form that tracks guard hours and can be uploaded into PTS.

According to FPS officials, the manual transfer of data from other DHS
information sources has caused data errors. For example, FPS must
manually upload information into PTS from its PostNow system to
indicate which posts need guard coverage and to outline the required
guard qualifications for each post.3¢ However, several FPS regional
officials told us that, due to a lack of PostNow guidance or standards, the
aggregated information causes errors once uploaded to PTS. FPS
officials said these errors can incorrectly flag contract guards as not
qualified to stand post. FPS officials must then correct this information,
which is a time-consuming process. As a result of these data reliability
issues, officials from FPS and contract guard companies said they do not
use PTS data.

DHS Has Not Shown If or
When PTS Will Fulfill Its
Original Mission

Although it continues to experience a myriad of problems with PTS, FPS
has not followed its guidance in the Systems Engineering Life Cycle
Guidebook to evaluate and develop a plan to address PTS deficiencies
and update its project timelines.3” PTS is one more example in the federal
government of a troubled IT investment that has not received needed
management attention. After many years of reporting on frequent failures,
cost overruns, and schedule slippages of federal IT investments, in
February 2015 we added improving the management of IT acquisitions to
our high-risk areas for the federal government.38 We noted that federal IT
projects have failed due, in part, to a lack of oversight and governance.
We reported that executive-level governance and oversight across the
government has often been ineffective, specifically from CIOs.

Without greater attention and analysis from the DHS CIO regarding
whether to continue, modify, or terminate PTS, PTS could continue to
increase in schedule and costs without improving security or guard
oversight. If the CIO determines that PTS is still the best method for

36PostNow is a system that provides information on FPS contract guard posts,
responsibilities, type of security required, expenditures, facility number, and duty hours. It
was initially developed as a database built from a spreadsheet to track expenses by post
and was not intended to be used for other FPS databases.

37Department of Homeland Security Office of Program Accountability and Risk
Management, Systems Engineering Life Cycle Guidebook, (Washington, D.C., May 2021).

38GA0-23-106203.
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Conclusions

Recommendations for
Executive Action:

meeting its original mission of overseeing guard postings and
qualifications in real time, then FPS still lacks a plan and timeline for
addressing PTS’s deficiencies. If FPS continues to deploy PTS without a
realistic timeline for correcting its deficiencies or identifying an alternative
solution, security guard contractors will continue to spend money and
effort doing extra work with no tangible security benefit.

Consistent with the rate of detection in FPS covert tests, contract guards
who conduct security screenings did not detect prohibited items about
half the time in our covert tests. Failure to keep prohibited items out of
federal facilities can compromise the safety of the people who work in and
visit them. FPS collects data about its covert tests but does not use the
information to improve detection rates. This is due in part to the
information (1) being reported inconsistently, (2) not identifying specific
and actionable causes of guards failing to detect prohibited items, and (3)
not resulting in appropriate guard training targeted at addressing cause.
Collecting and analyzing better data on its covert tests and using what it
learns could help FPS improve guard performance.

PTS is a troubled system that has not delivered on promised capabilities.
It cannot yet fulfill its mission of remotely verifying in real time that all
posts are staffed with qualified guards. As a result, the paper-based
system that the Post Tracking System was designed to replace currently
remains the system of record for FPS.

The lack of real-time information has adversely affected communication
with tenants on guard shortages. Tenants have expressed frustration with
the lack of timely communication on guard shortages, and that those
shortages led to office closings and impaired service to the public.
Without an assessment of PTS, FPS would continue to force guard
contractors to deploy a flawed system. This would cause extra work for
an already understaffed workforce without a tangible security benefit and
leave tenants in the dark when guard shortages occur.

We are making the following four recommendations:

The Director of FPS should develop standardized procedures and
guidance to improve the quality and consistency of its covert testing data,
which could include data quality checks, guidance for staff to improve the
consistency and comparability of reporting, and a process for identifying
and documenting a specific cause for each test failure. (Recommendation

1)
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Agency Comments

The Director of FPS should develop guidance to ensure that, when
contract guards fail covert tests, security guard contractors consistently
provide training or other corrective actions that address the identified
cause for the failed covert test. (Recommendation 2)

The Director of FPS should develop and implement a process to regularly
analyze covert testing information and use that analysis to inform actions
that will improve contract guards’ detection capabilities.
(Recommendation 3)

The DHS Chief Information Officer should determine whether to terminate
and replace PTS, or make corrective actions to the existing system,
including a schedule for providing tenants with timely communication of
guard shortages. (Recommendation 4)

We shared a draft of this report with FPS, the Department of the
Treasury, GSA, and SSA. In its comments, reproduced in appendix I,
DHS concurred with all four recommendations. DHS also provided
technical comments, which we incorporated, as appropriate. The
remaining agencies informed us that they had no comments.

We are sending copies of this report to the appropriate congressional
committees and the Secretary of Homeland Security. The report is also
available at no charge on the GAO website at https://www.gao.gov.
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If you or your staff have any questions about this report, please contact
David Marroni at (202) 512-2834 or MarroniD@gao.gov, or Howard Arp at
(202) 512-6722 or ArpJ@gao.gov. Contact points for our Offices of
Congressional Relations and Public Affairs may be found on the last page
of this report. GAO staff who made key contributions to this report are
listed in appendix .

o Rl s

Howard Arp
Director, Forensic Audits and Investigative Service

BM_

David Marroni
Director, Physical Infrastructure
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Appendix |: Comments from the Department
of Homeland Security

U.S. Department of ITomeland Security
Washington, DC 20528

R’
SRl

2@ Homeland
- Security

BY ELECTRONIC SUBMISSION

February 20, 2025

David Marroni

Director, Physical Infrastructure

U.S. Government Accountability Office
441 G Street, NW

Washington, DC 20548-0001

Re: Management Response to Draft Report GAO-25-108085, “FEDERAL
PROTECTIVE SERVICE: Actions Needed to Address Critical Guard Oversight
and Information System Problems”

Dear Mr. Marroni,

Thank you for the opportunity to comment on this draft report. The U.S. Department of
Homeland Security (DHS, or the Department) appreciates the U.S. Government
Accountability Office’s (GAO) work in planning and conducting its review and issuing
this report.

DHS leadership is pleased to note GAQO’s positive recognition of Federal Protective
Service’s (FPS) efforts to improve the consistency of remedial training to ensure contract
guards have the skills needed to hold posts, such as implementing a process in August
2023 which requires FPS officials to review and approve the corrective action plans
(CAP) developed by security guard contractors. DHS remains committed to
strengthening oversight and training of Protective Security Officers (PSO) to effectively
protect thousands of federal facilities across the homeland. FPS will ensure that the
proper level of oversight is administered via monthly reporting of Covert Security
Testing (CST) results, auditing vendor training of PSOs, and retesting of PSOs (when
needed) so that the PSO Vendors are properly trained and held accountable.

The draft report contained four recommendations with which the Department concurs.
Enclosed, find our detailed response to each recommendation. DHS previously
submitted technical comments addressing several accuracy, contextual, sensitivity, and
other issues under a separate cover for GAO’s consideration.
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Again, thank you for the opportunity to review and comment on this draft report. Please
feel free to contact me if you have any questions. We look forward to working with you
again in the future.

Sincerely,

JIM H Digitally signed by JIM H
CRUMPACKER

CRUMPACKER Date: 2025.02.20 06:57:37 -05'00°

JIM H. CRUMPACKER
Director
Departmental GAO-OIG Liaison Office

Enclosure
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Appendix I: Comments from the Department of
Homeland Security

Enclosure: Management Response to Recommendations
Contained in GAO-25-108085

GAO recommended that the Director of FPS:

Recommendation 1: Develop standardized procedures and guidance to improve the
quality and consistency of its covert testing data, which could include data quality
checks, guidance for regional officials to improve the consistency and comparability of
reporting and identifying and documenting a specific cause for each test failure.

Response: Concur. On December 11, 2024, FPS adopted a new approach for 'CST in
which the CST program is overseen not just at a regional level, but is now overseen
across three “zones,”! each by a responsible Assistant Director for Field Operations
(ADFO). Accordingly, “zonal” teams consisting of trained inspectors from the National
Weapons Detection Training Program (NWDTP) will conduct, assess, and document
CSTs, including the cause when guards do not detect prohibited items in these tests.

Specifically, these NWDTP-trained inspectors will assess the specific cause of test
results, which will be included in the test file in FPS’s system of record, the Law
Enforcement Information Management System (LEIMS). This information on causes
will be monitored, analyzed, and reported monthly to FPS Executive Leadership, as well
as the FPS Training and Professional Development Division (TPD) and Acquisitions
Division, to ensure greater oversight at the FPS program level, enhance reporting
consistency, and increase data quality control. Further, the FPS CST program office will
revise the current version of the FPS “Covert Security Testing Program and Execution
Manual,”? to reflect these changes, as appropriate.

Estimated Completion Date (ECD): September 30, 2025.

Recommendation 2: Develop guidance to ensure that, when contract guards fail covert
tests, security guard contractors consistently provide training or other corrective actions
that address the identified cause for the failed covert test.

Response: Concur. In August 2023, FPS implemented a new process to address failed
CSTs by vendors. Specifically, FPS Contracting Officers formally notify the vendor of
the failed CST and the requirement for the vendor to submit a CAP identifying actions
the vendor took to retrain a PSO on areas related to the contract guards failed a CST.
These CAPs must be reviewed and approved by FPS regional personnel to ensure they

' FPS has 11 operational Regions which arc geographically grouped into three Zones: (1) East; (2) Central, and (3)
West, each of which are led by an Executive- level ADFO.
2 “Covert Security Testing Program Policy and Execution Manual,” 15.9.1.4, dated March 9, 2021.
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address the root cause of the CST failure(s). Once the appropriate remediation is
completed, FPS attaches the CAP to the LEIMS record. In addition, FPS will implement
anew “National Statement of Work (NSOW) for the Protective Security Officer (PSO)
Program” across all PSO contracts to mandate that a failed CST will be documented as an
open post, and that FPS may assess liquidated damages to the vendor in an amount up to
$200 per hour for those open posts. ECD: September 30, 2025.

Recommendation 3: Develop and implement a process to regularly analyze covert
testing information and use that analysis to inform actions that will improve contract
guard detection capabilities.

Response: Concur. In August of 2023, the FPS CST program implemented a “whole-of-
FPS” approach to analyze historical results of all CSTs with an emphasis on identifying
commonalities that exist in prohibited item detection. Once complete, this analysis will
inform whether FPS will take additional operational actions, as appropriate, such as
increasing frequency of post visits, post inspections, and/or on the job training for PSOs.
The results will also be shared with the FPS TPD staff for utilization in modifying
training curriculum for vendors to administer the National Weapons Detection Training
Program and increase the probability of prohibited item detection. As it relates to PSO
vendor contract oversight, the analysis will be also shared with Contracting Officers and
their representatives to assess the need for liquidated damages. FPS Operations
personnel at the Zonal and Regional level will also conduct audits of vendor provided on
the job trainings, as well as retesting of the vendor’s PSOs that fail a CST to ensure an
effective and compliant post. ECD: September 30, 2025.

GAO recommended that the DHS Chief Information Officer:

Recommendation 4: Determine whether to terminate and replace PTS [Post Tracking
System], or make corrective actions to the existing system, including a schedule for
providing tenants with timely communication of guard shortages.

Response: Concur. The DHS Office of the Chief Information Officer (OCIO) will
engage with FPS to identify any PTS deficiencies and develop a plan of action and
milestones to either terminate and replace PTS, or make corrective actions to the existing
system to address any existing deficiencies, as appropriate. This approach will include
activities such as conducting a kick-off meeting and chartering a Tiger Team to provide a
platform for open dialogue and collaborative problem-solving.

The Tiger Team charter will define the approach to conducting the assessment of PTS, as
well as the scope, stakeholders, and timeline/milestones of Tiger Team activities. The
assessment will employ several methods, such as technical documentation reviews,
process reviews, and facilitating focus groups sessions with the purpose of gathering
detailed feedback on specific aspects of the PTS program. Additionally, regular weekly

Page 27 GAO-25-108085 Federal Protective Service




Appendix I: Comments from the Department of
Homeland Security

stakeholder meetings will be conducted to discuss program progress, challenges, and
opportunities for improvement. This approach will ensure comprehensive and
meaningful engagement, leading to informed decision-making and program

success. ECD: September 30, 2025.
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