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IT PORTFOLIO MANAGEMENT

OMB and Agencies Are Not Fully Addressing
Selected Statutory Requirements

What GAO Found

The Office of Management and Budget (OMB) is not fully addressing eight key
statutory requirements contained in the Federal Information Technology
Acquisition Reform Act (FITARA). Specifically, OMB is partially following four of
the five requirements on IT portfolio reviews, and not following the three
requirements on high-risk IT investments (see table). Until OMB adheres to
FITARA'’s portfolio management requirements, its oversight of agencies’ IT
portfolios, including potentially troubled IT investments, will be limited. As a
result, the federal government will continue to expend resources on IT
investments that do not meet the needs of the government or the public.

Extent to Which the Office of Management and Budget (OMB) Followed Statutory
Requirements

Requirement Assessment
IT portfolio reviews

Implement a process to assist agencies in reviewing their IT portfolios. ()}
Develop standardized cost savings/avoidance and performance metrics for agencies ()}
to implement the process.

Carry out the Federal Chief Information Officer’s (CIO) role in being involved in an (@)
annual review of each agencies’ IT portfolio in conjunction with the agency’s CIO and

Chief Operating Officer or Deputy Secretary (or equivalent).

Submit a quarterly report on the cost savings/reductions in duplicative IT investment ()}
identified through this review process to key committees in Congress.

Submit to Congress a report on the net program performance benefits achieved as a ()}

result of major capital investments made by agencies for information systems and
how the benéefits relate to the accomplishment of the goals of the agencies.

High-risk IT investment reviews

Carry out consultation responsibilities of the Federal CIO to agency CIOs and @)
program managers of major IT investments that receive high-risk ratings for four
consecutive quarters.

Communicate the results of high-risk IT investment reviews to key committees in O
Congress.
Deny any request of additional development, modernization, or enhancement e}

funding for a major investment that has been rated high-risk for a year after the high-
risk IT investment review. Additional funding should be denied until the agency CIO
determines that the root causes of the risk have been addressed, and there is
capability to deliver the remaining increments within the planned cost and schedule.?

Legend: © Partially followed = the agency demonstrated that it was following some, but not all, of the
requirement; O Not followed = the agency did not demonstrate that it was following the requirement.
Source: GAO analysis based on OMB data. | GAO-25-107041

aThis requirement does not apply to investments at the Department of Defense.

Agencies have also not fully addressed FITARA requirements for IT portfolio
management. Specifically, none of the 24 agencies fully met the requirements for
annual IT portfolio reviews. In addition, eight agencies with major IT investments
rated as high-risk for four consecutive quarters did not follow the FITARA
requirements for performing high-risk IT investment reviews. Three of the eight
agencies performed the reviews, but they did not address the specific
requirements in law. The remaining five agencies did not perform the reviews.
Not performing these required reviews can permit investments with substantial
cost, schedule, and performance problems to continue unabated without
necessary corrective actions.
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1 U.S. GOVERNMENT ACCOUNTABILITY OFFICE
441 G St. N.W.
Washington, DC 20548

November 14, 2024

The Honorable Gerald E. Connolly

Ranking Member

Subcommittee on Cybersecurity, Information Technology, and
Government Innovation

Committee on Oversight and Accountability

House of Representatives

Dear Mr. Connolly:

The executive branch has undertaken numerous initiatives to better
manage the more than $100 billion that is annually invested in IT.
However, federal IT investments too frequently fail to deliver capabilities
in a timely manner. They also may incur cost overruns or schedule
slippages while contributing little to mission-related outcomes. These
investments often lack disciplined and effective management in areas
such as project planning, requirements definition, and program oversight
and governance.

Recognizing the severity of issues related to the government-wide
management of IT, in December 2014, Congress enacted federal IT
acquisition reform legislation, commonly referred to as the Federal
Information Technology Acquisition Reform Act (FITARA).1 In 2015, we
added the government’s management of IT acquisitions and operations to
our high-risk list.2

You asked us to evaluate executive IT reviews. Our objectives were to
determine (1) the extent to which the Office of Management and Budget
(OMB) is following statutory requirements for IT portfolio management
oversight, including annual IT portfolio reviews and high-risk IT
investment reviews; and (2) the extent to which agencies are following

1Federal Information Technology Acquisition Reform provisions of the Carl Levin and
Howard P. “Buck” McKeon National Defense Authorization Act for Fiscal Year 2015, Pub.
L. No. 113-291, div A, title VIII, subtitle D, 128 Stat. 3292, 3438-3450 (Dec. 19, 2014).

2GAO, High-Risk Series: An Update, GAO-15-290 (Washington, D.C.: Feb. 11, 2015).
GAO'’s high-risk program identifies government operations with vulnerabilities to fraud,
waste, abuse, and mismanagement, or in need of transformation to address economy,
efficiency, or effectiveness challenges. Every 2 years, we issue an update that describes
the status of these high-risk areas and actions that are still needed to assure further
progress and identifies new high-risk areas needing attention by Congress and the
executive branch.
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statutory requirements for IT portfolio management oversight, including
annual IT portfolio reviews and high-risk IT investment reviews. The
scope of our review includes OMB and the 24 federal agencies covered
by the Chief Financial Officers Act of 1990 that also generally correspond
to the agencies covered by FITARA.3

To address the first objective, we identified FITARA’s requirements for
OMB to conduct and oversee annual IT portfolio reviews and high-risk
investment reviews.4 Based on our review, we identified eight key
requirements for OMB.

To determine the extent to which OMB is following these requirements,
we obtained and assessed OMB documentation related to annual IT
portfolio reviews and high-risk investment reviews. We assessed OMB’s
compliance with the FITARA requirements applicable to OMB as follows:

« fully following, if available evidence demonstrated OMB was following
all aspects of the requirement;

« partially following, if available evidence demonstrated OMB was
following some, but not all, of the requirement; or

« not following, if available evidence did not demonstrate OMB was
following any aspect of the requirement.

To determine the extent to which OMB had followed a FITARA
requirement on reporting cost savings to Congress, we downloaded the
PortfolioStat cost savings from the IT Dashboard for 23 of the 24

3The 24 federal agencies covered by the Chief Financial Officers Act of 1990 are the
Departments of Agriculture, Commerce, Defense, Education, Energy, Health and Human
Services, Homeland Security, Housing and Urban Development, the Interior, Justice,
Labor, State, Transportation, the Treasury, and Veterans Affairs; Environmental Protection
Agency; General Services Administration; National Aeronautics and Space Administration;
National Science Foundation; Nuclear Regulatory Commission; Office of Personnel
Management; Small Business Administration; Social Security Administration; and U.S.
Agency for International Development.

4This report uses “annual IT portfolio review” to refer to any IT portfolio review, including
those referred to as PortfolioStat sessions and uses “high-risk investment review” to refer
to any review of high-risk investments, including those referred to as TechStat sessions.
PortfolioStat and TechStat were terms in use by OMB to describe these sessions when
FITARA was enacted. However, since FITARA does not use the terms PortfolioStat and
TechStat and those terms are not used consistently throughout the government, we use
different terms to describe these reviews. We only refer to “PortfolioStat” and “TechStat”
when those are the specifically cited terms.
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agencies.® We assessed the reliability of the data by reviewing related
documentation, reviewing the data for obvious errors and omissions, and
reviewing agency documentation demonstrating how the agency derived
these cost savings/avoidances. We determined that the cost
saving/avoidance data were not sufficiently reliable and discuss these
issues in this report.

To address the second objective, we identified FITARA’s requirements for
agencies to conduct annual IT portfolio reviews and high-risk investment
reviews. For the annual IT portfolio review requirements, we compared
agency documentation to the FITARA requirements. We assessed
agencies’ compliance with the FITARA requirements applicable to
agencies as follows:

« fully following, if available evidence demonstrated the agency was
following all aspects of the requirement;

« partially following, if available evidence demonstrated the agency was
following some, but not all, of the requirement; or

« not following, if available evidence did not demonstrate that the
agency was following any aspect of the requirement.

To determine the extent to which agencies were following FITARA’s
requirements for high-risk IT investment reviews, we reviewed the Chief
Information Officer (CIO) ratings on the IT Dashboard. In particular, we
identified the ratings of major investments between November 2020 and
August 2023 to identify those that received a high-risk rating for at least
four consecutive quarters during this time.6 We determined 17
investments met this criterion. Therefore, agencies were required by
FITARA to hold a high-risk IT investment review for these investments.

In addition, we downloaded background information from the IT
Dashboard on these investments, such as the investment title and

SOMB’s IT Dashboard is intended to provide transparency for IT investments to facilitate
public monitoring of government operations and accountability for investment performance
by the Federal CIO who oversees them. Among other things, it provides agency-reported
cost savings by OMB initiative. The Department of Defense does not report these data on
the IT Dashboard. See IT Dashboard, https://itdashboard.gov/cost-savings (accessed
September 10, 2024).

SFITARA states that a “high risk rating” shall be categorized in accordance with guidance
from OMB. 40 U.S.C § 11302(c)(4) and 11302(c)(3)(C). OMB’s FITARA implementation
guidance, M-15-14, equates a high-risk rating with a rating that is red on the IT
Dashboard. As a result, we identified those that received a “red” rating (i.e., a “1” or a “2”)
on the dashboard for four consecutive quarters.
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planned expenditures. We assessed the reliability of these data by
reviewing related documentation, reviewing the data for obvious errors
and omissions, and asking agencies to verify the information. We
determined that the data were sufficiently reliable for our purposes of
identifying investments that met the FITARA threshold and providing
background information on those investments.

We compared agency documentation to FITARA'’s requirements on high-
risk IT investment reviews. We assessed the agencies as:

« fully following, if available evidence demonstrated the agency was
following all aspects of the requirement;

« partially following, if available evidence demonstrated the agency was
following some, but not all, of the requirement; or

« not following, if available evidence did not demonstrate that the
agency was following any aspect of the requirement.

We also met with relevant officials at OMB and the agencies to obtain
additional information on agency efforts to meet FITARA’s IT portfolio
management requirements. These officials included staff from OMB’s
Office of the Federal CIO and the agencies’ offices of the CIO, such as
ClOs and the Deputy Chief Information Security Officer. See appendix |
for a more detailed discussion of our objectives, scope, and methodology.

We conducted this performance audit from August 2023 to November
2024 in accordance with generally accepted government auditing
standards. Those standards require that we plan and perform the audit to
obtain sufficient, appropriate evidence to provide a reasonable basis for
our findings and conclusions based on our audit objectives. We believe
that the evidence obtained provides a reasonable basis for our findings
and conclusions based on our audit objectives.

Background

The Federal Government
Has Undertaken Multiple
Initiatives to Address IT
Issues

The federal government has undertaken multiple initiatives over the years
in an attempt to address persistent issues with IT acquisitions and
operations. For example:

« Congress enacted the E-Government Act of 2002 to address the
challenges of managing federal government programs and services in
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the information age.” The act established the Office of Electronic
Government within OMB, to be headed by an Administrator. In March
2009, the President designated this Administrator as the Federal
CIO.8 Among other things, the President assigned the Federal CIO
responsibility for directing the policy and strategic planning of federal
IT investments, overseeing federal technology spending, and ensuring
information security and privacy across the federal government.

In June 2009, OMB launched the IT Dashboard. It is intended to
provide transparency for IT investments to facilitate public monitoring
of government operations and accountability for investment
performance by the Federal CIO who oversees them. Among other
things, agencies are to submit ratings from their CIOs, which,
according to OMB’s instructions, should reflect the level of risk facing
an investment relative to that investment’s ability to accomplish its
goals.® These risk ratings are based on a five-point scale where 1
represents the highest risk and 5 represents the lowest risk. The
dashboard then translates the agency ClIOs’ numerical ratings into a
color for depiction on the Dashboard, with green signifying low or
moderately low risk (i.e., investments with a 4 or 5), yellow signifying
medium risk (i.e., a 3), and red signifying moderately high or high risk
(i.e.,a1or?2).

In January 2010, OMB began conducting TechStats in an effort to
turnaround, halt, or terminate IT projects that were failing or not
producing results. OMB envisioned TechStats as face-to-face,
evidence-based reviews of an at-risk IT investment. At the time, OMB
used CIO ratings from the IT Dashboard, among other sources, to
select at-risk investments for the TechStats. OMB conducted
TechStats from 2010 through 2011 and subsequently required federal
agencies to hold them, t00.10

7Pub. L. No. 107-347, 116 Stat. 2899 (Dec. 17, 2002).

80OMB now refers to the Office of the Electronic Government as the Office of the Federal

9According to the IT Dashboard, each agency CIO is to rate investments based on their
best judgment, using a set of pre-established criteria, including risk management,
requirements management, contractor oversight, historical performance, human capital,
and any other factors the CIO deems important to forecasting future success.

10The White House, 25 Point Implementation Plan to Reform Federal Information
Technology Management (Washington, D.C.: Dec. 9, 2010) and Chief Information Officer
Authorities M-11-29 (Washington, D.C.: Aug. 8, 2011). OMB’s M-11-29 was rescinded by
M-17-26 on June 15, 2017.
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To assist agencies, OMB worked with a task force of agency leads to
develop, document, and issue a TechStat Toolkit—a guide to holding
TechStats at the agency level. According to the toolkit, a TechStat is
triggered when an agency’s Office of the ClO determines that a
project is underperforming, using data from the IT Dashboard and
other sources. In the TechStat session, the CIO, along with other
members of the agency’s leadership team, is to meet for 1 hour to
review the analysis assembled by the TechStat team, examine
program performance data, and explore opportunities for
improvement.

In establishing and rolling out the TechStat sessions, OMB stated that
it expected that the sessions would help strengthen IT governance,
improve line-of-sight between project teams and senior executives,
increase the precision of ongoing measurement of IT program health,
and boost the quality and timing of interventions to keep projects on
track.

e In December 2010, the White House issued a 25-point plan intended
to reform federal IT management.’ Among other things, the
document required agencies to reform and strengthen their
Investment Review Boards according to the TechStat model and
begin holding TechStats at the department and bureau levels.

« In March 2012, recognizing the proliferation of duplicative and low-
priority IT investments within the federal government and the need to
drive efficiency, OMB launched the PortfolioStat initiative.'2 This
required agency ClOs to conduct an annual agency-wide reviews of
their IT portfolios to, among other things, assess the current maturity
of their IT portfolio management processes, reduce duplication,
demonstrate how investments align with the agencies’ missions, and
achieve savings by identifying opportunities to consolidate
investments or move to shared services. OMB’s 2012 PortfolioStat
guidance stated that while a TechStat was to examine IT performance
at the specific project or investment level, a PortfolioStat was to
examine an agency’s portfolio as a whole, to help identify and
eliminate areas of duplication and waste.

11The White House, 25 Point Implementation Plan to Reform Federal Information
Technology Management, (Washington, D.C.: Dec. 9, 2010).

120MB, Implementing PortfolioStat, M-12-10 (Washington, D.C.: Mar. 30, 2012).
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e In December 2014, FITARA" was enacted and required covered
executive branch agencies'4 to ensure CIOs have a significant role in
the management, governance, and oversight processes related to
their IT portfolios. FITARA includes various requirements for agencies
and OMB regarding IT portfolio management. While FITARA does not
specifically use the terms “PortfolioStat” and “TechStat,” it codified
similar requirements for OMB and agencies on performing annual IT
portfolio reviews and high-risk IT investment reviews. We discuss
these requirements in-depth later in this report.

« InJune 2015, OMB issued guidance that described how agencies are
to implement FITARA.'S Among other things, OMB provided guidance
for agencies in implementing FITARA’s requirements for the annual
review of agencies’ IT portfolios and reviews of high-risk IT
investments.¢ In its guidance, OMB updated the existing PortfolioStat
and TechStat processes and requirements. In some cases, OMB’s
guidance was more stringent than FITARA, requiring more frequent
meetings (e.g., quarterly PortfolioStat sessions rather than annual) or
requiring a TechStat sooner (i.e., after only 3 months of consecutive
high-risk ratings instead of four consecutive quarters). In other cases,
OMB’s guidance was less stringent. For example, OMB’s guidance
did not require the agency CIOs to conduct annual reviews in
conjunction with the agency’s deputy secretary (or equivalent) as is
required in FITARA.

GAO Has Reported on
Federal Initiatives to
Address IT Acquisition and
Operation Issues

Over the last two decades, we have issued many reports on the issues
with the federal government’s management of IT acquisitions and
operations, as well as the initiatives to address these issues. These
reports include:

13Federal Information Technology Acquisition Reform provisions of the Carl Levin and
Howard P. ‘Buck’ McKeon National Defense Authorization Act for Fiscal Year 2015, Pub.
L. No. 113-291, div. A, title VIII, subtitle D, 128 Stat. 3292, 3438-3450 (Dec. 19, 2014).

14The covered executive branch agencies correspond to the 24 agencies covered by the
Chief Financial Officers Act, with certain exceptions for the Department of Defense.

150OMB, Management and Oversight of Information Technology, M-15-14 (Washington,
D.C.: June 10, 2015).

16Since FITARA does not use the terms PortfolioStat and TechStat and those terms are
not used consistently throughout the government, we chose broad terms to describe these
reviews. This report generally uses “annual IT portfolio review,” which is a broad term that
includes PortfolioStat sessions, and “high-risk investment review,” which is a broad term
that includes TechStat sessions. We only refer to “PortfolioStat” and “TechStat” when
those are the specifically cited terms.
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e Beginning in July 2010, and over several years, we issued a series of
reports about the IT Dashboard.'” These reports noted both the
significant steps OMB took to enhance the oversight, transparency,
and accountability of federal IT investments by creating the
Dashboard, as well as issues with the accuracy and reliability of data.
We made a total of 22 recommendations to OMB and the associated
agencies. Twenty of the recommendations were implemented and two
were closed but not implemented.

e In September 2011, we reported that there were hundreds of
investments providing similar functions across the federal
government.'®8 We made recommendations to OMB to improve its
guidance to agencies on categorizing investments and ensuring that
their IT investments were not duplicative. OMB has implemented the
recommendations.

« InJune 2013, we reported that OMB and selected agencies had held
multiple TechStats on IT investments that varied in function,
significance, and risk."® However, we noted that the number of
TechStats that were held were relatively small compared to the
number of at-risk investments in the government and at these
selected agencies. We also found that while the selected agencies
were generally conducting TechStats in accordance with OMB
guidance, there was room for improvement. We made
recommendations to the agencies to address the weaknesses in their
TechStat processes that we identified. We also made
recommendations to OMB to improve its oversight of TechStats, such
as requiring agencies to conduct TechStats on investments rated with
a moderately high- or high-risk rating on the IT Dashboard. Agencies
have implemented their recommendations. In addition, with the

17GAO, Information Technology: OMB’s Dashboard Has Increased Transparency and
Oversight, but Improvements Needed, GAO-10-701 (Washington, D.C.: July 16, 2010);
Information Technology: OMB Has Made Improvements to Its Dashboard, but Further
Work Is Needed by Agencies and OMB to Ensure Data Accuracy, GAO-11-262
(Washington, D.C.: Mar. 15, 2011); IT Dashboard: Accuracy Has Improved, and Additional
Efforts Are Under Way to Better Inform Decision Making, GAO-12-210 (Washington, D.C.:
Nov. 7, 2011); Information Technology Dashboard: Opportunities Exist to Improve
Transparency and Oversight of Investment Risk at Select Agencies, GAO-13-98
(Washington, D.C.: Oct. 16, 2012); and IT Dashboard: Agencies Are Managing Investment
Risk, but Related Ratings Need to Be More Accurate and Available, GAO-14-64
(Washington, D.C.: Dec. 12, 2013).

18GAOQ, Information Technology: OMB Needs to Improve Its Guidance on IT Investments,
GAO-11-826 (Washington, D.C.: Sept. 29, 2011).

19GAOQ, Information Technology: Additional Executive Review Sessions Needed to
Address Troubled Projects, GAO-13-524 (Washington, D.C.: June 13, 2013).
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issuance of its FITARA implementation guidance, M-15-14, OMB
implemented its recommendation.

« In November 2013, we reported that agencies had taken actions to
implement OMB’s PortfolioStat guidance.2® However, there were
shortcomings in their implementation of selected requirements, such
as addressing all required elements of the final PortfolioStat action
plan. We made 64 recommendations to OMB and 24 agencies to take
steps to improve their PortfolioStat implementation. Agencies have
implemented their recommendations.

« After many years of reporting on frequent failures, cost overruns, and
schedule slippages of federal IT investments, in February 2015, we
added improving the management of IT acquisitions to our high-risk
areas for the federal government.2? We noted that federal IT projects
have failed due, in part, to a lack of oversight and governance. We
reported that executive-level governance and oversight across the
government has often been ineffective, specifically from CIOs. We
further reported that not all CIOs have the authority to review and
approve the entire agency IT portfolio and that CIOs’ authority was
limited. In our 2023 high-risk update, we stated that, while progress
had been made, overall, the status of the area had remained
unchanged since 2017.22

« InJune 2016, we reported that selected agencies’ CIO ratings of
investments were generally rated lower risk than our assessment of
those same investments.23 As a result, we made 25 recommendations
to 15 agencies to improve the quality and frequency of their ratings.
Agencies have implemented all of those recommendations.

e In April 2017, we reported on the results of a CIO forum, convened by
the Comptroller General on September 14, 2016.24 The panel
explored the challenges and opportunities for ClOs to improve federal
IT acquisitions and operations. For example, the panel participants

20GAOQ, Information Technology: Additional OMB and Agency Actions Are Needed to
Achieve Portfolio Savings, GAO-14-65 (Washington, D.C.: Nov. 6, 2013).

21GAO, High-Risk Series: An Update, GAO-15-290 (Washington, D.C.: Feb. 11, 2015).

22GAOQ, High-Risk Series: Efforts Made to Achieve Progress Need to Be Maintained and
Expanded to Fully Address All Areas, GAO-23-106203 (Washington, D.C.: Apr. 20, 2023).

23GAO, IT Dashboard: Agencies Need to Fully Consider Risks When Rating Their Major
Investments, GAO-16-494 (Washington, D.C.: June 2, 2016).

24GAO, Information Technology: Opportunities for Improving Acquisitions and Operations,
GAO-17-251SP (Washington, D.C.: Apr. 11, 2017).
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identified key actions related to strengthening FITARA and improving
CIlO authorities. Panel participants also noted challenges in IT areas
such as budget formulation, governance, workforce, operations, and
transition planning.

« In August 2018, we reported on critical actions needed by federal
agencies to address shortcomings and challenges in implementing
CIlO responsibilities.25 In a review of the 24 agencies covered by the
Chief Financial Officers Act of 1990, none fully addressed the role of
their ClOs consistent with federal laws and guidance. In addition, the
majority of the agencies did not address the role of their CIOs in the
areas of IT leadership and accountability, IT budgeting, information
security, IT investment management, IT strategic planning, and IT
workforce. We recommended that agencies fully address the role of
their CIOs in policy. As of September 2024, nine agencies had not
implemented their recommendations and one agency had partially
implemented its recommendation.

e In September 2022, we reported that the responsibilities of the
Federal ClO and agency ClOs generally aligned to those of private
sector ClOs.26 However, we noted that the Federal CIO position was
not itself established by statute but its main legal authorities were
those established for the OMB Administrator for E-government and
Information Technology in 2002. As a result, the Federal CIO’s
responsibilities were often more limited in key CIO management areas
than those of other types of ClOs. We recommended that Congress
consider formalizing the Federal CIO position and establishing
responsibilities and authorities for government-wide management. We
also made recommendations to OMB to increase emphasis on
collaboration between ClOs and other executives and consider
managerial skills in CIO hiring criteria. As of September 2024, these
recommendations have not been implemented.

25GAO, Federal Chief Information Officers: Critical Actions Needed to Address
Shortcomings and Challenges in Implementing Responsibilities, GAO-18-93 (Washington,
D.C.: Aug. 2, 2018).

26GAO, Chief Information Officers: Private Sector Practices Can Inform Government
Roles, GAO-22-104603 (Washington, D.C.: Sept. 15, 2022).
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OMB Is Not Fully
Following Key
FITARAIT
Management
Requirements

OMB is not fully following eight FITARA requirements for IT portfolio
management oversight. Specifically, OMB is partially following four of the
five requirements on IT portfolio reviews and is not following the three
requirements on high-risk IT investments. Table 1 summarizes the extent
to which OMB is following IT portfolio management requirements in
FITARA.27

27Sunset provisions relevant to FITARA’s sections on capital planning and investment
control (40 U.S.C. § 11302) and resources, planning, and portfolio management (40
U.S.C. § 11319) were removed through amendments to FITARA in 2017.
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Table 1: Extent to Which the Office of Management and Budget (OMB) Is Following the Federal Information Technology
Acquisition Reform Act’s (FITARA) IT Portfolio Management Requirements

Requirement Assessment

IT portfolio reviews

Implement a process to assist agencies in reviewing their IT portfolios to: ©
« identify or develop ways to increase the efficiency and effectiveness of the agency’s IT investments;

« identify or develop opportunities to consolidate the acquisition and management of IT services and increase
the use of shared-service delivery models;

« identify potential duplication and waste;
« identify potential cost savings;
« develop plans for actions to optimize the IT portfolio, programs, and resources;

« develop ways to better align the IT portfolio, programs, and financial resources to any multi-year funding
requirements or strategic plans required by law; and

« develop a multi-year strategy to identify and reduce duplication and waste within the IT portfolio, including
component-level investments, and to identify projected cost savings resulting from such strategy.

Develop standardized cost savings/ avoidance and performance metrics for agencies to implement the process, ()}
in consultation with agency chief information officers (CIO).2

Carry out the Federal CIO’s role of being involved in an annual review of each agency’s IT portfolio that is
conducted by the CIO of each agency in conjunction with the Chief Operating Officer or Deputy Secretary (or
equivalent) of each agency and the Federal CIO.

Submit a quarterly report on the cost savings and reductions in duplicative IT investment identified through this [ )]
review process to specified committees of Congress.

Submit to Congress, at the same time that the President submits the budget for a fiscal year, a report on the net [ D)
program performance benefits achieved as a result of major capital investments made by agencies for
information systems and how the benefits relate to the accomplishment of the goals of the agencies.?

High-risk IT investment reviews

Carry out consultation responsibilities of the Federal CIO to agency CIOs and program managers of major IT
investments that receive high-risk ratings for four consecutive quarters.

Through the Federal ClIO, communicate the results of required high-risk IT investment reviews to the Senate
Committee on Homeland Security and Governmental Affairs, the House Committee on Oversight and
Government Reform® and the House and Senate Appropriations Committees, and the committees of the Senate
and House with primary jurisdiction over the agency.

Ensure that for agencies other than the Department of Defense, if 1 year after the date of completion of the high- O
risk IT investment review the major IT investment is still rated as high-risk, any request of additional

development, modernization, or enhancement funding for the major investment is denied until the date on which

the agency CIO determines that the root causes of the high level of risk have been addressed, and there is

sufficient capability to deliver the remaining planned increments within the planned cost and schedule.

Legend: © Partially followed = documentation demonstrated that the agency was following some, but not all, of the requirement; O Not followed = no
documentation or documentation demonstrated that the agency was not following the requirement.

Source: FITARA and GAO analysis of OMB documentation. | GAO-25-107041

2FITARA uses the term “performance indicators” but we refer to them in this report as metrics for
simplicity.

This language preceded FITARA in 40 USC § 11302 and remained in the relevant section as part of
the FITARA revisions.

°This committee is now called the Committee on Oversight and Accountability.
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OMB Established Initial FITARA requires OMB to perform five activities related to IT portfolio
Guidance, but Is No reviews.28 Table 2 details FITARA's requirements for OMB regarding IT
Longer Holding Annual [T  portfolio reviews.

Portfolio Reviews with

Agencies

. _______________________________________________________________________________________________|
Table 2: Federal Information Technology Acquisition Reform Act (FITARA) IT Portfolio Review Requirements for the Office of

Management and Budget (OMB)

Requirement

Implement a process to assist agencies in reviewing their IT portfolios to:
« identify or develop ways to increase the efficiency and effectiveness of the agency’s IT investments;

« identify or develop opportunities to consolidate the acquisition and management of IT services and increase the use of shared-
service delivery models;

« identify potential duplication and waste;
« identify potential cost savings;
« develop plans for actions to optimize the IT portfolio, programs, and resources;

« develop ways to better align the IT portfolio, programs, and financial resources to any multi-year funding requirements or strategic
plans required by law; and

« develop a multi-year strategy to identify and reduce duplication and waste within the IT portfolio, including component-level
investments, and to identify projected cost savings resulting from such strategy.

Develop standardized cost savings/avoidance and performance metrics for agencies to implement the process, in consultation with the
agency chief information officers (ClO).2

Carry out the Federal CIO’s role in being involved in an annual review of each agency’s IT portfolio that is conducted by the CIO of
each agency in conjunction with the Chief Operating Officer or Deputy Secretary (or equivalent) of each agency and the Federal CIO.

Submit a quarterly report on the cost savings and reductions in duplicative IT investment identified through this review process to key
committees in Congress.

Submit to Congress, at the same time that the President submits the budget for a fiscal year, a report on the net program performance
benefits achieved as a result of major capital investments made by agencies for information systems and how the benefits relate to the
accomplishment of the goals of the agencies.

Source: GAO analysis of 40 U.S.C § 11319. | GAO-25-107041

2FITARA uses the term “performance indicators” but we refer to them in this report as metrics for
simplicity.

OMB is partially following most of FITARA’s requirements for IT portfolio
reviews. Specifically, of the five requirements for IT portfolio reviews,
OMB is partially following four and is not following the fifth.

OMB Developed an IT Portfolio FITARA requires OMB to implement a process to assist agencies in

Review Process, but the reviewing their IT portfolios. As previously noted, in June 2015, OMB

Guidance Is Outdated issued guidance that outlined a process for agencies to implement for IT
portfolio review activities to ensure compliance with FITARA

2840 U.S.C § 11319(d).
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requirements.2® The guidance addressed all of the elements FITARA
required, such as providing a method for agencies to identify potential
duplication and waste and plans for action to optimize the IT portfolio.

However, this guidance has not been revised since 2015 and is now
outdated. For example, the guidance describes a process that OMB has
stated is no longer in use (e.g., quarterly meetings) and includes
guidance that is only relevant for fiscal year 2015. In addition, the metrics
identified in the guidance reflect priorities from two administrations ago.
The guidance also does not reflect changes OMB has made to IT portfolio
management and budget terms since 2015 (e.g., the addition of new
investment types such as standard and funding transfer investments).30
Moreover, OMB told us that it is not following the IT portfolio management
process laid out in the guidance or ensuring that agencies follow the
guidance for IT portfolio reviews.

OMB also pointed to section 55 of its Circular A-11 for additional
guidance for agencies’ IT portfolio management processes.3! Circular A-
11 states that it established a foundation for effective IT planning and
budgeting and IT portfolio management practices and that by following
the guidance, agencies enable OMB to review their IT investment
spending and government-wide spending. However, it does not include
FITARA’s required elements for this process, including identifying ways
for agencies to increase the efficiency and effectiveness of the portfolio,
identify potential duplication or waste, or identify potential cost savings.

OMB maintains that it is complying with FITARA'’s requirements on IT
portfolio reviews through its iterative engagement between agency ClOs
and desk officers from the Office of the Federal ClO.32 Further, OMB
indicated that this is to allow the Office of the Federal CIO to balance

290MB, Management and Oversight of Information Technology, M-15-14 (Washington,
D.C.: June 10, 2015).

30In preparation for the fiscal year 2018 IT budget, OMB provided updated Capital
Planning Guidance that introduced Standard IT Investments—investments in IT
infrastructure, security, and management, among others—as a type of IT investment.
Likewise, for fiscal year 2020, OMB provided updated Capital Planning Guidance that
introduced funding transfer investments—used to indicate the partner contribution to an
investment in another agency’s portfolio.

310MB, Preparation, Submission, and Execution of the Budget, Circular No. A-11, section
55, (Washington, D.C.: Aug. 11, 2023).

32According to OMB, desk officers provide oversight of an agency’s progress addressing
statutory requirements and serve as liaisons between OMB staff and agency officials.
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resource constraints and staffing shortages. OMB stated that
administrations have to balance resources, priorities, and staff. As a
result, as other areas such as cybersecurity have demanded additional
resources, the Office of the Federal ClO has scaled back some activities.
Such activities include holding IT portfolio reviews using the process as
described in its guidance, M-15-14.

We acknowledge that resource constraints may exist, requiring the
prioritization of available resources. However, given that the federal
government spends over $100 billion annually on IT, effectively
prioritizing the management of this vast portfolio could help ensure that
resources are not wasted. Until OMB updates and then enforces the
implementation of its updated guidance, the agency will be limited in its
insights and oversight of agencies’ IT portfolios. This can lead to
duplication, waste, unoptimized or misaligned IT portfolios, and missed
cost savings.

OMB Developed Standardized  FITARA requires OMB to develop standardized cost savings and
Metrics on Cost avoidance and performance metrics for agencies to implement their IT
Savings/Avoidance, but Not on  portfolio management processes, in consultation with agency ClOs. 33
Performance
Aside from its initial guidance, OMB reported that the metrics used to
measure IT portfolio progress are provided to agencies in three
documents: Circular A-11,34 its guidance on its Integrated Data Collection
(IDC) process,3 and the IT Dashboard’s Frequently Asked Questions.36
Taken as a whole, these documents provide agencies with standardized
cost savings metrics; however, they do not include standardized
performance metrics. See table 3 for an overview of the extent to which
the documents include cost savings/avoidance and performance metrics.

33FITARA uses the term “performance indicators” but we refer to them in this report as
metrics for simplicity. 40 U.S.C. § 11319(d)(2).

340MB, Preparation, Submission, and Execution of the Budget, Circular No. A-11
(Washington, D.C.: August 2023).

35The IDC process is intended to be a consolidated approach for agencies to comply with
OMB’s reporting requirements. OMB provides IDC instructions quarterly to agencies
dictating how to report required data to OMB.

36|T Dashboard, https://itdashboard.gov/faq (accessed February 21, 2024).
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OMB Does Not Hold Annual IT
Portfolio Review Meetings with
the Federal CIO and Agency
Leaders

|
Table 3: Extent to Which the Office of Management and Budget (OMB)
Documentation Includes Standardized Cost Savings/Avoidance and Performance
Metrics

Includes standardized cost Includes standardized

OMB document savings/avoidance metrics? performance metrics?
Circular A-11 No No

Integrated Data Collection Yes No

guidance

IT Dashboard Frequently No No

Asked Questions

Source: GAO analysis of OMB documentation. | GAO-25-107041

Specifically, the most recent Circular A-11 issued in August 2023 states
that agency IT portfolio submissions should include broad categories of
data such as operational analysis data, IT performance data, and
performance results data. However, the circular does not provide
standardized cost savings/avoidance or performance metrics.

In addition, the IDC instructions do include cost savings and avoidance
metrics; however, it does not include those for performance. For example,
these instructions require agencies to report the OMB initiative that led to
cost savings/avoidances, and the amount realized by the agency, but is
silent on specific performance metrics.

Further, the IT Dashboard Frequently Asked Questions asks agencies to
identify and provide their own performance metrics, rather than
standardized performance metrics. In addition, the document does not
include metrics on cost savings/avoidance.

OMB maintained that it is complying with FITARA’s requirements but did
not explain the lack of standardized performance metrics. Until OMB
develops standardized performance metrics for IT portfolio management,
it will be limited in its ability to assess and compare the performance of
agencies’ IT portfolios.

According to FITARA, OMB is to carry out the Federal CIO’s role in being

involved in an annual review of each covered agency’s IT portfolio that is
conducted by the CIO of each agency in conjunction with the Chief
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Operating Officer or Deputy Secretary (or equivalent) of each agency and
the Federal CIO.37

OMB reported that it is not holding, what it called, an annual meeting
between the Federal ClO and the agencies to review their IT portfolios.
Notably, OMB’s IDC instructions state that PortfolioStat reviews (as
described in M-15-14) were discontinued in 2017 and replaced with desk
officer reviews. OMB acknowledged that its portfolio reviews have
changed over time and, while the agency previously conducted individual
meetings called PortfolioStats, it now conducts a number of activities to
support the annual review of an agencies’ IT portfolio. In particular, OMB
stated that these activities include:

« meetings with desk officers at varying intervals throughout the year,
« strategic reviews led by the OMB Deputy Director for Management,
« reviews of IDC collections and IT Dashboard submissions, and

« annual budget reviews during the budget process.

However, these meetings do not satisfy the FITARA requirements for
annual IT portfolio reviews, as the current reviews seem removed from
the level of the participants specified in FITARA (including the Federal
Cl0), nor do they occur on an annual basis.

OMB stated that it believes it is complying with FITARA'’s requirements on
annual IT portfolio reviews through its iterative engagement between
agency CIlOs and Office of the Federal CIO desk officers. This allows
OMB to balance resource constraints and staff shortages.

Prioritizing the management and oversight of the federal government’s
substantial IT portfolio could help ensure that resources are used in an
effective manner. Until OMB performs annual IT portfolio reviews as
required by FITARA, the agency will be limited in its oversight of
agencies’ IT portfolios. Further, without OMB’s comprehensive
management and oversight of agencies’ IT portfolios, increasing the
efficiency of IT investments and identifying duplication and waste will be
more difficult to achieve.

37According to 44 U.S.C. 3602(c), the Federal CIO (referred to as the Administrator of the
Office of Electronic Government in the statute) shall assist the OMB Director in carrying
out various functions that include the IT management provisions of Title 40, U.S. Code.
These provisions have been amended to encompass relevant portions of FITARA.
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OMB Publicly Reports Some of
the FITARA-Required Data,
but the Data Are Not Reliable

FITARA requires OMB—through the official now known as the Federal
ClO—to submit a quarterly report on the cost savings and reductions in
duplicative IT investment identified through this review process to key
committees in Congress.

OMB personnel stated that the Office of the Federal CIO does not provide
this data specifically to Congress. Instead, OMB uses the public IT
Dashboard to display agency-reported cost savings resulting from several
OMB initiatives, such as data center optimization and software license
management or “PortfolioStat.”38 However, the IT Dashboard does not
provide a report of reductions in duplicative IT investments identified
through the portfolio review process.

Further, the cost savings/avoidances data reported on the IT Dashboard
for annual IT portfolio reviews were unreliable. Specifically, for each
agency’s reported cost savings/avoidances, we either identified
inaccuracies with the data or were unable to substantiate the
savings/avoidances amount or that the savings/avoidances were due to a
process other than an annual review of the IT portfolio.

According to IT Dashboard data as of March 2024, between 2012 and
2023, 10 agencies reported $629 million in cost savings or avoidances
from these reviews. Table 4 provides the IT portfolio review cost savings
for each of the 10 agencies reported between 2012 and 2023.

38As previously stated, the PortfolioStat term is not used consistently throughout the
government, nor does FITARA specifically use that term. As a result, we use a broader
term, “annual IT portfolio reviews” here.
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Table 4: Agency-Reported Cost Savings or Avoidances Attributed to Annual IT Portfolio Reviews from 2012 to 2023, as of

March 2024

Total
Agency 2012 2013 2014 2015 2016 2017 2018 2019 2020 2021 2022 2023 ($M)
Department of Health and 0 061 081 349 726 6.87 0 0.5 0.03 242 0.51 0 22.5
Human Services
Department of Homeland 22143 825 0 0 0 0 0 0 3.55 0 0 0 307.48
Security
Department of Justice 229 247 513 129 544 7.14 3.2 0 0 0 0 0 38.57
Department of Labor 1.88 503 349 494 841 3445 23.05 22.26 21.96 16.11 11.28 252 155.38
Department of the Interior 1212 1271 1225 116 0.71 071 0.71 0.71 0.52 13.87 13.65 11.14 90.7
Department of the Treasury 0 0.1 0.25 0.3 0.3 0.1 0.05 0 0 0 0 0 1.1
Department of Transportation 0 0 0 0 0 0 0.03 0.03 0 0 0 0 0.06
Nuclear Regulatory 0.04 029 0.01 0 0 0.6 0 0 0 0 0 0 0.94°
Commission
Social Security 0 166 166 2.37 0 0 0 0 0 0 0 0 5.69
Administration
U.S. Agency for International 039 3.11 155 147 0 0 0 0 0 0 0 0 6.52
Development
Total ($M) 238.15 108.48 25.15 37.07 22.12 49.87 27.04 23.5 26.06 32.4 25.44 13.66 628.94

Source: GAO analysis of IT Dashboard data. | GAO-25-107041

@According to NRC officials, this amount does not account for the total cost savings/avoidances the
agency realized.

However, four agencies (the Departments of Health and Human Services,
the Interior, and the Treasury; and the U.S Agency for International
Development) reported that their IT portfolio review cost savings were
inaccurate when we asked for documentation of their cost savings. For
example, Interior stated that it incorrectly attributed about $38 million of
the reported $91 million to IT portfolio reviews. In addition, Interior officials
stated that it had originally categorized the remaining $53 million to a
different OMB initiative. However, in November 2015, OMB recategorized
the $53 million to “PortfolioStat,” even though these cost avoidances were
not the result of a PortfolioStat review.

In other cases, agencies did not have adequate documentation of the
cost savings. For example, several agencies provided us the file they use
to report the cost savings to the IT Dashboard or OMB rather than
supporting documentation on how the savings were derived.

In addition, the older cost savings and avoidances were difficult for
agencies to substantiate because the savings were realized beyond the
time period in which agencies typically retain documents. For example,
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the Social Security Administration last reported savings or avoidances
from annual IT portfolio reviews in 2015, and no longer has
documentation related to those figures. Officials stated that the Social
Security Administration does not keep the pertinent records longer than 7
years (i.e., 2017), unless specifically authorized.

In addition, several agencies reported that they had used a process other
than an annual IT portfolio review as the basis for at least some of their
reported cost savings/avoidances. Specifically, three agencies (the
Departments of Homeland Security (DHS), Justice, and Labor) stated that
they used OMB’s IDC process as the basis for their cost savings.3°
However, the collection process is a reporting mechanism, not a portfolio
review process. The Department of Justice attributed this change to
OMB’s IDC instructions, which stated that PortfolioStat reviews were
discontinued in 2017 and replaced with desk officer reviews (as
discussed earlier). In another example, the Department of Transportation
reported that its savings were derived from multiple processes
implemented by the Office of Inspector General. However, the Office of
the Inspector General stated that it does not conduct an annual
assessment of the program in question and is unsure how the department
came up with the calculation of cost savings.

OMB staff stated that it is the agencies’ responsibility to ensure that the
data they submit is accurate. Further, the staff noted that OMB does not
have the resources to verify all the data entered by agencies.

Since OMB is relying on the IT Dashboard to fulfill its statutory
requirement to report to Congress, ensuring the accuracy of the data is of
the utmost importance. Further, as previously noted, prioritizing the
management and oversight of the federal government’s substantial IT
portfolio is critical. Until OMB ensures that it is providing accurate cost
savings data on agencies’ reported IT portfolio reviews, it will not be able
to determine the extent to which portfolio review initiatives are reducing
duplication and generating savings. Further, providing inaccurate data to
Congress could over or understate the success of initiatives and limit
Congress’ ability to oversee federal IT.

39The IDC is the OMB Office of the Federal CIO’s quarterly reporting mechanism to
capture data and information related to PortfolioStat, Data Center Optimization Initiative,
and other initiatives.
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OMB Reports on Anticipated,
Rather Than Achieved, Net
Performance Benefits of
Information Systems

FITARA requires OMB to submit to Congress a report on the net program
performance benefits achieved as a result of major capital investments
made by agencies for information systems and how the benefits relate to
the accomplishment of the goals of the agencies.

OMB’s analytical perspectives section of the President’s fiscal year 2025
budget details anticipated benefits of major capital investments in
information systems.40 For example, the analytical perspectives section
discusses the potential benefits of cybersecurity investments in
modernizing cybersecurity defenses, improving information sharing, and
strengthening the U.S.’s rapid incident responses. In addition, it highlights
the anticipated benefits of powering intelligent government operations and
citizen services to drive key insights into the decision-making process.

However, the analytical perspectives section does not specify the benefits
that have been achieved or how the benefits relate to the accomplishment
of the goals of the agencies. OMB staff stated that the office had not
reported this information to Congress because it had to prioritize other
activities, such as the cybersecurity initiative, over this requirement. OMB
staff noted that IT Dashboard captures performance metrics for each
agencies’ investments. While the IT Dashboard does provide agency-
reported performance metrics, it does not provide the benefits achieved
due to the investment nor does it explain how the benefits related to the
accomplishment of agencies’ goals.

Until OMB reports to Congress on achieved benefits of major IT
investments, the true benefits of federal IT could be over or understated,
which limits agencies’ and Congress’s ability to make decisions and
provide oversight.

OMB Has Not Followed
Requirements for High-
Risk IT Investment
Reviews

FITARA requires OMB to perform three activities related to high-risk
investment reviews.4' Table 5 provides details on FITARA’s requirements
for OMB regarding high-risk investment reviews.

400MB, Analytical Perspectives, Budget of the United States Government, Fiscal Year
2025 (Washington, D.C.: Mar. 11, 2024).

4140 U.S.C § 11302.
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Table 5: The Federal Information Technology Acquisition Reform Act (FITARA) High-Risk IT Investment Review Requirements
for the Office of Management and Budget

Carry out consultation responsibilities of the Federal Chief Information Officer (ClO) to agency ClOs and program managers of major
IT investments that receive high-risk ratings for four consecutive quarters.

Through the Federal CIO, communicate the results of high-risk IT investment reviews to the Senate Committee on Homeland Security
and Governmental Affairs, the House Committee on Oversight and Government Reform? and the House and Senate Appropriations
Committees, and the committees of the Senate and House with primary jurisdiction over the agency.

Ensure that for agencies other than the Department of Defense, if 1 year after the date of completion of the high-risk IT investment
review the investment is still rated as high-risk, any request of additional development, modernization, or enhancement funding for the
investment is denied until the date on which the agency CIO determines that the root causes of the high level of risk have been
addressed, and there is sufficient capability to deliver the remaining planned increments within the planned cost and schedule.

Source: GAO analysis of 40 U.S.C § 11302. | GAO-25-107041
aThis committee is now called the Committee on Oversight and Accountability.

OMB did not follow any of the three statutory requirements for high-risk
investment reviews:

« Carry out consultation responsibilities of the Federal CIO to
agency ClOs and program managers of major IT investments that
receive high-risk ratings for four consecutive quarters. OMB
personnel stated that the Federal ClIO regularly collaborates with its
desk officers and agency ClOs alike on various IT portfolio reviews,
including high-risk investments. However, our review of agency
documentation of 27 high-risk review sessions shows that the Federal
CIO was not consulted for any of them.

« Communicate the results of high-risk IT investment reviews to
key committees in Congress. OMB stated it had not reported this
information to the required Congressional committees. OMB
personnel were unable to assess when such a report could be sent to
Congress in the future.

« Deny any request of additional development, modernization, or
enhancement funding for a major investment that has been rated
high-risk for a year after the high-risk IT investment review. As
we discuss further in the next section, of the 17 major investments
that were rated high risk for more than 12 consecutive months,
agencies performed reviews on nine of them. Three of the
investments were only recently reviewed and it is too soon for OMB to
have performed this oversight on them. Of the remaining six
investments, four improved to medium risk within the year following
the agencies’ required review of the investment. However, OMB did
not deny requests for additional funding for the other two investments
that did meet this criterion: DHS’s Homeland Advanced Recognition
Technology investment and the Department of the Interior's Trust
Asset Accounting Management System.
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Agencies Have Not
Fully Met
Requirements for
FITARA-Required IT
Reviews

OMB stated that it has not followed the requirements because
administrations need to balance resources, priorities, and staff. In this
case, the Office of the Federal CIO stated that it must prioritize its
resources according to need, with the most critical areas, such as
cybersecurity, receiving more resources.

However, prioritizing the oversight of high-risk IT investment reviews
better positions the federal government to effectively turn around or
terminate troubled IT investments before additional limited resources are
wasted. Until OMB follows FITARA'’s requirements related to high-risk
investment reviews, it will not be able to provide effective oversight of
potentially troubled IT investments. As a result, the federal government is
likely to expend resources on IT investments that may not fulfill the needs
of the government or the public. Furthermore, in OMB not meeting its
Congressional reporting requirements, it limits the ability of Congress to
provide needed oversight to these at-risk investments.

The 24 agencies have not fully followed FITARA requirements for IT
portfolio management reviews. In addition, the agencies that had major
investments that were considered high risk for four consecutive quarters
did not follow the FITARA requirements for performing high-risk
investment reviews.

Agencies Did Not Fully
Meet Statutory
Requirements for Annual
IT Portfolio Reviews

FITARA requires an agency CIO to conduct an annual review of the
agency’s IT portfolio, in conjunction with the Chief Operating Officer or
Deputy Secretary (or equivalent) and the Federal ClO.42

As previously discussed, OMB is not holding annual IT portfolio reviews
with agencies and instead is using a variety of methods to review
portfolios. As a result, all 24 agencies reported using various mechanisms
to review their IT portfolios, in an attempt to comply with FITARA
requirements. For example, the National Aeronautics and Space
Administration reported that it reviews its IT portfolio as part of its budget
submission. In addition, the Department of Commerce reported that it
conducts annual IT portfolio reviews with its bureau CIOs.

4240 U.S.C § 11319(d)(3). FITARA allows the Department of Defense to use an existing
process to fulfill this requirement, in consultation with the Federal CIO. 40 U.S.C §
11319(d)(4).
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However, none of the 24 agencies’ processes fully followed FITARA’s
requirements. For example, 13 agencies were not able to demonstrate
that these reviews were conducted by the CIO. In addition, three
agencies held these reviews with the Chief Operating Officer or Deputy
Secretary (or equivalent). Moreover, some agencies were not able to
demonstrate that their reviews occurred on an annual basis or that their
reviews covered the entire IT portfolio for the agency. Lastly, as we
previously mentioned, since OMB is not holding these annual reviews,
agencies were not able to demonstrate that they were held in conjunction
with the Federal CIO. However, eight agencies were able to demonstrate
that the Federal CIO’s office was involved in their reviews.

Appendix Il provides more details on the processes agencies reported
using to manage their IT portfolios. Table 6 provides details on the extent
to which agencies’ IT portfolio review processes met FITARA’s
requirements.
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Table 6: Extent to Which Agencies’ Annual IT Portfolio Review Processes Met Requirements in the Federal Information
Technology Acquisition Reform Act (FITARA)

Demonstrated Conducted by Held in conjunction Held in

annual IT Chief with Chief Operating conjunction
portfolio review Information Officer or Deputy with the

Agency process? Officer (CIO)? Secretary? Federal CIO?
Department of Agriculture Partial® Partial® No No
Department of Commerce Yes Yes No No
Department of Defense® Partial® No No No
Department of Education Yes Yes Yes No
Department of Energy Yes Yes No No
Department of Health and Human Services Yes Partial® No No
Department of Homeland Security Partial>d No No No
Department of Housing and Urban Development Partial® No No No
Department of Justice Partial® Partial® No No
Department of Labor Partial>d Partial® No Partial®
Department of State Partial® Partial® No Partial®
Department of the Interior Yes Yes No Partial®
Department of the Treasury Yes' Yesf No No
Department of Transportation Partial® Partial® No Partial®
Department of Veterans Affairs No No No No
Environmental Protection Agency Partial® Yes No No
General Services Administration Partial® Yes Yes No
National Aeronautics and Space Administration Partial® Partial® No No
National Science Foundation Partial® Yes No No
Nuclear Regulatory Commission Yes Yes Partial® Partial®
Office of Personnel Management Partial® Yes Yes Partial®
Small Business Administration Partial® No No No
Social Security Administration Yes Yes No Partial®
U.S. Agency for International Development Partiald Partial® No Partial®

Source: GAO analysis of agency provided data. | GAO-25-107041

@The agency received a partial because it did not provide adequate documentation that it reviewed
the IT portfolio annually.

®The agency received a partial because it did not provide adequate documentation of the ClOs
attendance at the review meeting.

°FITARA allows the Department of Defense to use an existing process to fulfill FITARA’s portfolio
review requirements, in consultation with the Federal CIO. 40 U.S.C § 11319(d)(4).

9The agency received a partial because its documentation did not demonstrate that the agency’s IT
portfolio was reviewed.

®The agency received a partial because it provided documentation of the Office of Management and
Budget's (OMB) involvement, rather than the Federal CIO being present.
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There is an apparent lack of consensus between the Department of the Treasury and one of its
bureaus, the Office of the Comptroller of the Currency, involving IT annual portfolio reviews.
Specifically, Treasury stated that its CIO has attempted to hold an IT annual review with the office,
but it asserted that it is independent of these FITARA requirements. The office confirmed its assertion
that it is not subject to the Treasury ClO’s annual portfolio review or oversight. Due to a lack of
information at this time regarding the efficacy of the office’s assertion, we did not factor this aspect
into our findings.

9The agency received a partial because it did not provide adequate documentation of the Chief
Operating Officer or Deputy Secretary’s attendance at the review meeting.

"The agency received a partial because while it certifies the annual IT portfolio review to OMB, the
Federal CIO did not attend.

Agencies provided several reasons for not following FITARA’s annual IT
portfolio review requirements. The primary reason for agencies’
noncompliance is that, as previously noted, OMB is no longer holding
annual reviews that meet FITARA'’s requirements. Specifically,15
agencies reported that OMB’s lack of involvement was an issue for them
in holding these reviews.43 In addition, five agencies (the Departments of
Commerce, Labor, State, and Veterans Affairs; and the Nuclear
Regulatory Commission) cited various issues with OMB’s guidance on
holding annual IT portfolio reviews as laid out in FITARA, including that
the guidance is out of date and should be updated and enforced.

Further, three agencies (the Departments of Commerce and Veterans
Affairs; and the Small Business Administration) cited resource constraints
as another reason they have not held annual IT portfolio reviews. For
example, the Department of Commerce and the Small Business
Administration reported that staff attrition and funding constraints have
impacted their IT portfolio review processes.

Finally, eight agencies (the Departments of Health and Human Services,
Homeland Security, Housing and Urban Development, and the Treasury;
Environmental Protection Agency; General Services Administration;
Office of Personnel Management; and the U.S. Agency for International
Development) did not provide a reason for not following FITARA’s
requirements. Instead, they stated that they use an alternative process to
review their IT portfolios.

Annual IT portfolio reviews are crucial for assessing the performance,
cost-effectiveness, and alignment of IT investments with agency missions
and goals. By conducting such reviews, agencies can identify areas of

43The 15 agencies are: the Departments of Agriculture, Commerce, Defense, Education,
Energy, the Interior, Justice, Labor, Transportation, and Veterans Affairs; National
Aeronautics and Space Administration; National Science Foundation; Nuclear Regulatory
Commission; Small Business Administration; and Social Security Administration.
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duplication within their IT portfolios and develop strategies to streamline
operations and optimize resource allocation. Furthermore, these sessions
enable agencies to project and quantify potential cost savings resulting
from the implementation of such strategies, thereby ensuring efficient use
of taxpayer funds, and maximizing their value derived from IT
investments. Lastly, the annual IT portfolio review is necessary for
Congressional oversight because FITARA requires that the Federal CIO
submit a quarterly report on the cost savings and reductions in duplicative
IT investments identified through this process. 44 Not performing these
annual IT portfolio reviews can result in a lack of transparency, hindered
decision-making, and reduced accountability in managing IT resources.

Agencies Did Not Fully
Meet Requirements for
High-Risk IT Investment
Reviews

FITARA includes three requirements for agency ClOs related to high-risk
IT investment reviews.45 Specifically, the CIO of each agency and the

project manager of the investment in question are to:

« review a major IT investment when it has received a high-risk rating
for four consecutive quarters;

+ consult the Federal CIO on the review; and

« document (1) a root cause analysis of the high level of risk, (2) the
extent to which these causes can be addressed, and (3) the
probability of future successes.46

Between November 2020 and August 2023, eight agencies had a total of
17 major investments that were rated high risk for four consecutive
quarters. (See appendix Il for more information on the major investments
that were high risk for four consecutive quarters.) Agencies planned to
spend a total of $296 million on these 17 investments in fiscal year 2024.

4440 U.S.C. § 11319(d)(5).

45FITARA allows the Department of Defense to use an existing process to fulfill the
requirement, provided that the results of the review are provided to the Federal CIO upon
request and to specified committees of Congress. 40 U.S.C § 11302(c)(4)(C).

46Using OMB’s FITARA implementation guidance, M-15-14, we interpreted “the extent to
which these causes can be addressed” to be demonstrated by the agency identifying
action items and due dates. Likewise, we interpreted “the probability of future successes”
to be demonstrated by the agency identifying outcomes.
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However, none of the eight agencies fully met the related FITARA
requirements.47 Specifically, three agencies (DHS, the Interior, and State)
conducted reviews of all of their applicable high-risk investments and five
agencies (the Departments of Housing and Urban Development and
Labor, Small Business Administration, Office of Personnel Management,
and U.S. Agency for International Development) did not hold a high-risk
investment review similar to that required by FITARA for any of their
applicable investments. See figure 1 for a depiction of the extent to which
agencies reviewed their high-risk IT investments, as of April 2024.

________________________________________________________________________________|]
Figure 1: Extent to Which Agencies Performed Required High-Risk IT Investment
Reviews, as of April 2024

Number of major high-risk investments
4

4

HUD Labor USAID SBA OPM

Interior DHS State

Interior = Department of the Interior, DHS = Department of Homeland Security, State = Department of State,
HUD = Department of Housing and Urban Development, Labor = Department of Labor, USAID = U.S. Agency
for International Development, SBA = Small Business Administration, OPM = Office of Personnel Management

|:| Total reviewed
- Total not reviewed

Source: GAO analysis of agency documentation. | GAO-25-107041

Further, the agencies that conducted reviews of high-risk investments
(DHS, the Interior, and State) did not meet the requirements for a high-
risk investment review. For example, while DHS documented root cause,

47Agencies reported holding various reviews of high-risk IT investments over the last 13
years. See appendix |V for details on the number of reviews and the date of the last
review held by each agency.
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action items and an outcome in its review of one investment, the Federal
ClO was not consulted, as required by FITARA.

Table 7 details the extent to which the three agencies followed FITARA
requirements for their high-risk investment reviews.

|
Table 7: Extent to Which Three Agencies Followed the Federal Information Technology Acquisition Reform Act (FITARA)
Requirements for High-Risk Investment Reviews

Conducted by Chief

Information Officer (CIO) Federal CIO Documented a root cause, action items
Agency Investment name and program manager? consulted? and due dates, and an outcome?
Department Biometric Entry-Exit No? No Yes
cs)f Hor_rt1eland Financial Systems No? No Partial — While DHS documented a root
(Sﬁlér)' Y Modernization — Trio cause, it did not document action items
and due dates or outcomes.
Homeland Advanced No@ No Partial — While DHS documented a root
Recognition cause, it did not document action items
Technology and due dates or outcomes.
Department Global Foreign Yes No Partial - While State documented action
of State Affairs items and due dates, it did not document a
Compensation root cause or outcomes.
System
Foreign Assistance  Yes No Partial - While State documented action
Coordination and items and due dates, it did not document a
Tracking System root cause or outcomes.
Department Trust Asset Yes Partial - The agency Partial - While Interior documented root
of the Accounting had attendees from the causes, action items and an outcome, it
Interior Management System Office of the Federal did not document due dates for
CIO, but the Federal implementing corrective actions.
CIO was not consulted.
Incident Yes No Partial - While Interior documented root
Management, causes, action items and an outcome, it
Analysis, and did not fully document due dates for
Reporting System implementing corrective actions.
Law Enforcement Yes No Partial - While Interior documented root
Management causes, action items and an outcome, it
Information System did not fully document due dates for
implementing corrective actions.
Accounting Yes No Yes

Reconciliation Tool

Source: GAO analysis of agency provided data. | GAO-25-107041

@Agency provided evidence that its ClIO delegated conducting high-risk investment review to the Chief
Technology Officer. While the agency stated that the Chief Technology Officer and the program
manager conducted the review, the agency did not provide evidence to support that.
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The five agencies that did not hold the required high-risk investment
reviews provided a variety of reasons for not doing so.48

All five agencies (the Department of Housing and Urban
Development, the Department of Labor, Office of Personnel
Management, Small Business Administration, and U.S. Agency for
International Development) stated that they chose to mitigate the risks
associated with these high-risk investments using an alternative
internal process. However, when agencies use alternative processes,
the processes may not meet FITARA'’s requirements, such as having
the appropriate people involved or including required elements. For
example, the Department of Housing and Urban Development stated
that it used its monthly program health assessments to monitor
investments; however, this process was not led by the CIO.

The Small Business Administration noted it faced workload surges
and resource availability issues within its Office of the CIO in
managing and implementing reviews.

The Department of Labor stated that the review process is a costly
and time and labor-intensive process, often resulting from an issue
that has already occurred.

DHS, the Interior, and State provided reasons for their high-risk
investment reviews not addressing the requirements of FITARA.

DHS stated that its CIO delegated this responsibility to the Chief
Technology Officer. DHS also stated that the program manager was
present for the review. However, DHS did not provide a reason for not
being able to provide documentation that showed the presence of
either attendee.

Regarding consulting the Federal CIO, Interior stated that instead it
consults with OMB’s Office of the Federal CIO via OMB’s desk
officers. DHS stated that OMB’s guidance on holding these reviews
does not require consultation with the Federal CIO. DHS further
stated that while the CIO does not attend every high-risk review, the
CIlO has consulted with the Federal CIO on high-risk investments
outside of these meetings. State responded that its investment
reviews are internal ClO-led investment reviews that did not include
OMB.

Regarding the high-risk investment reviews that were missing
elements, DHS stated that those investments were being moderated

48Some agencies reported multiple reasons for not holding high-risk investment reviews.
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by its Acquisition Review Board and breach remediation proceedings.
While the acquisition review process may have oversight of
acquisitions, the purpose of a high-risk IT investment review is to be
able to get in front of troubled investments to turn them around before
a breach occurs. Interior stated that while no due dates were
assigned, all action items were closed out, removing the need to
assign due dates. In addition, State declined to provide a reason for
the absence of those required elements.

In addition to the above reasons, it is likely that agencies do not adhere to
FITARA'’s requirements on high-risk IT investment reviews because
OMB’s guidance on these reviews is outdated. Specifically, OMB’s
original guidance on this type of review is from 2011, predating the
enactment of FITARA, and has not been updated since then.4 OMB’s
FITARA implementation guidance references these reviews and builds
upon the requirements, but also points to the 2011 guidance on how to
conduct these reviews.50 Several agencies noted that that the guidance
was outdated, included links to websites that did not work, and was
unclear.

Agency high-risk investment reviews are necessary to determine the root
cause for issues affecting an investment and to establish action plans to
reduce the risk of the investment. In addition, these reviews are a tool for
getting ahead of critical problems in an investment, turning around
underperforming investments, or terminating investments if appropriate.
In not properly holding these reviews, agencies are not following the law,
and are at risk of not being able to properly manage their IT cost,
schedule, performance, and security. Further, the lack of these reviews
puts hundreds of millions of dollars at risk.

Although OMB took steps to fulfill FITARA’s IT portfolio management
requirements in the first few years after the law was enacted, it has not
followed through on performing annual IT reviews or reviewing high-risk
investments, particularly at the executive level contemplated by FITARA.
Until OMB reinstates its efforts to meet the FITARA requirements for
reviewing IT investments, the federal government will continue to expend
resources on IT investments that could be duplicative or not fulfill the
needs of the government or the public.

Conclusions

49TechStat Toolkit, https://www.cio.gov/assets/resources/TechstatToolkit.zip (accessed
July 22, 2024).

50M-15-14.
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Recommendations for
Executive Action

The lack of annual IT portfolio reviews and high-risk investment review
guidance from OMB has directly resulted in agencies’ inability to fulfill
their FITARA portfolio review requirements. Until agencies perform
required annual reviews, they will not fully identify areas of duplication
within their IT portfolios and develop strategies to streamline operations
and optimize resource allocation. In addition, the lack of high-risk IT
reviews puts hundreds of millions of dollars at risk. Further, agencies not
consulting with the Federal CIO hinders the Federal CIO from conducting
its statutory FITARA requirements, including communicating the results of
the high-risk investment reviews to Congress.

We are making a total of 46 recommendations to 25 agencies, including
OMB.

« The Director of OMB should update existing guidance or issue new
guidance to agencies to implement a process to assist agencies in
reviewing their IT portfolios that includes the requirements provided in
FITARA. (Recommendation 1)

e The Director of OMB should develop standardized performance
metrics for agencies to implement the IT portfolio review process, as
prescribed by FITARA. (Recommendation 2)

e The Director of OMB should ensure that the Federal CIO carries out
its role in annually reviewing each agency’s IT portfolio that is
conducted by each agency’s CIO in conjunction with the Chief
Operating Officer or Deputy Secretary (or equivalent) and the Federal
CIO, as prescribed by FITARA. (Recommendation 3)

e The Director of OMB should direct the Federal CIO to submit a
quarterly report to the FITARA-identified committees in Congress on
the cost savings and reductions in duplicative IT investments
identified through the IT portfolio review process, as prescribed by
FITARA. (Recommendation 4)

e The Director of OMB should direct the Federal CIO to ensure that the
agency cost savings on the IT Dashboard that are being used to fulfill
statutory requirements to report to Congress are accurate and
correctly attributed to IT portfolio review. (Recommendation 5)

e The Director of OMB should submit to Congress a report on the net
program performance benefits achieved as a result of major capital
investments made by agencies for information systems and how the
benefits relate to the accomplishment of the goals of the agencies, as
prescribed by FITARA. (Recommendation 6)
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The Director of OMB should ensure that the Federal CIO carries out
the consultation responsibilities of the Federal CIO to agency ClOs
and program managers of major IT investments that receive high-risk
ratings for four consecutive quarters, as prescribed by FITARA.
(Recommendation 7)

The Director of OMB should direct the Federal CIO to communicate
the results of high-risk IT investment reviews to committees in
Congress, as prescribed by FITARA. (Recommendation 8)

The Director of OMB should deny any request of additional
development, modernization, or enhancement funding for a major
investment that has been rated high risk for a year after the high-risk
IT investment review, as prescribed by FITARA. (Recommendation 9)

The Director of OMB should direct the Federal ClO to update existing
guidance or issue new guidance to direct agencies’ efforts on holding
high-risk IT investment reviews in accordance with FITARA’s
requirements. (Recommendation 10)

The Secretary of Agriculture should direct the department CIO to work
with OMB to ensure that annual reviews of their IT portfolio are
conducted in conjunction with the Federal CIO and the Chief
Operating Officer or Deputy Secretary (or equivalent), as prescribed
by FITARA. (Recommendation 11)

The Secretary of Commerce should direct the department CIO to work
with OMB to ensure that annual reviews of their IT portfolio are
conducted in conjunction with the Federal CIO and the Chief
Operating Officer or Deputy Secretary (or equivalent), as prescribed
by FITARA. (Recommendation 12)

The Secretary of Defense should direct the department CIO to work
with OMB to ensure that annual reviews of their IT portfolio are
conducted in conjunction with the Federal CIO and the Chief
Operating Officer or Deputy Secretary (or equivalent), as prescribed
by FITARA. (Recommendation 13)

The Secretary of Education should direct the department CIO to work
with OMB to ensure that annual reviews of their IT portfolio are
conducted in conjunction with the Federal CIO, as prescribed by
FITARA. (Recommendation 14)

The Secretary of Energy should direct the department CIO to work
with OMB to ensure that annual reviews of their IT portfolio are
conducted in conjunction with the Federal CIO and the Chief
Operating Officer or Deputy Secretary (or equivalent), as prescribed
by FITARA. (Recommendation 15)
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o The Secretary of Health and Human Services should direct the
department CIO to work with OMB to ensure that annual reviews of
their IT portfolio are conducted in conjunction with the Federal CIO
and the Chief Operating Officer or Deputy Secretary (or equivalent),
as prescribed by FITARA. (Recommendation 16)

o The Secretary of Homeland Security should direct the department
CIO to work with OMB to ensure that annual reviews of their IT
portfolio are conducted in conjunction with the Federal CIO and the
Chief Operating Officer or Deputy Secretary (or equivalent), as
prescribed by FITARA. (Recommendation 17)

o The Secretary of Homeland Security should direct the department
CIO to ensure that the Federal CIO is consulted in performing high-
risk IT investment reviews, as prescribed by FITARA.
(Recommendation 18)

o The Secretary of Homeland Security should direct the department
CIO, in conjunction with the project manager, to conduct high-risk IT
investment reviews, as prescribed by FITARA. (Recommendation 19)

o The Secretary of Homeland Security should direct the department
CIlO to work with OMB to ensure that its high-risk IT investment
reviews include the extent to which these causes can be addressed
(e.g., action items and due dates) and the probability of future
successes (e.g., outcomes), as prescribed by FITARA.
(Recommendation 20)

o The Secretary of Housing and Urban Development should direct the
department CIO to work with OMB to ensure that annual reviews of
their IT portfolio are conducted in conjunction with the Federal CIO
and the Chief Operating Officer or Deputy Secretary (or equivalent),
as prescribed by FITARA. (Recommendation 21)

« The Secretary of Housing and Urban Development should direct the
department CIO to ensure they conduct a review in conjunction with
the investment’s program manager and in consultation with the
Federal CIO, for major IT investments that have been designated as
high risk for four consecutive quarters, as prescribed by FITARA,
including identifying (1) the root causes of the high level of risk of the
investment; (2) the extent to which these causes can be addressed
(e.g., action items and due dates); and (3) the probability of future
success (e.g., outcomes). (Recommendation 22)

« The Attorney General should direct the CIO of the Department of
Justice to work with OMB to ensure that annual reviews of their IT
portfolio are conducted in conjunction with the Federal CIO and the
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Chief Operating Officer or Deputy Secretary (or equivalent), as
prescribed by FITARA. (Recommendation 23)

The Secretary of Labor should direct the department CIO to work with
OMB to ensure that annual reviews of their IT portfolio are conducted
in conjunction with the Federal CIO and the Chief Operating Officer or
Deputy Secretary (or equivalent), as prescribed by FITARA.
(Recommendation 24)

The Secretary of Labor should direct the department CIO to work with
OMB to ensure they conduct a review in conjunction with the
investment’s program manager and in consultation with the Federal
CIO, for major IT investments that have been designated as high risk
for four consecutive quarters, as prescribed by FITARA, including
identifying (1) the root causes of the high level of risk of the
investment; (2) the extent to which these causes can be addressed
(e.g., action items and due dates); and (3) the probability of future
success (e.g., outcomes). (Recommendation 25)

The Secretary of State should direct the department CIO to work with
OMB to work with OMB to ensure that annual reviews of their IT
portfolio are conducted in conjunction with the Federal CIO and the
Chief Operating Officer or Deputy Secretary (or equivalent), as
prescribed by FITARA. (Recommendation 26)

The Secretary of State should direct the department CIO to work with
OMB to ensure that the Federal CIO is consulted in performing high-
risk IT investment reviews, as prescribed by FITARA.
(Recommendation 27)

The Secretary of State should direct the department CIO to work with
OMB to ensure that its high-risk IT investment reviews include a root
cause analysis of the high level of risk and the probability of future
successes (e.g., outcomes), as prescribed by FITARA.
(Recommendation 28)

The Secretary of the Interior should direct the department CIO to work
with OMB to ensure that annual reviews of their IT portfolio are
conducted in conjunction with the Federal CIO and the Chief
Operating Officer or Deputy Secretary (or equivalent), as prescribed
by FITARA. (Recommendation 29)

The Secretary of the Interior should direct the department CIO to
ensure that the Federal ClO is consulted in performing high-risk IT
investment reviews, as prescribed by FITARA. (Recommendation 30)

The Secretary of the Interior should direct the department CIO to
ensure that its high-risk IT investment reviews document the extent to
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which these causes can be addressed (e.g., action items with due
dates), as prescribed by FITARA. (Recommendation 31)

The Secretary of the Treasury should direct the department CIO to
work with OMB to ensure that annual reviews of their IT portfolio are
conducted in conjunction with the Federal CIO and the Chief
Operating Officer or Deputy Secretary (or equivalent), as prescribed
by FITARA. (Recommendation 32)

The Secretary of Transportation should direct the department CIO to
work with OMB to ensure that annual reviews of their IT portfolio are
conducted in conjunction with the Federal CIO and the Chief
Operating Officer or Deputy Secretary (or equivalent), as prescribed
by FITARA. (Recommendation 33)

The Secretary of Veterans Affairs should direct the department CIO to
work with OMB to ensure that annual reviews of their IT portfolio are
conducted in conjunction with the Federal CIO and the Chief
Operating Officer or Deputy Secretary (or equivalent), as prescribed
by FITARA. (Recommendation 34)

The Administrator of the Environmental Protection Agency should
direct its agency CIO to work with OMB to ensure that annual reviews
of their IT portfolio are conducted in conjunction with the Federal CIO
and the Chief Operating Officer or Deputy Secretary (or equivalent),
as prescribed by FITARA. (Recommendation 35)

The Administrator of the General Services Administration should
direct its agency CIO to work with OMB to ensure that annual reviews
of their IT portfolio are conducted in conjunction with the Federal CIO,
as prescribed by FITARA. (Recommendation 36)

The Administrator of the National Aeronautics and Space
Administration should direct its agency CIO to work with OMB to
ensure that annual reviews of their IT portfolio are conducted in
conjunction with the Federal ClIO and the Chief Operating Officer or
Deputy Secretary (or equivalent), as prescribed by FITARA.
(Recommendation 37)

The Director of the National Science Foundation should direct its
agency CIO to work with OMB to ensure that annual reviews of their
IT portfolio are conducted in conjunction with the Federal CIO and the
Chief Operating Officer or Deputy Secretary (or equivalent), as
prescribed by FITARA. (Recommendation 38)

The Chairman of the Nuclear Regulatory Commission should direct its
agency CIO to work with OMB to ensure that annual reviews of their
IT portfolio are conducted in conjunction with the Federal CIO and the
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Chief Operating Officer or Deputy Secretary (or equivalent), as
prescribed by FITARA. (Recommendation 39)

The Director of the Office of Personnel Management should direct its
agency CIO to work with OMB to ensure that annual reviews of their
IT portfolio are conducted in conjunction with the Federal CIO, as
prescribed by FITARA. (Recommendation 40)

The Director of the Office of Personnel Management should direct its
agency CIO to ensure they conduct a review in conjunction with the
investment’s program manager and in consultation with the Federal
CIO, for major IT investments that have been designated as high risk
for four consecutive quarters, as prescribed by FITARA, including
identifying (1) the root causes of the high level of risk of the
investment; (2) the extent to which these causes can be addressed
(e.g., action items and due dates); and (3) the probability of future
success (e.g., outcomes). (Recommendation 41)

The Administrator of the Small Business Administration should direct
its agency CIlO to work with OMB to ensure that annual reviews of
their IT portfolio are conducted in conjunction with the Federal CIO
and the Chief Operating Officer or Deputy Secretary (or equivalent),
as prescribed by FITARA. (Recommendation 42)

The Administrator of the Small Business Administration should direct
its agency CIO to ensure they conduct a review in conjunction with the
investment’s program manager and in consultation with the Federal
CIO, for major IT investments that have been designated as high risk
for four consecutive quarters, as prescribed by FITARA, including
identifying (1) the root causes of the high level of risk of the
investment; (2) the extent to which these causes can be addressed
(e.g., action items and due dates); and (3) the probability of future
success (e.g., outcomes). (Recommendation 43)

The Commissioner of the Social Security Administration should direct
its agency CIO to work with OMB to ensure that annual reviews of
their IT portfolio are conducted in conjunction with the Federal CIO
and the Chief Operating Officer or Deputy Secretary (or equivalent),
as prescribed by FITARA. (Recommendation 44)

The Administrator of the U.S. Agency for International Development
should direct its agency CIO to work with OMB to ensure that annual
reviews of their IT portfolio are conducted in conjunction with the
Federal ClO and the Chief Operating Officer or Deputy Secretary (or
equivalent), as prescribed by FITARA. (Recommendation 45)

The Administrator of the U.S. Agency for International Development
should direct its agency CIO to ensure they conduct a review in
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Agency Comments
and Our Evaluation

conjunction with the investment’s program manager and in
consultation with the Federal CIO, for major IT investments that have
been designated as high risk for four consecutive quarters, as
prescribed by FITARA, including identifying (1) the root causes of the
high level of risk of the investment; (2) the extent to which these
causes can be addressed (e.g., action items and due dates); and (3)
the probability of future success (e.g., outcomes). (Recommendation
46)

We provided a draft of the report to the 24 Chief Financial Officers Act
agencies, as well as OMB, for their review and comment. OMB provided
written comments, reprinted in appendix V, and neither agreed nor
disagreed with our recommendations. OMB responded on behalf of all the
agencies to whom we made recommendations but noted that some
agencies might respond to address their own circumstances. Of the 24
agencies, six agencies agreed with our recommendations, two neither
agreed or disagreed with the recommendations in their comments, 12
deferred to OMB to provide a response, three agencies stated that they
had no comments, and one agency provided comments too late to be
included in the report but agreed with its recommendations.

In general, OMB stated that it believes that a number of our assertions—
discussed below—are based on incorrect interpretations and applications
of FITARA, resulting in incorrect conclusions regarding the obligations of
OMB and other agencies. However, OMB acknowledged the merit of
some of our recommendations and agreed that improvements are needed
in the management of federal IT investments.

Regarding our findings on annual IT portfolio reviews,

« OMB acknowledged that it no longer uses the approach described in
its memorandum M-15-14 (i.e., quarterly reviews of each agency’s IT
portfolio with OMB, the agency CIO, and other personnel). OMB
explained that the memorandum reflects priorities and expectations
that existed before a “sea change” in federal IT where OMB and
agencies had to contend with ever-evolving technology landscapes
along with, in some cases, contracting budgets. To illustrate, OMB
stated that its Office of the Federal ClO supports the implementation
of more than 30 laws but experienced a $5.7 million reduction in its IT
oversight and reform appropriation in fiscal year 2024. While we
recognize that OMB and agencies may face resource limitations, the
federal government spends over $100 billion annually on IT, and
effective prioritization of the management of this portfolio could help
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prevent waste. Further, as we recommend in this report, OMB should
update the IT portfolio review guidance to reflect the process it
requires agencies to follow.

« OMB reported that it had adopted “more efficient means” of meeting
FITARA’s requirements due to budget constraints and increased
workload. Specifically, rather than holding a single (or quarterly)
session every year with the ClO of each CFO Act agency, as it did
when its guidance was first issued, OMB stated that it has integrated
agency IT portfolio reviews into the agencies’ budget and reporting
processes. As a part of this, agencies are required to submit their IT
budget and investment information to OMB via the IT Dashboard.
OMB’s Office of the Federal CIO uses this information during
engagements with agencies to address any IT issues and inform the
budget formulation process. OMB stated that this approach allows for
ongoing review of an agency’s IT portfolio. Additionally, OMB stated
that this facilitates more frequent interactions between OMB and
agencies to address issues dynamically rather than through a single,
rigid review session. We acknowledge that IT portfolio reviews can be
iterative in nature. However, we reviewed agencies’ documentation of
these interactions, and as we discuss in the report, these interactions
did not fully meet FITARA’s requirements.

« OMB stated that our report assumes that the Federal CIO should be
personally involved with the IT portfolio review by meeting with the
agency CIO once a year. OMB further stated that because an agency
official may act through their subordinates, it is OMB’s position that
the Federal CIO is not required to participate in each of those
engagements personally but may instead supervise and coordinate
participation by staff members.

However, as previously stated, FITARA requires that the agency CIO,
along with the agency Chief Operating Officer or Deputy Secretary (or
equivalent) and the Federal CIO, conduct an annual IT portfolio
review. While FITARA does not explicitly address delegation by the
Federal CIO, it clearly requires visibility and interaction between high-
level officials. This includes agency ClOs, whose involvement in some
specified areas of IT oversight is generally nondelegable under 40
U.S.C. § 11319(b)(C)(ii), and the Federal CIO. As such, FITARA
contemplates that high-level officials should be involved in the
oversight of the IT portfolio. This is bolstered by FITARA specifically
requiring the Federal CIO to submit a quarterly report to Congress on
the cost savings and reductions in duplicative information technology
investments identified through the annual review; an oversight
mechanism that the Federal CIO failed to comply with. The Federal
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CIO has not submitted these required quarterly reports. Moreover,
OMB has not provided documentation to demonstrate such delegation
of duties or the Federal ClIO's involvement in the portfolio review
process, which further limits FITARA's intended oversight function.

Regardless of these disagreements, OMB stated that it will continue to
assess potential adjustments to the annual IT portfolio review process
and indicated that it will evaluate our recommendations on how to further
strengthen the review of agency IT portfolios. Given the approximately
$100 billion spent annually on IT, it is critical that OMB ensure
comprehensive reviews of each agency's IT portfolio, as we recommend.

Regarding our findings on high-risk IT investment reviews,

OMB disagreed with our methodology of identifying high-risk IT
investments and stated that it considers a risk rating of “1” to be the
trigger for a high-risk review under FITARA. However, as we note in
our report and OMB acknowledges in its comments, OMB’s FITARA
implementation guidance, M-15-14, equates a high-risk rating with a
rating that is “red” on the IT Dashboard. As a result, we identified
those IT investments that received a red rating (i.e., a “1” or a “2”) on
the dashboard for four consecutive quarters.

OMB stated that it no longer uses that methodology to categorize risk
and is taking steps to make that clear. While we agree that
clarification of the outdated policy is warranted, we believe that
FITARA's intent is for agency ClOs, in conjunction with the Federal
CIO, to review persistently high-risk IT investments to identify the root
causes of the high level of risk and the extent to which these causes
can be addressed. OMB’s Circular A-11 defines levels “1” and “2” on
the IT Dashboard as high risk and moderately high risk—both
categories of high risk. Therefore, we believe there is merit in
investigating the causes of high risk and attempting to address the
cause of any IT investment that is considered any level of high risk for
12 consecutive months or more.

In addition, including those rated moderately high risk (i.e. a “2” rating)
could allow the government to proactively address issues, rather than
reacting. Further, if OMB restricts the high-risk IT investment reviews
to only those at the highest level of high risk, it may miss insights into
other risky IT investments. Moreover, restricting the high-risk IT
investments to only the highest level of risk may encourage agencies
to understate the risk levels of their IT investments.

Regarding our findings on OMB’s statutory requirements to report to
Congress, OMB indicated that it had plans to address this finding.
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Specifically, OMB stated that it will seek to add fields to the IT Dashboard
to collect information on reduced duplication and net program benefits
achieved as a result of major capital investments from agencies. This will
make it accessible to Congress. We agree that this approach could fulffill
the intent of FITARA and address our recommendation.

Lastly, OMB stated that the process-oriented requirements in FITARA can
be useful tools but noted that it is important not to adopt such a rigid
interpretation of those requirements that they crowd out what really
matters—substantive results. OMB also stated that the efforts of OMB
and agencies in recent years have yielded significant success.

While we recognize that there have been some successes in IT
management, as this report demonstrates there is more to be done to
effectively manage the government’s vast IT portfolio. FITARA was
intended to provide the Federal CIO and agency CIOs with the tools
needed to successfully manage their agencies’ IT portfolios. The FITARA-
required activities of annual portfolio reviews and high-risk investment
reviews are foundational to managing and providing oversight to the over
$100 billion spent on IT every year. As a result, we believe that our
findings and recommendations are warranted.

The 24 Chief Financial Officers Act agencies responded as follows:

« six agencies (the Departments of Agriculture, Defense, Homeland
Security, and Veterans Affairs; the National Aeronautics and Space
Administration, and U.S. Agency for International Development)
agreed with our recommendations;

« two agencies (Departments of Justice and the Treasury) neither
agreed nor disagreed with the recommendations in their comments;

« 12 agencies (the Departments of Commerce, Education, Energy,
Health and Human Services, Housing and Urban Development, the
Interior, and State; the Environmental Protection Agency; General
Services Administration; National Science Foundation; Nuclear
Regulatory Commission; and Social Security Administration) deferred
to OMB to provide a response on behalf of the agency;

« three agencies (Departments of Labor and Transportation and the
Small Business Administration) stated that they had no comments on
the report; and
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one agency (the Office of Personnel Management) provided
comments too late to be included in the report, but agreed with its
recommendations.

The following six agencies agreed with our recommendations:

In comments provided via email on September 18, 2024, the
Department of Agriculture’s Audit Liaison stated that Agriculture
generally concurred with the findings and recommendations in the
report.

The Department of Defense provided written comments stating that it
concurred with the recommendation. The department further stated if
OMB issues updated or new annual IT portfolio review guidance, the
department’s CIO will review the guidance to ensure compliance. This
will include attending and participating in scheduled OMB annual
reviews of their IT portfolio. The department’s comments are reprinted
in appendix VI.

DHS provided written comments stating that it concurs with the
recommendations and provided details on how it intends to implement
them. Regarding the recommendation on conducting annual reviews
of the IT portfolio, the department plans to create a standard operating
procedure revising its current processes, as appropriate, to ensure an
annual review with the necessary stakeholders is conducted. It
estimated that it would be completed by September 30, 2025.

Regarding the recommendation on consulting the Federal CIO in
performing high-risk IT investment reviews, the department stated
they will engage with the Federal CIO for all future high-risk IT
investments and ensure a copy of the outcome of each review is
provided upon completion. It estimated that it would be completed by
December 31, 2024.

Regarding the recommendation on conducting high-risk IT investment
reviews with the project manager, the department stated that it will
update policy and guidance requiring all future reviews to be held in
conjunction with the project manager and estimated that it would be
updated by September 30, 2025. In response to our recommendation
on ensuring that high-risk IT investment reviews include action items,
due dates, and outcomes, the department stated that it will update
policy and estimated that this would be completed by September 30,
2025.

The department expressed disagreement with our interpretation of
certain FITARA requirements and how the department was meeting
them. Specifically, the department stated that there is no explicit
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requirement in FITARA that the consultation between the agency CIO
and the Federal CIO must occur during a TechStat meeting. The
department also added that while the CIO does not attend every high-
risk IT investment review, the ClIO does consult with the Federal CIO
outside of these meetings, and the department believes that this as-
needed consultation fulfills the intent of FITARA. However, FITARA
requires consultation between the agency CIO and the Federal CIO
for high-risk IT investment reviews. The department did not provide
documentation that these consultations occurred for its high-risk
investments under review, whether during TechStat sessions or
through other means. DHS’s comments are reprinted in appendix VII.
The department also provided technical comments which we
incorporated as appropriate.

e The Department of Veterans Affairs provided written comments
stating that it concurs with the recommendation. The department
stated that it deferred to OMB’s response to our recommendation
regarding the review of agencies' IT portfolios and intends to work
with OMB to ensure that all requirements are fulfilled. The
department’'s comments are reprinted in appendix VIII.

« The National Aeronautics and Space Administration provided written
comments stating that it concurs with the recommendation and plans
to update its existing IT portfolio review process to ensure an annual
review is conducted with the agency CIO, Chief Operating Officer, and
the Federal CIO. The agency estimated that it would be completed by
December 31, 2025. The agency’s comments are reprinted in
appendix IX.

« The U.S. Agency for International Development provided written
comments stating that it concurs with its recommendations. Regarding
the recommendation on conducting annual reviews of the IT portfolio,
the agency stated that it plans to revise its current processes to
ensure engagement with the necessary stakeholders. The agency
estimated that it would complete this action by December 31, 2024. In
response to our recommendation on high-risk IT investment reviews,
the agency stated that it plans to incorporate steps into its processes
to ensure that major investments that are designated as high risk for
four consecutive quarters are reviewed, as required by FITARA. The
agency estimated that it will complete this action by December 31,
2024. The agency’s comments are reprinted in appendix X.

Two agencies did not state whether they agreed or disagreed with our
recommendations:
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In comments provided via email on October 11, 2024, a Management
and Program Analyst with the Department of Justice’s Audit Liaison
Group did not agree or disagree with the recommendations.

The Department of the Treasury provided written comments that did
not state whether the agency agreed or disagreed with our
recommendation but had comments regarding a partial rating
regarding its compliance with the CIO’s attendance at its annual IT
portfolio reviews in our draft report. Treasury stated that it provided
documentation confirming that its CIO conducted IT annual portfolio
reviews with all bureaus and components except for the Office of the
Comptroller of the Currency. Treasury also stated that the CIO has
attempted to hold a review with that office, but the office claimed that
it is independent of FITARA requirements. Treasury submitted
documentation of that office’s assertion. Treasury and the Office of
the Comptroller of the Currency apparently lack consensus on
whether or not the office should be part of the department’s FITARA
reviews. Due to a lack of information regarding the efficacy of the
office’s assertion, we decided to not factor this aspect into our
findings. As a result, we made an update to the report language to
make that clear and provide Treasury with full credit for the CIO
performing annual reviews of its portfolio. However, since Treasury’s
annual IT portfolio review did not include the Deputy Secretary or the
Federal CIO, we believe the associated recommendation stands.
Treasury’s comments are reprinted in appendix XI.

The following 12 agencies did not provide any comments and deferred to
OMB’s response:

In comments provided via email on October 11, 2024, Commerce’s
GAO/QOIG Audit Liaison stated that the department did not have any
comments as OMB’s response aligned with their planned response.

In comments provided via email on October 11, 2024, a
representative from the Department of Education’s Office of the
Secretary stated that the department would defer to OMB’s response.
The department also provided technical comments which we
incorporated as appropriate.

In comments provided via email on October 3, 2024, a representative
from the Department of Energy’s Office of the Chief Financial Officer’s
Office of Financial Policy and Audit Resolution stated that Energy
would defer to OMB’s response to the report.

In comments provided via email on September 24, 2024, a
Management Analyst/Audit Liaison from the Department of Health and
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Human Services stated that the department did not have any
comments due to OMB’s response to the report.

In comments provided via email on October 1, 2024, an Audit Liaison
Officer from the Department of Housing and Urban Development
stated that the department would defer to OMB’s response to the
report.

In comments provided via email on October 10, 2024, the Office of the
Chief Information Officer Audit Liaison Lead from the Department of
the Interior stated that the department would defer to OMB’s response
to the report.

In comments provided via email on October 9, 2024, a Senior
Management Analyst within the Department of State’s GAO Liaison
Office stated that the department would defer to OMB’s response to
the report.

In comments provided via email on October 9, 2024, the Audit Follow-
up Coordinator from the Environmental Protection Agency’s Office of
Missions Support stated that the agency would defer to OMB’s
response to the report.

In comments provided via email on September 30, 2024, a Program
Analyst from the General Services Administration’s Office of Audit
Management and Accountability stated that the agency would defer to
OMB'’s response to the report.

In comments provided via email on October 8, 2024, an Analyst from
the National Science Foundation’s Policy, Audit and Enterprise Risk
Management office stated that the agency would defer to OMB’s
response to the report.

In comments provided via email on October 4, 2024, an Executive
Technical Assistant within the Nuclear Regulatory Commission’s
Office of the Executive Director for Operations stated that the agency
would defer to OMB’s response to the report and will respond to
agency specific recommendations as required.

The Social Security Administration provided written comments stating
that it deferred to OMB’s response to the report. The agency’s
comments are reprinted in appendix Xll. The Social Security
Administration also provided technical comments which we
incorporated as appropriate.

The following three agencies did not have comments on our report:

In comments provided via email on October 3, 2024, a representative
from the Department of Labor’s Office of the Assistant Secretary for
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Policy stated that the department did not have any comments on the
report.

e In comments provided via email on October 3, 2024, the Deputy
Director of the Department of Transportation’s Audit Relations and
Program Improvement office stated that Transportation would not be
providing a written management response and did not have any
technical comments on the report.

e In comments provided via email on October 16, 2024, the GAO
Liaison from the Small Business Administration stated that the agency
had no comments on the report.

We are sending copies of this report to the appropriate congressional
committees, the Director of the Office of Management and Budget, and
the secretaries and heads of the departments and agencies addressed in
this report. In addition, the report is available at no charge on the GAO
website at http://www.gao.gov.

If you or your staff have any questions about this report, please contact
Kevin Walsh at (202) 512-6151 or WalshK@gao.gov. Contact points for
our Offices of Congressional Relations and Public Affairs may be found
on the last page of this report. GAO staff who made key contributions to
this report are listed in appendix XIII.

Sincerely,

Kevin Walsh
Director, Information Technology and Cybersecurity
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Appendix |: Objectives, Scope, and
Methodology

Our objectives were to (1) assess the extent to which the Office of
Management and Budget (OMB) is following statutory requirements for IT
portfolio management oversight, including annual IT portfolio reviews and
high-risk IT investment reviews, and (2) assess the extent to which
agencies are following statutory requirements for IT portfolio management
oversight, including annual IT portfolio reviews and high-risk IT
investment reviews. The scope of our review includes OMB and the 24
federal agencies covered by the Chief Financial Officers Act of 1990 that
also generally correspond to the agencies covered by FITARA.1

To address the first objective, we identified the Federal Information
Technology Acquisition Reform Act’s (FITARA)2 requirements for OMB to
conduct and oversee annual IT portfolio reviews and high-risk investment
reviews.3 Based on our review, we identified eight requirements for OMB.
Table 8 provides a summary of those requirements.

1The 24 federal agencies covered by the Chief Financial Officers Act of 1990 are the
Departments of Agriculture, Commerce, Defense, Education, Energy, Health and Human
Services, Homeland Security, Housing and Urban Development, the Interior, Justice,
Labor, State, Transportation, the Treasury, and Veterans Affairs; Environmental Protection
Agency; General Services Administration; National Aeronautics and Space Administration;
National Science Foundation; Nuclear Regulatory Commission; Office of Personnel
Management; Small Business Administration; Social Security Administration; and U.S.
Agency for International Development.

2Federal Information Technology Acquisition Reform provisions of the Carl Levin and
Howard P. ‘Buck’ McKeon National Defense Authorization Act for Fiscal Year 2015, Pub.
L. No. 113-291, div. A, title VIII, subtitle D, 128 Stat. 3292, 3438-3450 (Dec. 19, 2014).

3This report uses “annual IT portfolio review” to refer to any IT portfolio review, including
those referred to as PortfolioStat sessions and “high-risk investment review” to refer to any
review of high-risk investments, including those referred to as TechStat sessions.
PortfolioStat and TechStat were terms in use by OMB to describe these sessions when
FITARA was enacted. However, since FITARA does not use the terms PortfolioStat and
TechStat and those terms are not used consistently throughout the government, we use
different terms to describe these reviews. We only refer to “PortfolioStat” and “TechStat”
when those are the specifically cited terms.
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|
Table 8: Summary of Selected Federal Information Technology Acquisition Reform Act Requirements for the Office of

Management and Budget

Requirement Source

IT portfolio reviews

Implement a process to assist agencies in reviewing their IT portfolios to: 40 U.S.C. § 11319(d)(1)

identify or develop ways to increase the efficiency and effectiveness of the agency’s IT investments;

identify or develop opportunities to consolidate the acquisition and management of IT services and
increase the use of shared-service delivery models;

identify potential duplication and waste;
identify potential cost savings;
develop plans for actions to optimize the IT portfolio, programs, and resources;

develop ways to better align the IT portfolio, programs, and financial resources to any multi-year
funding requirements or strategic plans required by law; and

develop a multi-year strategy to identify and reduce duplication and waste within the IT portfolio,
including component-level investments, and to identify projected cost savings resulting from such
strategy.

Develop standardized cost savings/avoidance and performance metrics for agencies to implement the 40 U.S.C. § 11319(d)(2)
process, in consultation with agency chief information officers (C10).2

Carry out the Federal CIO’s role in an annual review of each agency’s IT portfolio that is conducted by 40 U.S.C. § 11319(d)(3)
the CIO of each agency in conjunction with the Chief Operating Officer or Deputy Secretary (or
equivalent) of each agency and the Federal CIO.

Submit a quarterly report on the cost savings and reductions in duplicative IT investment identified 40 U.S.C. § 11319(d)(5)
through this review process to the Senate Committee on Homeland Security and Governmental Affairs

and the Committee on Appropriations, the House Committee on Oversight and Government Reform® and

the Committee on Appropriations, and upon request by any committee of Congress.

Submit to Congress, at the same time that the President submits the budget for a fiscal year, a report on 40 U.S.C. § 11302(c)(5)
the net program performance benefits achieved as a result of major capital investments made by
agencies for information systems and how the benefits relate to the accomplishment of the goals of the

agencies.

High-risk IT investment reviews

Carry out consultation responsibilities of the Federal CIO to agency ClOs and program managers of 40 U.S.C. § 11302(c)(4)(A)
major IT investments that receive high-risk ratings for four consecutive quarters.

Through the Federal CIO, communicate the results of required high-risk IT investment reviews to the 40 U.S.C. § 11302(c)(4)(B)

Senate Committee on Homeland Security and Governmental Affairs, the House Committee on Oversight
and Government Reform® and the House and Senate Appropriations Committees, and the committees of
the Senate and House with primary jurisdiction over the agency.

Ensure that, for agencies other than the Department of Defense, if 1 year after the date of completion of 40 U.S.C. § 11302(c)(4)(D)
the high-risk IT investment review the major IT investment is still rated as high-risk, any request of

additional development, modernization, or enhancement funding for the major investment is denied until

the date on which the agency CIO determines that the root causes of the high level of risk have been

addressed, and there is sufficient capability to deliver the remaining planned increments within the

planned cost and schedule.

Source: The Federal Information Technology Acquisition Reform Act (FITARA) provisions of the Carl Levin and Howard P. “Buck” McKeon National Defense Authorization Act for Fiscal Year 2015, Pub. L.
No. 113-291, division A, title VIII, subtitle D, 128 Stat. 3292, 3438-3450 (Dec. 19, 2014). | GAO-25-107041

2FITARA uses the term “performance indicators” but we refer to them in this report as metrics for
simplicity.

This committee is now called the Committee on Oversight and Accountability.
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To determine the extent to which OMB was following these requirements,
we obtained and assessed OMB documentation related to annual IT
portfolio reviews and high-risk investment reviews, such as OMB
guidance and information found on the IT Dashboard.

We assessed OMB’s compliance with the FITARA requirements
applicable to OMB as follows:

« fully following, if available evidence demonstrated OMB is following all
aspects of the requirement;

« partially following, if available evidence demonstrated OMB is
following some, but not all, of the requirement; or

« not following, if available evidence did not demonstrate OMB is
following any aspect of the requirement.

To determine the extent to which OMB had followed a FITARA
requirement on reporting cost savings to Congress, we downloaded the
cost savings from the IT Dashboard for 23 of the 24 agencies.4 We
compiled the data from each agency into a single file and isolated those
cost savings that were attributed to holding PortfolioStats. In order to
assess the reliability of this data, we (1) reviewed related documentation
such as documentation on OMB’s Integrated Data Collection and the IT
Dashboard; (2) assessed the data for obvious outliers, errors, or missing
data; and (3) reviewed agency documentation and written responses
demonstrating how the agency derived these cost savings/avoidances.
We determined that the cost saving/avoidance data were not sufficiently
reliable and discuss these issues in this report.

To address the second objective, we identified FITARA’s requirements for
agencies to conduct annual IT portfolio reviews and high-risk investment
reviews. Based on our review, we identified one requirement on annual IT
portfolio reviews for agencies. Specifically, FITARA requires agency ClOs
to conduct an annual review of the agency’s IT portfolio, in conjunction
with the Chief Operating Officer or Deputy Secretary (or equivalent) and
the Federal CIO.5

4The Department of Defense does not report these data on the IT Dashboard. IT
Dashboard, https://itdashboard.gov/cost-savings (accessed March 10, 2024).

540 U.S.C § 11319(d)(3).
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We also identified three requirements for agencies on high-risk
investment reviews. Specifically:

« The agency CIO and the program manager of the investment are to
conduct a review on a major IT investment when it has received a
high-risk rating for four consecutive quarters;

« The agency CIO and program manager shall consult with the Federal
CIlO on the review; and

« The agency CIO and program manager shall include in the reviews
root cause analysis of the high level of risk, extent to which these
causes can be addressed, and probability of future successes.6

For the requirements on annual IT portfolio reviews, we compared agency
documentation, including portfolio review meeting minutes, slides, and
memorandums, to the FITARA requirements. We assessed agencies’
compliance with the FITARA requirements applicable to agencies as
follows:

« fully following, if available evidence demonstrated the agency was
following all aspects of the requirement;

« partially following, if available evidence demonstrated the agency was
following some, but not all, of the requirement; or

« not following, if available evidence did not demonstrate that the
agency was following any aspect of the requirement.

To determine the extent to which agencies were following FITARA’s
requirements for high-risk IT investment reviews, in August 2023, we
downloaded the “CIO Evaluation History” from the IT Dashboard.”
FITARA states that a “high-risk rating” shall be categorized in accordance
with guidance from OMB.8 OMB’s FITARA implementation guidance
equates a high-risk rating with a rating that is red (i.e., a risk rating of 1 or
2) on the IT Dashboard.® As a result, we reviewed the CIlO ratings for

640 U.S.C. § 11302(c)(4)(A). Using OMB'’s FITARA implementation guidance, M-15-14,
we interpreted “the extent to which these causes can be addressed” to be demonstrated
by the agency identifying action items and due dates. Likewise, we interpreted “the

probability of future successes” to be demonstrated by the agency identifying outcomes.

7IT Dashboard, https://itdashboard.gov/data-feeds (accessed August 29, 2024).
840 U.S.C. § 11302(c)(4) and 11302(c)(3)(C).

90ffice of Management and Budget, Management and Oversight of Federal Information
Technology, M-15-14 (Washington, D.C.: June 10, 2015).
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major investments between November 2020 and August 2023 to identify
those that received a high-risk rating for at least four consecutive
quarters. We determined 17 investments met this criterion and, therefore,
agencies were required to hold a high-risk IT investment review for these
investments. See appendix Il for this list of these investments.

We requested information from the agencies regarding the reviews held
on these 17 investments, as applicable. We compared agency
documentation, including meeting minutes and memorandums, to
FITARA’s requirements on high-risk IT investment reviews. We assessed
the FITARA requirements for agencies as:

« fully following, if available evidence demonstrated the agency was
following all aspects of the requirement;

« partially following, if available evidence demonstrated the agency was
following some, but not all, of the requirement; or

« not following, if available evidence did not demonstrate that the
agency was following any aspect of the requirement.

In addition, we downloaded background information from the IT
Dashboard on these investments, such as the investment title and
planned expenditures. In order to determine the reliability of this data, as
well as the aforementioned CIO evaluation data, we (1) reviewed related
documentation, such as the IT Dashboard Frequently Asked Questions;
(2) assessed the data for obvious outliers, errors, or missing data; and (3)
reviewed agency documentation and written responses verifying this
information. We determined that the data were sufficiently reliable for our
purposes of identifying investments that met the FITARA threshold and
providing background information on those investments.

We also collected information from agencies on the number of high-risk IT
investment reviews they have held since 2010 and the year the last
review took place.

For both of the objectives, we met with relevant officials at OMB and the
agencies to obtain additional information on agency efforts to meet
FITARA’s IT portfolio management requirements. These officials included
staff from OMB’s Office of the Federal ClO and the agencies’ offices of
the CIO, such as CIOs and the Deputy Chief Information Security
Officers.
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We conducted this performance audit from August 2023 to November
2024 in accordance with generally accepted government auditing
standards. Those standards require that we plan and perform the audit to
obtain sufficient, appropriate evidence to provide a reasonable basis for
our findings and conclusions based on our audit objectives. We believe
that the evidence obtained provides a reasonable basis for our findings
and conclusions based on our audit objectives.
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Appendix |I: Agencies’ Reported
Mechanisms for Annual IT Portfolio Review
Requirements

Agencies reported using a variety of mechanisms to fulfill the Federal
Information Technology Acquisition Reform Act requirements. Table 9
provides details of agencies’ reported processes.

Table 9: Agencies’ Annual IT Portfolio Review Mechanisms

Agency

Portfolio review mechanisms

Department of Agriculture
(USDA)

USDA reported holding quarterly customer profile reviews with its mission areas. USDA officials stated
that these reviews resemble PortfolioStats, employing a data-driven approach alongside Chief Information
Officer (CIO) rating criteria and their Enterprise Governance process to assess USDA'’s IT portfolio. In
addition, the CIO has given authority to the Assistant CIOs to conduct their own annual IT portfolio
reviews for their mission areas.

Department of Commerce
(Commerce)

Commerce reported conducting annual IT Portfolio reviews and monthly CIO Council meetings with
bureau ClOs. Commerce officials also stated that the CIO participates with the Deputy Secretary in the
comprehensive annual bureau budget review which includes the IT portfolio. In addition, officials
mentioned having ad hoc meetings with the Office of Management and Budget’s (OMB) desk officer to
discuss IT portfolio topics.

Department of Defense
(bOD)2

DOD officials reported that the agency held a high-level IT portfolio review, per its ClIO Risk Rating
Process guidance, that was provided to OMB. This review described DOD'’s IT priorities and funding.

Department of Education
(Education)

Education reported conducting an annual review of its IT portfolio through its Investment Review Board
that is co-chaired by the Deputy Secretary and their CIO. Additionally, officials from Education mentioned
their participation in OMB desk officer review sessions.

Department of Energy
(Energy)

Energy officials reported that their CIO regularly meets with OMB desk officers to review budget and IT
portfolio priorities. In addition, Energy stated that its CIO reviews IT budgets with its components during an
IT Dashboard data call. In addition, Energy submits information including performance metrics on IT
investments through the Federal IT Dashboard.

Department of Health and
Human Services (HHS)

HHS reported conducting annual IT portfolio reviews with the agency’s operating divisions. In addition,
HHS officials stated that the CIO attends monthly OMB desk officer meetings.

Department of Homeland
Security (DHS)

DHS reported using its monthly desk officer meetings with OMB to fulfill the Federal Information
Technology Acquisition Reform Act (FITARA) requirements on conducting annual IT portfolio reviews.

Department of Housing
and Urban Development
(HUD)

HUD officials reported using its desk officer meetings with OMB to review its IT portfolio. In addition, HUD
reported holding annual budget reviews with OMB for its appropriated IT fund, which includes both
enterprise infrastructure and mission supporting applications.

Department of Justice
(Justice)

Justice reported that its CIO holds monthly meetings with an OMB desk officer and the Office of the Chief
Information Officer (OCIO) participates in monthly Federal CIO Council meetings to fulfill FITARA
requirements.

Department of Labor
(Labor)

Labor reported holding monthly meetings with an OMB desk officer, monthly meetings with the CIO
Council with the Federal CIO present, and meetings on Labor’s Technology Modernization Fund Project
Portfolio to review the IT portfolio and fulfill FITARA requirements.

Department of State
(State)

State reported that its CIO meets with an OMB desk officer monthly to fulfill FITARA requirements.
Furthermore, the CIO conducts quarterly briefings with the Under Secretary for Management and the
Deputy Secretary for Management and Resources regarding the agency’s IT portfolio and high-risk
investments.
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Agency

Portfolio review mechanisms

Department of the Interior
(Interior)

Interior reported that its Deputy CIO of Program Management holds weekly meetings with an OMB desk
officer and the CIO meets with the OMB desk officer at least twice a year to fulfill FITARA requirements.
Interior also reported holding IT portfolio reviews three times per year with the agency CIO, bureau and
office Associate ClOs, bureau deputy directors, bureau budget officers, and other stakeholders with
significant responsibility over IT. Further, the department stated that the Interior CIO is an active
participant in the Federal CIO Council.

Department of the
Treasury (Treasury)

Treasury reported conducting annual IT portfolio reviews with bureau ClOs and meetings with OMB’s
Office of the Federal CIO.

Department of
Transportation
(Transportation)

Transportation reported that it holds regular meetings with its assigned OMB desk officer, as well as
internal reviews of its IT portfolio to fulfill FITARA requirements.

Department of Veterans
Affairs (VA)

VA officials reported that while they have not held an annual review with the Federal CIO in the past 2
years, it does hold regular and recurring internal portfolio reviews with the agency CIO.

Environmental Protection
Agency (EPA)

EPA officials reported that it conducts IT portfolio reviews internally through governance processes,
working with all major programs and regions. In addition, EPA conducts annual reviews and obtains
approval of its IT portfolio through its CIO-Senior Advisory Council, consisting of the agency CIO in

partnership with agency Senior Information Officials representing EPA’s programs and regions.

General Services
Administration (GSA)

GSA officials reported their last annual IT portfolio review took place in 2018. However, GSA stated that
the agency CIO holds weekly meetings with their Deputy Administrator to meet the FITARA requirement
for an annual IT portfolio review.

National Aeronautics and
Space Administration
(NASA)

NASA officials stated to meet the FITARA requirements for annual IT portfolio reviews, the agency
reviews its IT portfolio as part of the agency budget request submission to OMB. This submission is
reviewed and approved by the agency Chief Financial Officer and the NASA Executive Council prior to
submission to OMB.P

National Science
Foundation (NSF)

NSF officials stated that its CIO continually reviews the IT portfolio as part of the agency’s IT governance
process. According to the agency, specific mechanisms for this process include annual budget planning,
formulation, and execution processes, including quarterly IT Capital Planning and Investment Control
meetings, CIO concurrence with the agency’s annual budget submission, and regular IT compliance
mechanisms including the quarterly Information Data Collection (IDC), monthly IT Dashboard reviews, and
coordinated reviews of all agency IT acquisitions. NSF officials were able to provide documentation
demonstrating that the IT portfolio is reviewed during this process.

Nuclear Regulatory
Commission (NRC)

NRC officials reported conducting semiannual FITARA briefings with NRC’s Executive Director for
Operations and Deputy Executive Director for Operations, as well as reviews for all the major IT
Investments. NRC regularly reviews the IT portfolio as part of the agency’s IT governance process.
Specific mechanisms include annual budget planning, formulation, and execution processes, including
quarterly IT Capital Planning and Investment Control meetings, CIO concurrence with the agency’s annual
budget submission, leveraging the Information Technology/Information Management Portfolio Executive
Council to review and align on modernization goals, and explore shared solutions through GSA’s IT
Vendor Management Office. The CIO also conducts semiannual FITARA briefings with NRC’s Executive
Director for Operations and Deputy Executive Director for Operations, and regularly reviews the quarterly
IDC, monthly IT Dashboard, and agency IT acquisitions as part of routine IT portfolio maintenance.
Further, the CIO utilizes informal interactions with system owners and Contracting Officer
Representatives/Contracting Officer Technical Representatives to supplement formal IT portfolio review.

Office of Personnel
Management (OPM)

OPM officials reported holding monthly meetings between OMB and the OPM CIO. The monthly meeting
is the mechanism for the CIO and other stakeholders, including the Office of the Director, Chief
Management Officer, and the Chief Financial Officer, to discuss current IT projects and priorities including
the IT budget. In addition, OPM’s OCIO holds monthly desk officer meetings with OMB.
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Agency Portfolio review mechanisms

Small Business SBA officials reported conducting one annual IT portfolio review in 2021. In addition, SBA stated that it

Administration (SBA) conducts monthly investment review meetings of its major IT investments to include milestone reviews,
operational analysis, CIO ratings, and risk management.

Social Security SSA officials reported conducting a review of its IT portfolio annually.

Administration (SSA)

U.S. Agency for USAID officials reported the agency CIO holds regular meetings with the agency Chief Operating Officer

International Development and Deputy Administrator for management and resources, as well as regularly scheduled meetings with

(USAID) OMB desk officers. In addition, the portfolio is reviewed through its risk management process, Project

Management Office on a biweekly bases, and continuous monitoring.

Source: GAO analysis of agency provided data. | GAO-25-107041

@According to FITARA, DOD may use an existing investment or review process for its IT portfolio
reviews.

bAccording to NASA officials, the Executive Council includes the NASA Administrator, Deputy
Administrator, and Associate Administrator.
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Rated as High Risk for Four Consecutive
Quarters between November 2020 and
August 2023

Table 10 provides details on the 17 major investments that were rated as
high risk for at least four consecutive quarters between November 2020
and August 2023, the number of months designated as high risk, whether
a review was held on the investment, and the planned expenditures for
fiscal year 2024.

Table 10: Details on High-Risk IT Investments

Planned
Number of Required expenditures for
months rated review fiscal year 2024,
Agency Investment high risk held? in millions
Department of Financial Systems Modernization - Trio 12 Yes 59.0
ggxilg,nd Homeland Advanced Recognition Technology 26 Yes 39.7
Customs and Border Protection - Biometric Entry- 19 Yes 21.4
Exit
Department of Single Family Housing 12 No 47.5
Housing and
Urban
Development
Department of Employment and Training Administration 15 No 24.9
Labor Unemployment Insurance State Support Services
Department of Global Foreign Affairs Compensation System 24 Yes 30.2
State Foreign Assistance Coordination and Tracking 24 Yes 4.72
System
Department of the  Bureau of Indian Affairs - Trust Asset Accounting 12 Yes 15.7
Interior Management System
Incident Management, Analysis, and Reporting 16 Yes 8.0
System
Fish and Wildlife Service - Law Enforcement 16 Yes 1.2
Management Information System
Bureau of Trust. Funds Administration - 31 Yes 0.8
Accounting Reconciliation Tool
Office of Retirement Benefits Services 24 No 16.1
Personnel Merit System Audit and Compliance - Combined 16 No 0.3
Management ; :
Federal Campaign Central Campaign
Administrator Systems
Chief Information Officer — myPay® 19 No 0.0°
Small Business (Office of Government Contracting and Business 28 No 8.9
Administration Development) Certify. SBA.GOV
(Office of Chief Information Officer) SBA.gov 27 No 26
U.S. Agency for Bureau for Management, Office of Chief 27 No 14.7
International Information Officer (M/CIO) - Development
Development Information Solution

Source: GAO analysis of agency provided data. | GAO-25-107041
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alnvestment’s total planned expenditure for fiscal year 2024 is $9.9 million, when $5.2 million in other
agency contributions is factored in.

bInvestment’s total planned expenditure for calendar year 2024 is $5.0 million, when $5.0 million in
other agency contributions is factored in.

°Chief Information Officer — myPay is managed by the Department of Defense’s Defense Finance and
Accounting Service Project Office; however, the system is hosted, developed, and maintained by
OPM'’s Office of the Chief Information Officer. OPM'’s Chief Information Officer rated this investment
as high-risk.
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Most agencies reported holding various reviews of high-risk investments
over the last 13 years. Specifically, 21 of the 24 agencies reported that
they conducted a total of 389 reviews of high-risk IT investments from
2010 to May 2024. Three agencies reported that they did not conduct any
high-risk IT investment reviews during this time and 13 agencies’ last
reported review was more than 5 years ago. Table 11 demonstrates the
number of high-risk IT investment reviews agencies reported holding
between 2010 and May 2024, as well as the year of the last review.

__________________________________________________________________________________|]
Table 11: Agency-Reported High-Risk IT Investment Reviews Held between 2010
and May 20242

Number of Year of last
Agency reviews review
Department of Agriculture 126 2024
Department of Commerce 17 2017
Department of Defense 0 N/AP
Department of Education 6 2017
Department of Energy 5 2013
Department of Health and Human Services 5 2017
Department of Homeland Security 12 2023
Department of Housing and Urban Development 3 2023
Department of Justice 89 2024
Department of Labor 1 2016
Department of State 8 2024
Department of the Interior 10 2024
Department of the Treasury 21 2018
Department of Transportation 0 N/A2
Department of Veterans Affairs 46 2018
Environmental Protection Agency 4 2023
General Services Administration 0 N/A2
National Aeronautics and Space Administration 3 2012
National Science Foundation 3 2012
Nuclear Regulatory Commission 5 2012
Office of Personnel Management 8 2024
Small Business Administration 6 2017
Social Security Administration 10 2017
U.S. Agency for International Development 1 2012
Total 389 n/a

Source: GAO analysis of agency-provided data. | GAO-25-107041
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aThis table does not account for the number of reviews the agency should have had over this time
period.

PAccording to officials at the Departments of Defense and Transportation and the General Services
Administration, their respective agencies have not had an investment that has received a high-risk
rating for four consecutive quarters, and therefore, did not require a review.

Figure 2 illustrates the timeline of the last year each agency reported
conducting their last high-risk IT investment reviews between 2010 and
2024.

Figure 2: Agency-Reported Year of Last High-Risk IT Investment Review between 2010 and 2024

U.S. Department of Agriculture @

@ Department of Labor Department of the Interior @
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Sources: GAO analysis of agency documentation. | GAO-25-107041
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EXECUTIVE OFFICE OF THE PRESIDENT
OFFICE OF MANAGEMENT AND BUDGET
WASHINGTON, D.C. 20503

October 11, 2024
Dear Mr. Walsh,

Thank you for the opportunity to review and provide comments on the draft report
from the Government Accountability Office (GAO) entitled GAO-24-107041, IT
Portfolio Management, OMB and Agencies Are Not Fully Addressing Selected Statutory
Requirements (Draft Report). The Office of Management and Budget (OMB) shares
GAO’s interest in ensuring adequate oversight of Federal information technology (IT)
investments and appreciates GAO’s efforts to bring attention to this area.

The Draft Report focuses narrowly on several statutory provisions, most of them
adopted in 2014 as part of the Federal Information Technology Acquisition Reform Act
(FITARA), that impose a variety of procedural requirements upon OMB and agencies
listed in the Chief Financial Officers Act of 1990 (CFO Act agencies). The Report
asserts that OMB is not complying fully with those requirements, and that the CFO Act
agencies are not compliant either, primarily because of omissions by OMB.

OMB has coordinated with the CFO Act agencies in the development of this
response to the Draft Report and submits it on behalf of all agencies to whom GAO
directs recommendations.! As explained further below, a number of GAQ’s assertions
are based upon erroneous interpretations and applications of FITARA, resulting in
incorrect conclusions about the obligations of OMB and other agencies. Nevertheless,
OMB acknowledges the merit of some of GAO’s recommendations, and agrees that there
is work to be done to improve the management of Federal IT investments.

IT Portfolio Reviews

FITARA directs OMB to “implement a process to assist” CFO Act agencies “in
reviewing their portfolio of information technology investments.” 40 U.S.C. §
11319(d)(1). As GAO notes, OMB initially implemented that requirement in 2015
through the issuance of Memorandum M-15-14, Management and Oversight of Federal
Information Technology (“M-15-14"). That memorandum took an expansive approach to
the management of agency IT portfolios, imposing requirements on agencies even more
stringent than those imposed by FITARA. Among other things, M-15-14 required each
CFO Act agency to hold a quarterly “PortfolioStat session”—a meeting between OMB,
the agency CIO, and other agency personnel at which the parties would attempt to
identify ways to increase the efficiency and effectiveness of the agency’s IT investments.

The Draft Report calls M-15-14 “outdated,” and it is true that OMB no longer
follows the memorandum’s approach and does not instruct agencies to do so. Although
issued less than ten years ago, the memorandum reflects priorities and expectations that

! Some agencies may also submit individual responses to address their own particular circumstances, as
they deem appropriate.
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existed before a sea change in Federal IT. Over the last decade, both OMB and the C1Os
of CFO Act agencies have had to confront challenging and ever-evolving technology
landscapes—from proliferating cybersecurity threats and the development of modern
cloud computing to the explosion of social media and, most recently, generative artificial
intelligence. At the same time, agencies have contended in many cases with contracting
budgets. For example, OMB’s Office of the Federal Chief Information Officer (OFCIO),
which carries out many of OMB’s responsibilities for IT oversight, supports the
implementation of requirements from an ever-expanding array of laws while drawing
from a shrinking pool of resources. At last count, OFCIO supports the implementation of
requirements from more than 30 laws, approximately half of them passed within the last
decade, after FITARA. Despite OFCIO’s continually increasing workload, in FY 2024,
Congress appropriated $8 million to OFCIO through the Information Technology
Oversight and Reform appropriation, a reduction of $5.7 million from the FY 2023
Enacted level of $13.7 million.

Growing responsibilities alongside shrinking budgets mean that M-15-14’s
maximalist approach to IT portfolio review has ceased to be sustainable. That does not
mean that OMB or CFO Act agencies ignore the requirements of FITARA; instead, they
have been forced to develop more efficient means of approaching those requirements.

FITARA requires the CIO of each CFO Act agency to “conduct an annual
review” of the agency’s IT portfolio, “in conjunction with” the Federal CIO (FCIO). 40
U.S.C. § 11319(d)(3). GAO construes that provision to require the FCIO to personally
meet once a year with the CIO of each CFO Act agency, but the statute does not compel
that result. A “review” need not consist of a single meeting or presentation, but may
instead take place over time through iterative engagements. And because an agency
official may act through her subordinates,? the FCIO is not required to participate in each
of those engagements personally, but may instead supervise and coordinate participation
by members of her staff.

Accordingly, rather than holding a single (or quarterly) session every year with
the CIO of each CFO Act agency, OMB has embedded agency portfolio review into the
budget and reporting process. OMB Circular A-11 requires agencies to transmit
extensive information about their IT budget and investments to OMB via the IT
Dashboard.® The required information includes a variety of details about specific IT
projects: planned, projected, and actual costs; data about related contracts; the extent to
which the project meets its business or mission purpose; the results of regular operational
analysis; performance metrics and results used to gauge the success of the project; and an
assessment of project risks.* Agencies are instructed to provide at least five performance
metrics used to monitor the course of the project.” Agencies also report to OMB the
amount of costs they have saved or avoided through IT initiatives. That information is

2 See, e.g., Delegation of Authority to Approve DEA Undercover Operations, 9 O.L.C. 94 (1985) (“The
general rule with respect to delegations is that any statutorily conferred authority is delegable, at least in the
absence of any indication of congressional intent that the official named must personally exercise the
authority conferred upon him.”).

3 OMB Circular A-11, § 55, hitps://www.whitehouse. gov/wp-content/uploads/2018/06/al 1 pdf

41d. §553.

> FAQ, IT Dashboard, https://itdashboard. gov/faq

Page 61 GAO0-25-107041 IT Portfolio Management



https://www.whitehouse.gov/wp-content/uploads/2018/06/a11.pdf
https://itdashboard.gov/faq

Appendix V: Comments from the Office of
Management and Budget

uploaded on a quarterly basis to the IT Dashboard, where it is available for viewing both
by Congress and by the public at large.

OFCIO draws upon the information from the IT Dashboard during its frequent
engagements with representatives of CFO Act agencies regarding significant IT issues
and initiatives. Those engagements inform the budget formulation process, as OFCIO
and program examiners assess agencies’ requests for IT funding in light of their
challenges and successes in IT management. OMB thus has established a flexible
process that can accommodate review of IT portfolios throughout the year, enabling more
touch points between OMB and agencies and addressing issues in a more nimble way,
rather than relegating it to a single and more rigid session.

Moving forward, OFCIO will continue to assess whether further adjustments can
be made to the ongoing and iterative process by which OMB reviews agency IT
portfolios, including the engagement model between OFCIO staff, the FCIO, and agency
CIOs. OMB will also assess any GAO recommendations on how to further strengthen
the review of agency IT portfolios.

High-Risk Investment Reviews

GAO asserts that eight agencies were required under FITARA to perform “high-
risk IT investment review[s]” of 17 investments between November 2020 and August
2023, and that OMB was obliged to attend various meetings, submit various reports, and
in two instances, deny funding in connection with 27 such reviews that agencies did
perform. OMB disagrees, but acknowledges the need to clarify requirements for high-
risk IT investment reviews (“high-risk reviews”).

Under FITARA and OMB guidance, the CIO of each CFO Act agency must
evaluate the risk of each major IT investment made by their agency, taking into account
the performance of the investment against planned cost and schedule. If a CIO rates an
agency investment as “high risk” for four consecutive quarters, then FITARA requires
the CIO to hold a review on that investment in consultation with the FCIO. The FCIO
must report to Congress on that review. If the investment continues to be rated as “high
risk” one year after the review, OMB must cut off further funding for the investment until
the causes of the “high risk” rating have been addressed.

OMB Circular A-11 instructs agencies to rate the risk of their major IT
investments on a five point scale ranging from 5, for low risk, to 1, for high risk. OMB
considers a rating of 1 to be the trigger for a high-risk review under FITARA; if an
agency investment is assigned a rating of 1 for four consecutive quarters, the agency CIO
must hold a review, in consultation with OFCIO. Because none of the investments
identified by GAO in its report received a rating of 1 for four consecutive quarters, none
of those investments required a high-risk review, nor were any required to lose funding.

OMB acknowledges that M-15-14 describes a high-risk level in terms of color,
calling it a “red CIO evaluation in the ITDB.” OMB no longer uses that methodology to
categorize risk and is taking steps to make that clear. With OMB’s clarification on this
approach, agencies will be far better equipped to hold reviews when required, and to
consult the FCIO or her representatives as part of that process.

3
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Reporting to Congress

GAO concludes that OMB has not carried out statutory requirements to report
quarterly to Congress on reduced duplication by agencies, and to report annually on net
program benefits achieved as a result of major capital investments. OMB will seek to
have fields added to the IT Dashboard to collect this information, where it will then be
available to Congress.

The process-oriented FITARA requirements that GAO examines in the Draft
Report—reviews, reports, data collection—can be useful tools, and they have helped
produce some successes, as shown through the FITARA Scorecard and considerable cost
savings, largely resulting from data center consolidation. But it is important not to adopt
such a rigid interpretation of those requirements that they crowd out what really matters:
substantive results. The efforts of OMB and agencies in recent years have yielded
significant success. Despite challenges in competing with private sector entities for the
same specialized technical talent and tighter agency budgets, agencies have substantially
improved their information technology and government services to the public. The
September 2024 FITARA Scorecard reflects that, with 13 agencies receiving an “A,” 12
agencies receiving a “B,” and only one agency receiving a “C.”

This continued growth in agency capabilities demonstrates that the Federal
Government’s IT management is on an upward trajectory, although there is still
substantial work ahead. OMB looks forward to working with Congress and GAO to
ensure that IT oversight meets the needs of Congress and the Executive Branch without
imposing needless and burdensome bureaucracy, and that agencies, including OMB, have
the resources they need to manage the increasingly complex demands of modern IT
management.

At

Jason Miller
Deputy Director for Management
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DEPARTMENT OF DEFENSE
6000 DEFENSE PENTAGON
WASHINGTON, D.C. 20301-6000

CHIEF INFORMATION OFFICER

0CT -3 2024

Mr. Kevin Walsh

Director, Information Technology and Cybersecurity
U.S. Government Accountability Office

441 G Street, NW

Washington, DC 20548

Dear Mr. Walsh:

This is the Department of Defense (DoD) response to the Government Accountability
Office (GAO) Draft Report GAO-25-107041, “IT PORTFOLIO MANAGEMENT: OMB and
Agencies Are Not Fully Addressing Selected Statutory Requirements,” dated September 11,
2024.

Enclosed is the DoD response to the subject draft report. My point of contact for this
matter is Mr. William Dunlap, william.r.dunlap2.civ@mail.mil, (571) 372-6379.

Sincerely,

Botiel) Beanon

Leslie A. Beavers
Acting

Enclosure:
As stated

Page 64 GAO-25-107041 IT Portfolio Management



Appendix VI: Comments from the Department
of Defense

GAO DRAFT REPORT DATED SEPTEMBER 11, 2024
GAO-25-107041 (GAO CODE 107041)

“IT PORTFOLIO MANAGEMENT: OMB AND AGENCIES ARE NOT FULLY
ADDRESSING SELECTED STATUTORY REQUIREMENTS”

DEPARTMENT OF DEFENSE COMMENTS
TO THE GAO RECOMMENDATION

RECOMMENDATION 13: The Secretary of Defense should direct the department Chief
Information Officer (CIO) to work with Office of Management and Budget (OMB) to ensure that
annual reviews of their IT portfolio are conducted in conjunction with the Federal CIO and the
Chief Operating Officer or Deputy Secretary (or equivalent), as prescribed by Federal
Information Technology Acquisition Reform Act (FITARA).

DoD RESPONSE: Concur. The DoD concurs with the GAO recommendation for DoD to work
with OMB to ensure annual reviews of DoD IT portfolios are conducted in conjunction with the
Federal CIO. Once OMB provides updated/new annual review guidance (IAW this GAO
report), DoD CIO will assess the guidance to ensure DoD compliance, including attending/
participating in scheduled OMB annual reviews.

As noted in our subject previous response, the DoD conducts Portfolio Reviews, using an
existing DoD CIO process to fulfill FITARA’s portfolio review requirements IAW 40 U.S.C.
113199(d)(4).

~
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U.S. Department of ITomeland Security
Washington, DC 20528

SRARTA

@ Homeland
==

7 Security

OB_Ug
3

BY ELECTRONIC SUBMISSION

October 11, 2024

Kevin Walsh

Director, Information Technology and Cybersecurity
U.S. Government Accountability Office

441 G Street, NW

Washington, DC 20548-0001

Re: Management Response to Draft Report GAO-25-107041, “IT PORTFOLIO
MANAGEMENT: OMB and Agencies Are Not Fully Addressing Selected
Statutory Requirements”

Dear Mr. Walsh:

Thank you for the opportunity to comment on this draft report. The U.S. Department of
Homeland Security (DHS, or the Department) appreciates the U.S. Government
Accountability Office’s (GAO) work in planning and conducting its review and issuing
this report.

DHS leadership is pleased to note GAO’s recognition the Department utilizes monthly
meetings with Office of Management and Budget (OMB) desk officers to fulfill
requirements contained in the Federal Information Technology Acquisition Reform Act
(FITARA) related to annual information technology (IT) portfolio reviews. DHS remains
committed to delivering IT investment capabilities in a timely manner through meeting
the intent and objectives of FITARA, to include strengthening and enhancing
transparency and risk management in IT investments.

But it is also important to clarify that DHS does not agree with GAQO’s interpretation of
FITARA contained in this draft report and how DHS is meeting those requirements.
Specifically, while GAO noted that DHS conducted reviews of all the applicable high-
risk investments and documented a root cause analysis of the high level of risk for these
investments, as well as action items and an outcome in the review of one investment,
GAO also stated that the Federal Chief Information Officer (CIO) was not consulted as
required by FITARA. Readers of GAO’s report should understand, however, that there is
no specific requirement within the FITARA statute that the consultation must happen
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during the TechStat! meeting. Further, GAO acknowledged that—while the DHS CIO
does not attend every high-risk review—the DHS CIO consults with the Federal CIO on
high-risk investments outside of these meetings. DHS believes that this as-needed
consultation fulfills the intent of the FITARA requirement for high-risk IT investment
reviews. DHS also notes that such consultations are part of routine continuing work
conducted by the Federal Government-wide CIO Council, which is the principal
interagency forum for improving agency practices related to the design, acquisition,
development, modernization, use, sharing, and performance of Federal information
resources.

The draft report contained 46 recommendations, including four for DHS with which the
Department concurs. Enclosed find our detailed response to each recommendation. DHS
previously submitted technical comments addressing several accuracy, contextual, and
other issues under a separate cover for GAO’s consideration, as appropriate.

Again, thank you for the opportunity to review and comment on this draft report. Please
feel free to contact me if you have any questions. We look forward to working with you
again in the future

Sincerely,

Digitally signed by JIMH

JIM H CRUMPACKER cruMPACKER

Date: 2024.10.11 15:01:46 -04'00'

JIM H. CRUMPACKER
Director
Departmental GAO-OIG Liaison Office

Enclosure

! TechStat was a term used by OMB to describe “high-risk investment reviews” when FITARA was enacted.
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Enclosure: Management Response to Recommendations
Contained in GAO-25-107041

GAO recommended that the Secretary of Homeland Security:

Recommendation 17: Direct the department CIO to work with OMB to ensure that
annual reviews of their IT [Information Technology] portfolio are conducted in
conjunction with the Federal CIO and the Chief Operating Officer or Deputy Secretary
(or equivalent), as prescribed by FITARA.

Response: Concur. The DHS Management Directorate Office of the Chief Information
Officer (OCIO) Business Management Directorate currently meets with OMB to review
their IT Portfolio monthly. However, DHS OCIO will create a Standard Operating
Procedure (SOP) revising current processes, as appropriate, to ensure an annual review
with the necessary stakeholders is conducted to align specifically to the process as
prescribed by FITARA. Estimated Completion Date (ECD): September 30, 2025.

Recommendation 18: Direct the department CIO to ensure that the Federal CIO is
consulted in performing high-risk IT investment reviews, as prescribed by FITARA.

Response: Concur. Beginning with the next TechStat currently anticipated to occur in
the first quarter of fiscal year 2025, the DHS CIO will engage with the Federal CIO for
all future high-risk IT investments and ensure a copy of the outcome of each review is
provided upon completion. ECD: December 31, 2024,

Recommendation 19: Direct the department CIO, in conjunction with the project
manager, to conduct high-risk 1T investment reviews, as prescribed by FITARA.

Response: Concur. The DHS OCIO Chief Technology Office Directorate (CTOD) will
update TechStat policy and guidance,? as appropriate, to ensure that the CIO directs all
future high-risk IT investment reviews, in conjunction with the project manager. ECD:
September 30, 2025.

Recommendation 20: Direct the department CIO to work with OMB to ensure that its
high-risk IT investment reviews include the extent to which these causes can be
addressed (e.g., action items and due dates) and the probability of future successes (e.g.,
outcomes), as prescribed by FITARA.

2 DHS Directive 102-03, “TechStat Accountability Sessions,” dated May 17, 2017:
https://www.dhs.gov/sites/default/files/publications/mgmt/planning-and-budgeting/mgmt-dir_102-03-techstat-

accountability-sessions_revision-01.pdf; and “DHS TechStat Process Guide, Version 1.1” dated June 2022.

(98]
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Response: Concur. DHS OCIO CTOD will update both DHS Directive 102-03 and the
DHS TechStat Process Guide, as appropriate, to ensure that action items, due dates, and
outcomes will be included within high-risk IT investment reviews moving forward.
ECD: September 30, 2025.
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Appendix VIIl: Comments from the

Department of Veterans Affairs

WASHINGTON

October 4, 2024

Mr. Kevin Walsh

Director

Information Technology and Cybersecurity Issues
U.S. Government Accountability Office

441 G Street, NW

Washington, DC 20548

Dear Mr. Waish:

(GAO-25-107041).

Sincerely,

Chief of Staff

Enclosure

Margprck

Margaret B. Kabat, LCSW-C, CCM

DEPARTMENT OF VETERANS AFFAIRS

The Department of Veterans Affairs (VA) has reviewed the Government
Accountability Office (GAO) draft report: IT PORTFOLIO MANAGEMENT: OMB and
Agencies Are Not Fully Addressing Selected Statutory Requirements

The enclosure contains the action plan to address the draft report
recommendation. VA appreciates the opportunity to comment on your draft report.

& el
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Appendix Vlll: Comments from the Department
of Veterans Affairs

Enclosure

Department of Veterans Affairs (VA) Comments to
Government Accountability Office (GAO) Draft Report
IT Portfolio Management: OMB and Agencies Are Not Fully
Addressing Selected Statutory Requirements
(GAO-25-107041)

Recommendation 1: The Secretary of Veterans Affairs should direct the
department CIO to work with OMB to ensure that annual reviews of their IT
portfolio are conducted in conjunction with the Federal CIO and the Chief
Operating Officer or Deputy Secretary (or equivalent), as prescribed by FITARA.

VA Response: Concur. The Department of Veterans Affairs (VA) defers to the Office of
Management and Budget’'s (OMB) response to GAO’s recommendation regarding
reviewing each agencies’ information technology portfolio and will work with OMB to
fulfill all requirements. VA’s Office of Information and Technology has already
established routine and meaningful information exchanges with OMB through monthly
portfolio reviews and financial updates highlighting portfolio progress and challenges.
These engagements provide a thoughtful exchange of information between VA and
OMB.
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Appendix IX: Comments from the National

Aeronautics an

d Space Administration

Reply to Attn of

National Aeronautics and Space Administration

Mary W. Jackson NASA Headquarters
Washington, DC 20546-0001

Office of the Chief Information Officer

Mr. Kevin Walsh

Director

Information Technology and Cybersecurity
United States Government Accountability Office
Washington, DC 20548

Dear Mr. Walsh:

The National Aeronautics and Space Administration (NASA) appreciates the opportunity to
review and comment on the Government Accountability Office (GAO) draft report entitled,
“IT Portfolio Management: OMB and Agencies Are Not Fully Addressing Selected
Statutory Requirements” (GAO-25-107041), dated September 11, 2024.

In that draft report, GAO found that the Office of Management and Budget (OMB) is not
fully addressing eight key requirements contained in the Federal Information Technology
Acquisition Reform Act (FITARA). Additionally, Federal agencies have also not fully
addressed FITARA requirements for information technology (IT) portfolio management. For
example, GAO found that none of the 24 agencies reviewed fully met the requirements for
annual IT portfolio reviews, including NASA.

GAO makes one recommendation addressed to the NASA Administrator.
Specifically, GAO recommends the following:

Recommendation 37: The Administrator of NASA should direct its Agency Chief
Information Officer (CIO) to work with OMB to ensure that annual reviews of their IT
portfolio are conducted in conjunction with the Federal CIO and the Chief Operating Officer
or Deputy Secretary (or equivalent), as prescribed by FITARA.

Management’s Response: NASA concurs with this recommendation. NASA has an
existing IT Portfolio data collection and review process overseen by the Office of the
Chief Information Officer (OCIO). The OCIO reviews this process annually to identify
potential improvements. This process can be updated to capture the activities and
milestones necessary to ensure that the NASA IT Portfolio is reviewed by the NASA CIO
in conjunction with the NASA Chief Operating Officer and the Federal CIO, as
prescribed by FITARA.

Estimated Completion Date: December 31, 2025
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Appendix IX: Comments from the National
Aeronautics and Space Administration

2

We have reviewed the draft report for information that should not be publicly released. Asa
result of this review, we have not identified any information that should not be publicly
released.

Once again, thank you for the opportunity to review and comment on the subject draft report.
1If you have any questions or require additional information regarding this response, please
contact Matthew DeGrave at (757) 864-6838.

Sincerely,
Digitally signed by
JEFFREY JEFFREY SEATON
Date: 2024.10.10
SEATON 10:07:15 -04'00"

Jeff Seaton
Chief Information Officer
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Appendix X: Comments from the U.S.
Agency for International Development

USAID

FROM THE AMERICAN PEOPLE

October 3, 2024
Kevin Walsh
Director, Information Technology and Cybersecurity
U.S. Government Accountability Office
441 G Street, N.W.
Washington, D.C. 20226

Re: IT Portfolio Management: OMB and Agencies Are Not Fully Addressing Selected
Statutory Requirements (GAO-25-107041)

Dear Mr. Walsh:

| am pleased to provide the response of the U.S. Agency for International Development
(USAID) to the draft report produced by the U.S. Government Accountability Office (GAO) titled,
IT Portfolio Management: OMB and Agencies Are Not Fully Addressing Selected Statutory
Requirements (GAO-25-107041). The report has two recommendations for USAID.

USAID concurs with the recommendations and will actively work to integrate the
necessary controls into our processes so that we engage with the Federal CIO and the Chief
Operating Officer or Deputy Secretary (or equivalent) when conducting our Annual IT Portfolio
Reviews. Additionally, we’ll ensure that major investments designated as high-risk for four (4)
consecutive quarters will be reviewed in conjunction with the investment’s program manager
and in consultation with the Federal CIO.

| am transmitting this letter and the enclosed comments from USAID for inclusion in the
GAOQ’s final report. Thank you for the opportunity to respond to the draft report, and for the
courtesies extended by your staff while conducting this engagement. We appreciate the
opportunity to participate in the complete and thorough evaluation of our IT Portfolio
Management.

Sincerely,

Cotloan A on

Colleen Allen
Assistant Administrator
Bureau for Management

Enclosure: a/s
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Appendix X: Comments from the U.S. Agency
for International Development

COMMENTS BY THE U.S. AGENCY FOR INTERNATIONAL DEVELOPMENT ON THE DRAFT
REPORT PRODUCED BY THE U.S. GOVERNMENT ACCOUNTABILITY OFFICE (GAO) TITLED, IT
Portfolio Management: OMB and Agencies Are Not Fully Addressing Selected Statutory
Requirements (GAO-25-107041)

The U.S. Agency for International Development (USAID) would like to thank the U.S.
Government Accountability Office (GAO) for the opportunity to respond to this draft report.
We appreciate the extensive work of the GAO engagement team, and the specific findings that
will help USAID achieve greater effectiveness in IT Portfolio Management.

Recommendation 1: The Administrator of the U.S. Agency for International Development
should direct the CIO to work with OMB to ensure that annual reviews of their IT portfolio are
conducted in conjunction with the Federal CIO and the Chief Operating Officer or Deputy
Secretary (or equivalent), as prescribed by FITARA. (Recommendation 45)

Response: USAID agrees with this recommendation. As part of addressing the GAO
findings, USAID will include steps in our processes to ensure that we engage with the
Federal CIO and the Chief Operating Officer or Deputy Secretary (or equivalent) when
conducting our Annual IT Portfolio Reviews. USAID’s targeted completion date for this
action is December 31, 2024.

Recommendation 2: The Administrator of the U.S. Agency for International Development
should direct its agency CIO to ensure they conduct a review in conjunction with the
investment’s program manager and in consultation with the Federal CIO, for major IT
investments that have been designated as high-risk for four consecutive quarters, as prescribed
by FITARA, including identifying (1) the root causes of the high level of risk of the investment;
(2) the extent to which these causes can be addressed (e.g., action items and due dates); and
(3) the probability of future success (e.g., outcomes). (Recommendation 46)

Response: USAID agrees with this recommendation. As part of addressing the GAO
findings, USAID will include steps in our processes to ensure that major investments
designated as high-risk for four (4) consecutive quarters will be reviewed in conjunction
with the investment’s program manager and in consultation with the Federal CIO.
USAID’s targeted completion date for this action is December 31, 2024.
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Appendix XI: Comments from the
Department of the Treasury

DEPARTMENT OF THE TREASURY
WASHINGTON, D.C.

October 11, 2024

Kevin Walsh

Director, Information Technology and Cybersecurity
General Accountability Office

441 G St,, NW

Washington, DC 20548

Thank you for the opportunity to review GAO’s draft report entitled “IT Portfolio Management:
OMB and Agencies Are Not Fully Addressing Selected Statutory Requirements” (GAO-25-
107041). For this report, GAO analyzed OMB and agency implementation of key requirements
in the Federal Information Technology Acquisition Reform Act (FITARA), including whether
Treasury met the requirement for Chief Information Officers (CIOs) to conduct annual IT
portfolio reviews.

In this draft report, GAO rated Treasury as only partially complying with the requirements for
the CIO to conduct an annual IT portfolio review. The report further states that Treasury was one
of eight agencies that “did not provide a reason for not following FITARA’s requirements.”
However, Treasury produced documentation to support the fact that the CIO held IT annual
reviews with every Bureau and component of Treasury in Fiscal Years 2022 and 2023, except for
the Office of the Comptroller of the Currency (OCC). In addition, while the Treasury CIO has
attempted to hold an IT annual review with OCC, OCC asserted that they are independent of
these FITARA requirements, and Treasury provided documentation to GAO of OCC’s assertion.

Given the nuance that underlies Treasury’s score in the report, we respectfully request GAO
clarify that Treasury’s partial score is due to OCC not participating in IT annual reviews with the
CIO based on their asserted independence.

If you have any further questions, please direct your staff to contact the Office of the C10
directly.

Respectfully,
Digitally signed by Antony P.

Antony P. Arcadi arczd

Date: 2024.10.11 19:01:05 0400
Tony Arcadi
Deputy Assistant Secretary for Information
Systems and Chief Information Officer
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Appendix XlI: Comments from the Social
Security Administration
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SOCIAL SECURITY

Office of the Commissioner

October 11, 2024

Kevin Walsh

Director of Information Technology and Cybersecurity
United States Government Accountability Office

441 G Street, NW

Washington, DC 20548

Dear Director Walsh:

Thank you for the opportunity to review the Draft Report, “IT Portfolio Management: OMB and
Agencies Are Not Fully Addressing Selected Statutory Requirements” (GAO-25-107041).

We defer to the Office of Management and Budget who will provide one response on behalf of
the Executive Branch.

Please contact me at (410) 965-2611 if I can be of further assistance. Your staff may contact
Hank Amato, Director of the Audit Liaison Staff, at (407) 765-9774.

Sincerely,

- A

Dustin Brown
Acting Chief of Staff

cc:
Jason Miller, Deputy Director for Management
Office of Management and Budget
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Appendix XlIl: GAO Contact and Staff
Acknowledgments

GAO Contact Kevin Walsh at (202) 512-6151 or WalshK@gao.gov

Staff In addition to the individual named above, principal contributors to this
report were Jessica Steele (Assistant Director), Ash Huda (Analyst-in-

Acknowledgments Charge), Chris Businsky, Rebecca Eyler, Sami Ghusn, Colin Jenkins,

Michael Lebowitz, Nathan Nguyen, and Andrew Weiss.
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responsibilities and to help improve the performance and accountability of the
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funds; evaluates federal programs and policies; and provides analyses,
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