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Why GAO Did This Study

Whistleblowers help safeguard the
federal government against waste,
fraud, and abuse—however, they also
risk retaliation by their employers. FBI
employees are protected from
retaliation for reporting wrongdoing by
specific statutory provisions. DOJ has
issued regulations and established a
process to handle their complaints.

GAO was asked to review DOJ’s
process for handling FBI whistleblower
retaliation complaints since GAQO’s last
report in 2015.

This report examines the timeliness
and outcomes of complaints, progress
DOJ made to address new protections,
and the extent to which DOJ and FBI
have processes for reviewing
retaliatory security clearance and
access determinations. GAO reviewed
a generalizable sample of 169 FBI
whistleblower retaliation complaints
closed from 2018 through 2022. GAO
also interviewed FBI whistleblowers,
attorneys, and advocates as well as
officials from DOJ, FBI, and other
agencies about the complaint process.

What GAO Recommends

GAO recommends that Congress
should consider clarifying when
determinations and corrective action
orders are considered final and when
complainants should be able to
exercise their rights to seek corrective
action from the U.S. Merit Systems
Protection Board. In addition, GAO is
making five recommendations to DOJ,
including to update mandatory training
and policy related to retaliatory security
clearance and access determinations.
DOJ concurred with the
recommendations.

View GAO-25-106547. For more information,
contact Triana McNeil at (202) 512-8777 or
McNeilT@gao.gov.

WHISTLEBLOWER PROTECTION

DOJ and FBI Need to Improve Employees’ Awareness
of Rights

What GAO Found

The Department of Justice (DOJ) closed a higher volume of FBI whistleblower
retaliation complaints from 2018 to 2022 compared to GAO’s last review of
complaints closed from 2009 to 2013. See figure for the number of complaints
DOJ closed since GAO’s last report.
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DOJ took 7 years to update its regulations to address the FBI Whistleblower
Protection Enhancement Act of 2016, which, among other things, provides that
FBI employees can report wrongdoing, or make protected disclosures, to
supervisors in their direct chain of command. Until DOJ updated its regulations in
2024 to align with the statute, some complainants experienced difficulties when
making protected disclosures to supervisors. ldentifying an office primarily
responsible for a regulation involving multiple components and establishing
anticipated time frames for the stages of the rulemaking process can help ensure
regulations are timely issued.

Statutory changes in fiscal year 2023 provide FBI employees with rights to seek
relief from the U.S. Merit Systems Protection Board. However, the amendments
contain ambiguities—such as when determinations and corrective action orders
are considered final—creating challenges for DOJ in consistently interpreting the
new rights. As a result, DOJ is unable to provide clear information to
complainants of their rights. Clarifying the statute would help ensure FBI
whistleblower retaliation complainants can appropriately exercise their rights to
seek relief from the U.S. Merit Systems Protection Board. Previously, FBI
whistleblower retaliation complainants could only appeal within DOJ.

DOJ’s Office of the Inspector General has a process for reviewing allegations of
retaliatory security clearance and access determinations, including suspensions,
revocations, and denials. GAO found that four FBI whistleblower retaliation
complainants alleged such retaliatory actions from 2018 through 2023. However,
mandatory training does not mention DOJ’s Office of the Inspector General
review of such retaliatory actions. Updating the training would ensure individuals
know that they may utilize DOJ’s Office of the Inspector General’s review to seek
corrective action. Further, GAO found that DOJ’s policy concerning the review of
retaliatory security clearance and access determinations was inconsistent with
statute. In July 2024, DOJ updated the policy, but further revisions are needed to
ensure complainants receive appropriate corrective action when DOJ’s Office of
the Inspector General finds that retaliation occurred.
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