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441 G St. N.W. 
Washington, DC  20548 

 

April 19, 2023 

The Honorable Sandra L. Thompson 
Director, Federal Housing Finance Agency 

Management Report: Federal Housing Finance Agency Should Improve Controls over 
Personnel and Payroll Information 

Dear Director Thompson: 

On November 15, 2022, we issued our auditor’s report on the results of our audit of the fiscal 
years 2022 and 2021 financial statements of the Federal Housing Finance Agency (FHFA).1 As 
we reported in connection with our audit, FHFA maintained, in all material respects, effective 
internal control over financial reporting as of September 30, 2022. However, we identified other 
deficiencies in FHFA’s internal controls that we do not consider to be material weaknesses or 
significant deficiencies.2 These deficiencies warrant FHFA management’s attention. This report 
presents the control deficiencies we identified and our recommendations related to these 
deficiencies. There were no prior recommendations outstanding for FHFA related to past 
financial statement audits. This report is intended for FHFA management’s use. 

Objective, Scope, and Methodology 

As part of our audit of FHFA’s fiscal years 2022 and 2021 financial statements, we evaluated 
FHFA’s internal control over financial reporting. To accomplish this objective, we reviewed 
FHFA policies and procedures; interviewed FHFA management and staff; observed controls in 
operation; and conducted tests of controls to determine whether controls were designed, 
implemented, and operating effectively. A full discussion of our scope and methodology is 
included in our auditor’s reports of FHFA’s fiscal years 2022 and 2021 financial statements.3 
During the course of our work, we communicated our findings to FHFA management. We plan 
to follow up with FHFA to determine the status of corrective actions taken to address our 
recommendations as part of our audit of FHFA’s fiscal year 2023 financial statements.  

We performed our audit in accordance with U.S. generally accepted government auditing 
standards. We believe that our audit provides a reasonable basis for our findings and 
recommendations in this report. 

                                                            
1GAO, Financial Audit: Federal Housing Finance Agency’s FY 2022 and 2021 Financial Statements, GAO-23-105910 
(Washington, D.C.: Nov. 15, 2022).  

2A material weakness is a deficiency, or combination of deficiencies, in internal control over financial reporting, such 
that there is a reasonable possibility that a material misstatement of the entity’s financial statements will not be 
prevented, or detected and corrected, on a timely basis. A significant deficiency is a deficiency, or a combination of 
deficiencies, in internal control over financial reporting, that is less severe than a material weakness yet important 
enough to merit attention by those charged with governance. A control deficiency exists when the design or operation 
of a control does not allow management or employees, in the normal course of performing their assigned functions, to 
prevent, or detect and correct, misstatements on a timely basis.    

3GAO-23-105910. 

https://www.gao.gov/products/gao-23-105910
https://www.gao.gov/products/gao-23-105910
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Deficiencies in Controls over the Processing of Personnel and Payroll Information 

During our audit of FHFA’s fiscal years 2022 and 2021 financial statements, we identified 
deficiencies in FHFA’s internal control over the processing of personnel and payroll information. 
While we did not consider these deficiencies to be material weaknesses or significant 
deficiencies, either individually or collectively, they nonetheless warrant FHFA management’s 
attention. Specifically, we found that FHFA did not reasonably assure that (1) it accurately 
recorded employee benefits information, (2) gross cost information in its financial statements 
was supported by detailed employee time charges, and (3) cash awards paid to employees and 
recorded in its financial statements matched the amounts management authorized. 

We are making four recommendations pertaining to these identified control deficiencies.   

Inaccurate Employee Benefits Information 

When FHFA hires new employees, its Human Resources (HR) Department performs 
procedures to record employee information into the Federal Personnel Payroll System (FPPS).4 
If a new employee has prior federal service, HR must obtain information from the employee’s 
prior federal employer, including forms documenting the employee’s benefit elections.5 Once 
FHFA obtains this information, HR is responsible for verifying that all benefit election forms are 
complete and consistent with the employee elections it recorded in FPPS. 

Condition. During our audit, we found that FHFA’s FPPS employee records contained 
inaccurate information for employees who had prior federal service. Specifically, we identified 
the following errors:   

• We found one instance where FHFA enrolled an employee in the wrong retirement plan. 
Because the employee had prior federal service, the employee was eligible for the federal 
retirement plan that was in effect at the employee’s start date with the federal government. 
However, FHFA enrolled the employee into the retirement plan that was in effect when the 
employee started working at FHFA in 2014. As a result of FHFA’s error, the agency did not 
contribute enough to the employee’s retirement plan. This, in turn, led to FHFA understating 
its retirement contributions for the employee and its payroll expenses in the financial 
statements.  
 

• We found one instance where FHFA did not verify that it enrolled an employee into the life 
insurance plan that the employee elected. When this employee started working at FHFA in 
2021, FHFA was not able to timely obtain the employee’s most recent Standard Form (SF) 
2817.6 Consequently, FHFA enrolled the employee into the life insurance plan that the 
employee’s prior federal employer recorded. When FHFA subsequently obtained the 
employee’s SF 2817, HR did not verify that the employee’s life insurance election 

                                                            
4FHFA initiates personnel and payroll documents in the Workforce Transformation Tracking System and then records 
the information in FPPS, both of which are part of the Department of the Interior’s Business Center’s Human 
Resources Information System. 

5Benefit elections include the Thrift Savings Plan, Federal Employees’ Health Benefits, Federal Employees’ Group 
Life Insurance, Federal Employees’ Dental and Vision Insurance Program, and Federal Long Term Care Insurance 
Program. 

6This form’s full title is U.S. Office of Personnel Management Standard Form 2817 – Life Insurance Election. 
Employees use the SF 2817 to make their life insurance elections.  
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documented on the SF 2817 matched the life insurance plan election it recorded. The plan 
FHFA recorded for the employee would pay designated beneficiaries the employee’s annual 
salary in the event of the employee’s death. However, the SF 2817 indicated the employee 
had selected a plan that would pay beneficiaries five times the employee’s annual salary in 
the event of the employee’s death. 

Criteria. FHFA’s HR policies and procedures require HR personnel to perform quality 
assurance checks before new employee personnel information is recorded and processed in its 
information systems. Additionally, FHFA’s accounting policy states that the information 
supporting its financial reporting must be accurate. Standards for Internal Control in the Federal 
Government also states that management should (1) design control activities to achieve 
objectives and respond to risks, including designing appropriate types of control activities for the 
entity’s control system, such as accurate and timely recording of transactions; (2) implement 
control activities by documenting responsibilities through policies and periodically reviewing 
control activities; and (3) establish and operate monitoring activities to monitor the internal 
control system and evaluate the results.7 

Cause. While FHFA designed and implemented control activities to prevent errors when 
recording benefits information in its personnel records, FHFA personnel did not properly 
execute the internal control activities. These existing control activities failed to prevent or detect 
the errors that occurred, and management was not aware that the controls were not operating 
effectively.  

Effect. Without management action to (1) identify and correct existing errors in personnel 
records and (2) reasonably assure that its internal controls over recording new employees’ 
benefit information are operating as intended, FHFA increases the risk that its financial reporting 
will be inaccurate. In addition, FHFA increases the risk that employees who are affected by such 
errors will continue to suffer undue burden as a result.  

Recommendations for Executive Action. The Director of FHFA should ensure that the 
appropriate management officials undertake a detailed review of existing personnel records to 
identify and correct errors. (Recommendation 1)  

The Director of FHFA should ensure that the appropriate management officials develop and 
implement a process to monitor controls over the recording of benefits information for 
employees with prior federal service to reasonably assure that these controls are operating as 
designed. (Recommendation 2)  

Reported Cost by Strategic Goal Not Supported by Detailed Employee Time Charges 

FHFA reports its gross program cost by strategic goal on its Consolidated Statement of Net 
Cost (SNC) and in note 10 of its financial statements.8 The Department of the Treasury’s Fiscal 
Service Administrative Resource Center (Fiscal Service ARC) provides accounting services for 
FHFA and generates FHFA’s reported gross cost amounts from its Oracle system. FHFA’s 
Budget and Accounting Office performs quarterly and year-end reviews of gross cost by 
strategic goal information on the SNC and works with Fiscal Service ARC to resolve any issues. 
                                                            
7GAO, Standards for Internal Control in the Federal Government, GAO-14-704G (Washington, D.C.: September 
2014). 

8FHFA breaks out its costs on its SNC by its three strategic goals: (1) Safety and Soundness; (2) Liquid, Efficient and 
Resilient Markets; and (3) Strengthen the Workforce and Infrastructure. 

https://www.gao.gov/products/gao-14-704g
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To prepare the gross cost information for financial reporting, Fiscal Service ARC uses 
summarized payroll information from the Department of the Interior’s Business Center (IBC). 
IBC provides payroll processing services for FHFA and uses FPPS to process and transmit 
summarized payroll information. IBC uses information from WebTA in processing FHFA’s 
payroll transactions.9 FHFA employees use WebTA to record their biweekly time charges and 
associated strategic goal selection, and supervisors review and approve the time charges and 
associated strategic goal selections in this system. Once the supervisor certifies an employee’s 
time charges in WebTA, FHFA transmits the information to IBC. 

Condition. We found one instance where strategic goal hours in Fiscal Service ARC’s Oracle 
system did not match the employee’s time and attendance record in WebTA.  

Criteria. FHFA’s accounting policy states that the information supporting its financial reporting 
must be accurate. Additionally, Standards for Internal Control in the Federal Government states 
that management should design control activities to achieve objectives and respond to risks, 
including designing appropriate types of control activities for the entity’s control system, such as 
accurate and timely recording of transactions. Further, the standards state that management 
should implement control activities by documenting responsibilities through policies and 
periodically reviewing control activities.10  

Cause. FHFA did not have adequate controls in place to reasonably assure that the gross cost 
information on its financial statements matched detailed employee time charges. While FHFA 
designed control activities to reasonably assure that the gross cost information on its financial 
statements reconciled to summarized payroll information, FHFA’s review did not detect this 
error. Specifically, when FHFA’s Budget and Accounting Office performed reviews of gross cost 
information, its existing process was not designed to verify that gross cost amounts by strategic 
goal trace back to detailed employee time charges as submitted in WebTA. In this instance, 
FHFA transmitted revised time charges through WebTA for the specific employee to IBC’s 
FPPS. However, IBC’s FPPS computer programs failed to recognize the updated time charges 
when compiling the summarized payroll information transmitted to Fiscal Service ARC.  

Effect. Without management action to develop control activities to reasonably assure that the 
gross cost information in FHFA’s financial statements matches detailed employee time charges, 
FHFA increases the risk that its financial reporting will be inaccurate.  

Recommendation for Executive Action. The Director of FHFA should ensure that the 
appropriate management officials develop a process to periodically verify that gross cost 
information in FHFA’s financial statements is supported by detailed employee time charges. 
(Recommendation 3)  

Award Amount Paid to Employee Not Authorized by Management 

FHFA has various cash awards for recognizing employee performance. It also has a process to 
include additional amounts for certain awards, so that an employee receives the specified award 
amount after taxes and other deductions are taken as part of FHFA’s normal payroll processing 
procedures. However, not all awards are authorized to include those additional amounts. HR 

                                                            
9WebTA is an automated time and attendance system to record and track time and leave data. 

10GAO-14-704G. 

https://www.gao.gov/products/gao-14-704g
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initiates and processes cash awards in FPPS. FHFA policies include various levels of review 
and authorization of such awards.  

Condition. We found one instance where FHFA paid a cash award to an employee that was 
above what management authorized. Specifically, management intended to award an employee 
$1,000 before taxes and other deductions. Instead FHFA paid the employee $1,430, as if the 
award was approved for $1,000 after taxes and other deductions.  

Criteria. FHFA policies require its Human Capital Manager to review and approve in FPPS all 
personnel actions documented on an SF 52.11 Additionally, Standards for Internal Control in the 
Federal Government states that management should design control activities to achieve 
objectives and respond to risks, including designing appropriate types of control activities for the 
entity’s control system, such as accurate and timely recording of transactions. Further, the 
standards state that management should implement control activities by documenting 
responsibilities through policies and periodically reviewing control activities.12  

Cause. While FHFA has control activities in place to reasonably assure employee award 
amounts are granted and authorized in accordance with its policies, it did not have a control 
procedure in place to reasonably assure that the award information an HR specialist enters into 
FPPS for final payment matches what management authorized and approved on the SF 52.  

Effect. Without management action to implement a control procedure to reasonably assure the 
accuracy of cash award information recorded for final payment, FHFA increases the risk that 
recorded transactions are not authorized in accordance with management policy. 

Recommendation for Executive Action. The Director of FHFA should ensure that appropriate 
management officials develop a process to reasonably assure that recorded cash award 
payments match what management authorized as documented on the approved SF 52. 
(Recommendation 4) 

Agency Comments 

We provided a draft of this report to FHFA for comment. In its comments, reproduced in the 
enclosure, FHFA stated that it agreed with the four recommendations in this report and 
described actions it has taken, or plans to take, to address the recommendations related to 
controls over the processing of personnel and payroll information. We will evaluate the 
effectiveness of FHFA’s efforts during our audit of its fiscal year 2023 financial statements. 

- - - - - - - 

We are sending copies of this report to the Secretary of the Treasury, the Secretary of Housing 
and Urban Development, the Chairperson of the Securities and Exchange Commission, the 
Director of the Office of Management and Budget, appropriate congressional committees, and 
other interested parties. In addition, this report is available at no charge on the GAO website at 
https://www.gao.gov. 

                                                            
11This form’s full title is U.S. Office of Personnel Management Standard Form 52 – Request for Personnel Action. The 
SF 52 is used to request personnel action for various employment and benefits purposes. 

12GAO-14-704G. 

https://www.gao.gov/
https://www.gao.gov/products/gao-14-704g
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We acknowledge and appreciate the cooperation and assistance FHFA officials and staff 
provided during our audit of FHFA’s fiscal year 2022 and 2021 financial statements. If you or 
your staff have any questions about this report, please contact me at (202) 512-7795 or 
sitwilliamsa@gao.gov. GAO staff members who made key contributions to this report include 
Ted Hu (Assistant Director), Matt Frideres, and Anne Thomas.   

Sincerely yours,  

 

Anne Sit-Williams 
Director, Financial Management and Assurance 

Enclosure – 1

mailto:sitwilliamsa@gao.gov


Enclosure I: Comments from the Federal Housing Finance Agency 
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