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1 U.S. GOVERNMENT ACCOUNTABILITY OFFICE

441 G St. N.W.
Washington, DC 20548

Preface

Federal agencies spend billions of dollars each year to develop, acquire,
and build major systems, facilities, and equipment, including fighter
aircraft, nuclear waste treatment facilities, electronic baggage screening
equipment, and telescopes for exploring the universe. Managing these
complex acquisitions has been a long-standing challenge for federal
agencies.

Many of the government’s most costly and complex acquisition programs
require the development of cutting-edge technologies and their integration
into large and complex systems. Such acquisition efforts may also use
existing technologies, but in new applications or environments. For two
decades, the U.S. Government Accountability Office (GAQO) has shown
that using effective management practices and processes to assess how
far a technology has matured and how this has been demonstrated are
fundamental to evaluating its readiness to be integrated into a system and
managed for risk in the federal government’s major acquisitions.

A technology readiness assessment (TRA) is a systematic, evidence-
based process that evaluates the maturity of technologies (hardware,
software, and processes) critical to the performance of a larger system or
the fulfillment of the key objectives of an acquisition program, including
cost and schedule.” TRAs, which evaluate the technical maturity of a
technology at a specific point in time for inclusion into a larger system, do
not eliminate technology risk. But when done well, they can illuminate
concerns and serve as the basis for realistic discussions on how to
address potential risks as programs move from the early research and
technology development to system development and beyond.2 In addition,
TRAs help legislators, government officials, and the public hold

1In this Guide, we use the term “program,” but some agencies may make distinctions
between programs, projects, and products. For the purposes of this Guide, these terms
can be used interchangeably to accommodate an agency’s particular application. The
methodology developed in this Guide is intended for use in any acquisition, program,
project, or product that benefits from the use of TRAs to evaluate and monitor the maturity
of critical technologies.

2This Guide refers to “technology development” as the design, development, and
engineering of a critical technology or group of technologies, whereas “system
development” refers to the design, engineering development, or product development of a
system.
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government programs accountable for achieving technology performance
goals.

This TRA guide (the Guide) is a companion to GAQO'’s Cost Estimating
and Assessment Guide and the Schedule Assessment Guide.? With the
Guide, GAO is establishing a methodology for evaluating technology
maturity based on best practices that can be used across the federal
government. This is particularly salient as it relates to determining a
program or project’s readiness to move past key decision points that
typically coincide with major commitments of resources. Similar
assessments can also be made by technology developers and program
managers conducting self-assessments (referred to in this Guide as
knowledge-building TRAs) during the course of a project to help them
evaluate technology maturity, gauge technology development progress,
and identify and manage risk. Existing TRA guidance in government
agencies and industry may include similar strategies for evaluating
technology maturity, but there is no widely held or accepted process for
doing so. The science and technology, program management, and
systems engineering communities each view technology readiness
through their own lenses, which can make for variable results. In addition,
some agencies have deemphasized the use of TRAs or questioned their
value. We hope that this Guide can reinvigorate the use of TRAs in those
organizations.

The Guide is intended to provide TRA practitioners, program managers,
technology developers, and governance bodies throughout the federal
government a framework for better understanding technology maturity,
and best practices for conducting high-quality assessments.
Organizations that have developed their own guidance can use the Guide
to support and supplement their practices. Organizations that have not
yet developed their own policies can use it to begin establishing their own
guidance. As a companion to GAO’s cost and schedule assessment
guides, this Guide can also help GAO and other oversight organizations
evaluate other agencies’ basis for their conclusions and decisions about
technology readiness.

3GAO, Cost Estimating and Assessment Guide: Best Practices for Developing and
Managing Capital Program Costs, GAO-09-3SP (Washington, D.C.: March 2, 2009), and
GAO, Schedule Assessment Guide: Best Practices for Project Schedules, GAO-16-89G
(Washington, D.C.: Dec 22, 2015).
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We intend to keep the Guide current. We welcome comments and
suggestions from experienced practitioners, as well as recommendations
from experts in the science and technology, systems engineering, and
program acquisition disciplines.

If you have any questions concerning the Guide, you may contact Dr.
Timothy Persons at (202) 512-6888 or personst@gao.gov, or Michele
Mackin at (202) 512-4841 or mackinm@gao.gov. Contact points for
GAOQ'’s Office of Congressional Relations and Office of Public Affairs may
be found on the last page of this Guide.

/7,\

M. " :4 | -0t

Timothy M. Persons, Ph.D.

Chief Scientist and Managing Director

Science, Technology Assessment, and Analytics Team

Mihle Tt
Michele Mackin

Managing Director
Contracting and National Security Acquisitions
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Introduction

Technology readiness assessments (TRA)—evaluations that determine a
technology’s maturity—have been used widely at the U.S. Department of
Defense (DOD) and National Aeronautics and Space Administration
(NASA) since the 1990s.4 This approach has also been embraced by
other government agencies, as well as industry in aerospace, maritime,
oil and gas, electronics, and heavy equipment that use TRAs to help
manage their acquisitions. Relatively few agencies have guides for
assessing a technology’s maturity and its readiness for integration into
larger acquisition programs, and the federal government has not adopted
a generally accepted approach for evaluating technology beyond using
technology readiness level (TRL) measures.® This TRA Guide is intended
to help fill those gaps.

The Guide has two objectives: (1) to describe generally accepted best
practices for conducting high-quality TRAs of technology developed for
systems or acquisition programs, and (2) to provide technology
developers, program managers, and governance bodies with useful
information to more effectively mature critical technologies, determine a
technology’s readiness, and manage and address risk.8 In addition,
oversight bodies—such as those with department or agency acquisition
officials or government auditors—may use the Guide to evaluate whether
the fundamental processes and best practices of effective TRAs have
been followed and whether a TRA demonstrates the characteristics
(credibility, objectivity, reliability, and usefulness) of a high-quality
assessment. Appendix Il lists the key questions to evaluate how well
programs have followed the steps and best practices in this Guide.

4DOD introduced TRAs in the 1990s. A NASA researcher pioneered the first technology
readiness scale in 1974 with seven levels which were not formally defined until 1989.

5TRLs are a scale of nine levels used to measure a technology’s progress, starting with
paper studies of a basic concept and ending with a technology that has proven itself in
actual usage in the product’s operational environment.

6TRAs do not assess the risk associated with the technical maturity of a technology or
system. Rather they identify specific risks (e.g., performance data gaps) associated with
the specific technologies, which provides a basis for quantifying those risks through formal
risk assessments. Similarly, the technology maturation plan (TMP) resulting from a TRA,
described in the section Technology Maturation Plan, provides the basis for appropriate
risk mitigation actions.
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The Guide recognizes that TRAs have various customers within
organizations, such as governance bodies charged with program
oversight, as well as more narrow audiences, such as the technology
developers, program managers, or systems engineers that use TRAs to
determine progress in achieving technology maturity goals. The Guide
discusses TRAs in context of the full range of best practices for
governance, and also provides information where steps may be tailored
for self-assessments, or knowledge-building TRAs, conducted for
narrower audiences.

The Guide’s chapters first introduce the concept of a TRA, its basis in
government and commercial best practices for product and systems
development, and the benefits a program, agency, or organization might
expect to gain from conducting a TRA. It then maps the characteristics of
a high-quality TRA, which include credibility, objectivity, reliability, and
usefulness, to each of the best practices within the five TRA steps.
Specific chapters are devoted to each of the five steps for conducting a
TRA, followed by chapters that discuss the preparation of a technology
maturation plan (TMP) for technologies assessed as immature, the
current state of practice related to the assessment of software intensive
technologies, and tools for evaluating system-level readiness, which is an
extension of the concept of technology readiness.

The Guide draws heavily from DOD, NASA, and the Department of
Energy (DOE) for best practices and terminology. In addition, the Guide
draws from resources, materials, and tools developed and applied by
experts and organizations in order to capture the current thinking on
technology readiness and maturity. Existing government agency guidance
is largely geared toward conducting TRAs to support major acquisition
decisions, in particular the decision to authorize the start of product or
system development and allocation of substantial resources.
Demonstrating that a program’s critical technologies (CT) have been
proven to work in their intended operational environment before making a
commitment to product development has also been the focus of GAO’s
work on technology readiness since the late 1990s.7

Critical technologies are technology elements deemed as critical if they are new or novel,
or used in a new or novel way, and are needed for a system to meet its operational
performance requirements within defined cost and schedule parameters. These
technology elements may be hardware, software, a process, or a combination thereof that
are vital to the performance of a larger system or the fulfillment of the key objectives of an
acquisition program.
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While this Guide focuses on how to conduct high-quality TRAs from the
start of technology development to support technology and product
development decisions, the expert community recognizes that more
frequent, regular self-assessments of the maturity of a project’s or
program’s CTs are also best practices for technology and program
managers. However, some experts have been concerned that applying
the same set of practices to these more frequent assessments might be
too time consuming and cost prohibitive and ultimately dissuade
technology and program managers from conducting them. To that end,
the Guide emphasizes that best practices for conducting TRAs can in
some cases be tailored and routinely applied to meet specific program
goals. These goals range from increasing the knowledge of program
managers to better understanding transition risks when demonstrating
readiness for product development.

The Guide’s Case Studies

The Guide contains a number of case studies drawn from GAO reviews to
augment the text. These case studies highlight problems typically
associated with technology development efforts, as well as good
practices, and emphasize the main points and lessons that the chapters
cover. For example, GAO has found that in many programs, cost growth
and schedule delays resulted from overly optimistic assumptions about
maturing a technology. Experts have also found that many program
managers and technology developers suffer from the assumption that
they can deliver state-of-the-art technology upgrades within a constrained
budget without available evidence that the technology will perform as
expected in its operational environment. Appendix Ill includes background
information for each program used in the case studies.

The Guide’s Readers

The primary audiences for this Guide are the organizations and the
program managers and technology developers who rely on and develop
technology for acquisition programs, the governance bodies that oversee
acquisition efforts and make important decisions about the commitment of
organizational resources, the contractors that develop technology, and
the audit community that evaluates these efforts. Organizations that do
not have formal policies for conducting or reviewing TRAs will benefit
from the Guide because it can inform them of the criteria GAO may use in
evaluating their programs. In addition to GAO, other audit organizations
including the Inspector General, may also use the criteria prescribed in
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the Guide for their work. We intend to periodically update the Guide.
Comments and suggestions from experienced users, and
recommendations from experts in the relevant fields are encouraged.

The Guide’s Approach

To ascertain the generally accepted best practices for conducting high-
quality TRAs, we worked with practitioners and technology experts from
across the federal government, commercial industry, nonprofits, and
academia. We conducted periodic in-person meetings at our
headquarters building in Washington D.C., as well as virtual meetings
with a community of over 180 experts where we collected information,
facilitated focus groups, and elicited feedback on iterative drafts of the
Guide’s chapters. To ensure the Guide reflected a broad range of
knowledge and viewpoints in order to identify useful information for
maturing critical technologies and determine technology readiness and
address risk, we consulted with experts from science and technology,
systems engineering, nuclear engineering, software and computer
sciences, risk management, and acquisition policy and program
management disciplines. We released a public exposure draft of the GAO
Technology Readiness Assessment Guide (GAO-16-410G) in August
2016 for a 12-month comment period. A GAO expert panel made up of
representatives from several mission teams adjudicated more than 400
comments from August 2017 to June 2019.

We conducted our work from January 2013 to December 2019 in
accordance with all sections of GAO’s Quality Assurance Framework that
are relevant to our objectives. The framework requires that we plan and
perform the engagement to obtain sufficient and appropriate evidence to
meet our stated objectives and to discuss any limitations in our work. We
believe that the information and data obtained, and the synthesis of
information conducted, provide a reasonable basis for the guidance in this
product. We describe our objectives, scope and methodology in detail in
appendix .

Acknowledgments

GAO thanks the many members of the technology readiness assessment
community who helped make the Guide a reality. After we discussed our
conceptual plan to embark on this effort to develop a government-wide
TRA Guide, experts from across the federal government, commercial
industry, nonprofits, and academia expressed interest in working with us.
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From our first kick-off meeting in January 2013 forward, their contributions
have been invaluable. Together with these experts, GAO has developed
a Guide that outlines the best practices and key characteristics of high-
quality TRAs and promotes their use to benefit many agencies in the
federal government as well as other organizations in the United States
and abroad. We would like to thank everyone who gave their time,
attended meetings, provided valuable documentation, and responded to
requests for comments. Those who worked with us on this Guide are
listed in appendix VII. Additional contacts and acknowledgments are in
appendix VIII.

What is a Technology Readiness Assessment?

A TRA is a systematic, evidence-based process that evaluates the
maturity of CTs (hardware, software, process, or a combination thereof)
that are vital to the performance of a larger system or the fulfilment of the
key objectives of an acquisition program.8 It is a normal outgrowth of the
system engineering process and relies on data generated during the
course of technology or system development. The TRA frequently uses a
maturity scale—technology readiness levels (TRLs)—that is ordered
according to the characteristics of the demonstration or testing
environment under which a given technology was tested at defined points
in time. The scale consists of nine levels, each one requiring the
technology to be demonstrated in incrementally higher levels of fidelity in
terms of its form, the level of integration with other parts of the system,
and its operating environment than the previous, until the final level where
the actual operation of the technology is in its final form and proven
through successful mission operations. The TRA evaluates CTs at
specific points in time for integration into a larger system.

A TRA can be conducted and updated with regular frequency throughout
the acquisition or project life-cycle, and there is no pre-determined

8A technology element is considered a critical technology if it is new or novel, or used in a
new or novel way, and it is needed for a system to meet its operational performance
requirements within defined cost and schedule parameters.
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number of TRAs or time intervals for conducting these evaluations.®
Similarly, it is not a requirement that each TRA comprehensively consider
all CTs. Rather, the key consideration is that each CT should be
evaluated during development. While the TRA does not measure or
assign a risk level to a project or assess the ability to achieve system
cost, schedule, or performance goals, it is a fundamental means for
evaluating an important component of risk—the maturity of a technology
and its readiness or ability to perform as part of a larger system. The TRA
process is a risk identification tool that will help to highlight CT maturity
concerns.

GAO has found that the readiness of CTs at the start of technology
development affects the schedule and cost of developing a product.0
Therefore, a TRA performed before development begins provides
important information for both the technology developer and program
manager responsible for the daily management of developing a product
and the governance bodies charged with the oversight of an acquisition
program.

Overview of Technology Readiness Levels

TRLs are the most common measure for systematically communicating
the readiness of new technologies or new applications of existing
technologies (sometimes referred to as heritage technologies) to be
incorporated into a system or program.'" TRLs are a compendium of
characteristics that describe increasing levels of technical maturity based

°Certain certifications and determinations are statutorily required to be made prior to a
DOD maijor acquisition program’s milestone B decision. The Department of Energy (DOE),
Office of Environmental Management, requires that TRAs and technology maturation
plans (TMP) be conducted for major projects where new critical technologies are being
developed prior to critical decision 2. The DOE also highly recommends these
assessments for smaller projects, as well as operations research efforts, such as
technology demonstrations that involve the development and implementation of new
technologies or technologies in new operational environments.

10See GAO-09-3SP, GAO-12-120G, and GAO, Best Practices: Better Management of
Technology Development Can Improve Weapon System Outcomes, GAO/NSIAD-99-162
(Washington, D.C.: July 30, 1999).

1"Heritage technologies are technologies that have been used successfully in operation.
These technologies may be used in new ways where the form, fit or function changed; the
environment to which they will be exposed to in their new application is different than
those for which they were originally qualified; or process changes have been made in their
manufacture.
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on demonstrated (tested) capabilities. The performance of a technology is
compared to levels of maturity (numbered 1-9) based on demonstrations
of increasing fidelity and complexity. Other readiness level measures, for
example manufacturing readiness levels (MRL), have been proposed with
varying degrees of success and use throughout the life- cycle of a
program. 2 13 Although not exhaustive, appendix V describes other types
of readiness levels.

Some organizations have tailored the TRL definitions to suit their product
development applications. In general, TRLs are measured on a 1-9 scale,
where level 1 generally represents paper studies of the basic concept,
moving to laboratory demonstrations around level 4, and ending at level
9, where the technology is tested and proven, integrated into a product,
and successfully operated in its intended environment. Figure 1 features
the nine TRLs and descriptions that DOD, NASA, and other organizations
use. Appendix IV provides additional examples of government agency
TRL definitions and descriptions, including those for both hardware and
software.

12/ scale that consists of ten levels designed to assess the maturity of a given technology,
system, subsystem, or component from a manufacturing perspective. MRLs provide
decision makers (at all levels) with a common understanding of the relative maturity (and
attendant risks) associated with manufacturing technologies, products, and processes
being considered to meet DOD requirements.

1BGAO, Best Practices: DOD Can Achieve Better Outcomes by Standardizing the Way
Manufacturing Risks are Managed, GAO-10-439 (Washington, D.C.: Apr. 22, 2010).
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Figure 1: Technology Readiness Levels (TRL)

Technology readiness level (TRL)|

Basic principles observed
and reported

Technology concept and/or
application formulated

Analytical and experimental
critical function and/or
characteristic proof of
concept

Description

Scientific research begins to be translated into applied research and development.
Examples include paper studies of a technology’s basic properties.

Invention begins. Once basic principles are observed, practical applications can be
invented. Applications are speculative, and there may be no proof or detailed analysis to
support the assumptions. Examples are limited to analytic studies.

Active research and development is initiated. This includes analytical studies and laboratory

studies to physically validate the analytical predictions of separate elements of the
technology. Examples include components that are not yet integrated or representative.

Fidelity of breadboard technology increases significantly. The basic technological
components are integrated with reasonably realistic supporting elements so they can be
tested in a simulated environment. Examples include high fidelity laboratory integration of
components.

0O N O

9

System/subsystem model or
prototype demonstration in a
relevant environment

Representative model or prototype system, which is well beyond that of TRL 5, is tested in
its relevant environment. Represents a major step up in a technology’s demonstrated
readiness. Examples include testing a prototype in a high-fidelity laboratory environment or
in a simulated operational environment.

System prototype
demonstration in an
operational environment

Prototype near or at planned operational system. Represents a major step up from TRL 6
by requirement demonstration of an actual system prototype in an operational environment
(e.g., in an aircraft, a vehicle, or space).

Actual system completed
and qualified through test
and demonstration

Technology has been proven to work in its final form and under expected conditions. In
almost all cases, this TRL represents the end of true system development. Examples
include developmental test and evaluation of the system in its intended weapon system to
determine if it meets design specifications.

Actual system proven
through successful mission
operations

Actual application of the technology in its final form and under mission conditions, such as
those encountered in operational test and evaluation. Examples include using the system
under operational mission conditions.

Source: GAO analysis of agency documents. | GAO-20-48G
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Uses of TRAs

While a TRA uses TRLs as a key measure for evaluating CTs, an
assessment is more than just a single number at single points in time.
TRAs are a compilation of lower-level assessments that may span
several years, depending on the program schedule and complexity of the
development. Assessments can help gauge the progress of a
technology’s development, inform project plans, and identify potential
concerns for decision makers throughout acquisitions. Conducting TRAs
periodically and during the earlier phases of development can identify
potential concerns before risks are carried into the later and more
expensive stages of system development. TRAs can also facilitate
communication between technology developers, program managers, and
acquisition officials throughout development and at key decision points by
providing a common language for discussing technology readiness and
related technical risks. Finally, TRA results can inform other assessments
and planning activities, such as cost and schedule estimates, risk
assessments, and technology maturation plans.

Overview of the Acquisition Program Life-cycle and TRAs

Acquisition programs and projects in many organizations are broadly
divided into phases of technology development, product development,
production, and operation activities. These phases may be further divided
by decision points or stage gates with criteria and activities that should be
met or completed before committing additional resources to the project.
Passing from one decision point to the next requires evidence and
documentation, such as test reports, data analysis, and other
assessments to demonstrate that these criteria have been met. During
the acquisition life-cycle, TRAs can monitor the progress of maturing
technologies and determine how ready a technology is to make a
transition from technology development to subsequent phases.

In addition to TRAs, organizations use other types of assessments to
examine the technical aspects of acquisition, such as critical design
reviews to ensure that a system can proceed into fabrication,
demonstration, and tests and the technology can meet the performance
requirements within cost and schedule. Other assessments include
systems engineering reviews used to examine the integration of
components into systems, test reports used to detail the outcomes of
developmental tests, and manufacturing readiness assessments used to
examine the maturity of the processes that will be applied to manufacture
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the product.’ Each of these reviews provides incremental knowledge
during the course of a program and helps managers assess how well a
project is progressing. Taken together, the different kinds of reviews and
assessments develop a picture of how the project is proceeding and may
highlight risk areas.

The Guide focuses on strategies that begin with a new or novel solution
to a set of needs and requirements that should integrate technologies of
varying technology readiness levels into a program or larger system.
Therefore, acquisitions considered here have their origin in a set of
performance requirements requiring a materiel solution. These solutions
often require some technology development as well as requirements to
integrate with other systems as part of the acquisition process. This
technology development may involve new invention, technology
maturation, or the adaptation of existing technologies or heritage
technologies for new applications or environments.

Figure 2 depicts a four-phased acquisition process: technology
development, product development, production, and operations. Each
broad phase may contain a number of activities designed to increase
knowledge about the technologies and product being developed, built,
and eventually operated. Each phase has a transition to the next with a
documented evidence-based review that demonstrates the knowledge
gained during the phase and the progress in development compared to
goals and exit criteria established for the phase.

14For some applications, such as the development of complex chemical processing
facilities, validation of the performance of all of the technology elements, including critical
technologies, in an integrated system is crucial to the technology maturation process.
Such comprehensive assessments may use a system readiness assessment (SRA)
methodology that provides a systemic understanding of the development life-cycle of the
entire system and its interfaces with external entities. Such assessments of the integrated
processing system should be completed as part of key TRAs.
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________________________________________________________________________________________________________________|
Figure 2: Phased Acquisition or Project Life-Cycle with Decision Points

Technology development Product development Production Operation

TRAs may be conducted as part of
efforts to upgrade system
capabilities, address obsolescence,
or plan for follow-on efforts to
replace the system

Integrating the : TRAs may be conducted for
technology and @ Demonstrating programs considering incremental
designing the | the system upgrades of capabilities or changes
to system designs

Maturing technologies

Decision point Decision point
Program initiation Production begins

Source: GAO analysis of agency documents. | GAO-20-48G
Since each phase comprises multiple activities, the acquisition or project
life-cycle may be further divided into “decision points” or “stage gates”
where activities are focused on a narrower developmental task than those
encompassed by an entire phase. For example, during the technology
development phase, one stage may focus on exploring technologies and
a subsequent stage may be concerned with maturing selected
technologies. A third stage could consist of activities to help in the
transition to mature technologies in the product development phase. A
decision point at the end of the transition gate would signal the start of
product development. Figure 2 is a notional illustration since each
organization creates a model that fits the specific types of acquisition
processes they use.

The following descriptions highlight characteristics of each phase of the
acquisition or project life-cycle and the potential role of TRAs within them.

Technology Development

Technology development is a continuous discovery and development
process reflecting close collaboration between the science and
technology community, the user, and the system developer. It is iterative,
designed to assess the viability of technologies while refining user
requirements. In the technology development phase, the science and
technology community explores available technologies (e.g., conceptual
systems, components, or enabling technology areas) and matures them
to a stage in which they may be able to integrate into a product as part of
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a formal acquisition program.?® This typically occurs when the technology
reaches at least a TRL 6 and preferably a TRL 7.

When technology is not adequately mature to transition to product
development, the program manager should (1) consider using an
alternative technology that is mature and that can meet the user’s needs,
(2) engage the user in a dialogue on appropriately modifying the
requirements, or (3) continue to mature the selected technology. In this
phase, regular assessments of technology progress provide confidence to
the product developers that the technology is advancing towards
functioning in a product within available resources of time and funding.
Evidence-based documentation may include multiple TRAs that can
inform analyses of alternative solutions, or baseline technology strategies,
gauge the progress of development efforts, and establish or update
maturation plans to increase the likelihood for successful transition of
technology into product development.’® It is important to point out that
agencies approach alternative technologies in different ways. For
example, some agencies conduct an analysis of alternatives to identify
the most mature, cost-effective technologies, using a tailored knowledge-
building TRA process to select the technology elements that will
constitute a system.'” If there are technologies that can perform similar
functions that are at similar TRLs, and require technology maturation and
additional performance data, parallel technology development and testing
is often used in the early stages to develop the data required to determine
whether this alternative technology might achieve better outcomes.

15Enabling technologies are products of research and development including processes,
equipment, and methodologies that facilitate significant gains in performance or
capabilities for a particular industry.

16Experts recognize that knowledge-building TRAs are cost-effective and useful tools for
informing the technology maturation process, which helps limit the more resource-
intensive formal, independent TRAs conducted for key decision points or stage gates.

17An analytical comparison of the operational effectiveness, suitability, and life-cycle cost
of alternatives materiel solution that satisfy an established capability need identified in an
Initial Capabilities Document. It focuses on identification and analysis of alternatives,
Measures of Effectiveness, schedule, Concepts of Operations, and overall risk. An
analysis of alternatives also assesses Critical Technology Elements associated with each
proposed materiel solution, including; technology maturity, integration risk, manufacturing
feasibility, and technology maturation and demonstration needs.
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Product Development

Product development should involve the continued reduction of
technology risk, especially as it relates to the integration of technologies
into a product or system design. Ideally, product development begins with
the transition of mature technologies into the project or system and ends
when the product design is complete and developmental testing has
shown that the various components can work together as an integrated
whole and can be manufactured and sustained within established cost,
schedule, and quality goals.

Product development activities include the continued maturation of
technologies, development and refinement of the design including the
preparation of detailed design drawings, construction of higher fidelity
prototypes of components and systems, integration activities to ensure
that the components work together, testing to ensure that performance
and reliability expectations can be met, and demonstrations of
manufacturing capabilities to show that the product can be consistently
produced within cost, schedule, quality, and performance goals. Product
development may be the last phase for organizations, such as NASA who
may build a single product where there is no production of multiple units.

TRASs during this phase can ensure that the technologies are fully mature
before proceeding into production. That is, the technologies have been
demonstrated as an integrated system in an operational environment and
are likely to meet key performance requirements.'® Upon entering product
development and therefore having achieved at least TRL 6 (system
demonstration in a relevant environment) the CT is now considered
beyond the reliance of science and technology investment and is
dependent on standard systems engineering development practices to
achieve a fully mature status. During the product development process,
TRAs are important inputs into systems engineering events, such as a
project’s preliminary design review and critical design review, and can
expose knowledge gaps. If a project has a lower than recommended TRL
(i.e., less than TRL 7) by preliminary design review, then the project does
not have a solid technical basis of its design and the program could put
itself at risk of approving a design that is less likely to remain stable.

8For some applications, extended factory acceptance testing, which can include
integrated testing of the actual components to be placed into service, is used as part of
the technology maturation process, and overall risk mitigation strategy.
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Production

The beginning of the production phase marks the point at which the
elements of a product—its technologies and design—are sufficiently
mature for initial production. Manufactured items are subjected to
acceptance testing designed to ensure that the manufactured products
are maintaining quality standards, before they are placed in the inventory.
During this period, production processes are under statistical control and
used to ensure the product has attained sufficient reliability and can be
produced at an efficient rate within cost and quality goals. Depending on
quantities to be produced, production may span 10 years or more.

TRAs are not typically conducted during this phase. However, programs
considering incremental upgrades of capabilities or changes to system
designs to address issues, such as parts obsolescence, may still conduct
TRAs.

Operation

The operation phase marks the period of actively using the product.
Organizations may subject the product to follow-on operational testing or
to inspections to ensure it is performing as designed. Operational time
periods vary, depending on the maturity of the products and their average
useful life. The life of a product is determined by its use and by its
materials. Buildings, such as nuclear containment facilities may have a
30-year life. Military equipment is routinely projected to have a 15-30 year
life-cycle. Systems designed for scientific investigation may have life-
cycles that run from 5-15 years. During the operational phase, products
are maintained and may undergo refurbishing or receive upgrades.
Obsolescence of technologies (that is, when it becomes too costly or
infeasible to maintain old technology) is an important factor as is
continued supply of the production components, including spare parts and
replenishments.

Similar to the production phase, TRAs may be conducted during the
operation phase as part of efforts to upgrade system capabilities, address
obsolescence, or plan for follow-on efforts to eventually replace the
system.
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Technology Development Approaches

Not every organization develops or manufactures a unique product to
meet its needs. While some organizations may develop new products and
establish new programs, they may also undertake other work, such as
upgrades to existing products or modifications to products developed by
commercial vendors, adjusting the products to meet agency standards or
needs. If the project is incrementally developing a product to fill emerging
needs, the product may meet minimum requirements but not the desired
end state. Successive iterations of development bring the product design
to its full capability.

TRAs can play an important role in informing the timing of incremental
upgrades by providing information on whether the technologies are
mature and ready to be integrated onto a product. In the case of
incremental development or evolutionary acquisition, each product
iteration depends on the availability of mature technologies. This may
entail successive technology development phases. Program strategies,
such as block upgrades, pre-planned product improvements, or similar
efforts that provide a significant increase in operational capability, may be
managed as separate increments.’® In an evolutionary acquisition,
identifying and developing the technologies necessary for follow-on
increments continues in parallel with the acquisition of preceding
increments, allowing the mature technologies to more rapidly proceed into
the product development phase.

Relationship of TRAs to Program Management and
Oversight

TRA data collection efforts may be incorporated as an integral part of
systems engineering processes upfront and throughout the development
and acquisition of a program. When planned and executed well, TRAs are
complementary to existing program management activities, system
development efforts, and oversight functions by governance bodies. Many
practices needed to produce a TRA are a natural outgrowth of sound
systems engineering practices, such as identifying CTs, creating a
detailed systems structure, developing a plan for ensuring that CTs are
evaluated, collecting evidence of the evaluation, and retaining the results

°Incremental increases in operational capability should be developed based on mature
technology and delivered to the user in a useful grouping.
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as proof that these processes were undertaken as evidence of progress
toward maturity. The program manager for the government and for the
contractor, the internal project management and engineering teams, as
well as technology developers, will use these documents to inform the
management of the program and track its progress.

Programs are also subject to periodic oversight from governance bodies
and other decision makers who have responsibility for ensuring that
acquisitions are progressing and are ready to move forward past key
decision points. For these decision points, TRAs provide evidence that
the product’s technical development is progressing as desired and that
technologies are mature enough to move to the next phase of
development. If program managers have conducted multiple TRAs to help
inform their management of the technology development process, then
they have already built a knowledge base that can provide persuasive
evidence that the technology developers have been diligent and thorough
in their examination of the CTs, and that the technologies themselves
have matured at a pace commensurate with the acquisition phases of the
program. In this case, governance requirements might be met by
validating a program’s existing body of TRA knowledge rather than by
conducting a new assessment.

Ways to Tailor TRAs for Different Purposes

The TRA process and the content of an assessment can be tailored,
depending on the purpose and audience for which it is conducted. While
the focus of this Guide and the best practices it describes is on how to
conduct high-quality TRAs throughout the life-cycle, the expert community
has recognized that tailored self-assessments are useful to help the
narrower audience make decisions about the day-to-day management of
technology development efforts.

One such example of a tailored approach is through project self-
assessments or knowledge-building TRAs, as part of peer reviews. These
knowledge-building TRAs are conducted for the program manager,
technology developer, or systems engineer for specific purposes, such
as:

« learning about specific aspects of technology development (e.g.,
identifying gaps in maturity or specific areas that may be challenging);

« calculating progress toward achieving technical performance goals for
a specific technology or group of technologies;
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« identifying potential concerns and risks;

« gathering evidence to continue development efforts or initiate steps
toward using an alternative or backup technology;

« demonstrating and maturing the performance of fieldable technologies
or prototypes?9;

« understanding the transition risks when maturing technologies;

« determining whether technologies are ready to transition to new or
existing acquisition programs or larger systems; and

« deciding whether CTs are ready for a TRA to be conducted for
governance bodies at an upcoming decision point.

In cases where organizations seek to accelerate technology development
through shorter life-cycles as a streamlined acquisition approach, the less
resource intensive knowledge-building TRA may be the practical choice.
However, tailoring the TRA process may not be appropriate in other
situations. In the case of transition to product development, a decision
maker would want to ensure that TRA best practices have been followed
before making a major commitment of resources.

More Frequent Evaluations of Technology Maturity

Organizations have learned that more frequent, regular evaluations on
the maturity of CTs are a best practice. During the 1990s when DOD and
NASA were conducting TRAs, governance bodies used the TRA reports
at major decision points to determine whether programs that depend on
CTs were ready to move to the next acquisition phase. Organizations
have since expanded the use of TRAs and understand that conducting
knowledge-building TRAs in the periods between decision points can put
technology developers, program managers, and systems engineers in a
better position to gauge progress, monitor and manage technology
maturity, and identify and manage risks earlier.

20A prototype is a physical or virtual model used to evaluate the technical or manufacturing
feasibility or utility of a particular technology or process, concept, end item, or system.
Prototyping is used in an acquisition program as a tool for risk reduction, technology
maturation, identifying and resolving integration risks, controlling manufacturing and
sustainability risks, requirements development, and minimizing risks of cost growth due to
unknowns in design, assembly and integration.
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Technology Maturity Assessment Strategies

Multiyear acquisition projects that involve the development of highly
complex technologies and systems over long periods likely require
multiple TRAs as part of an overall system development approach. In
such cases, a best practice is to develop a technology maturity
assessment strategy that involves identifying all the TRAs to be
conducted throughout the acquisition of the system. The technology
maturity assessment strategy lays out the broad goals and purposes of
the TRAs, including when they may be conducted in the acquisition or
project life-cycle, and how many, at a minimum, will be undertaken. The
maturity assessment strategy can also include when knowledge-building
TRAs should be conducted to serve as waypoints to gauge progress
toward achieving specific program goals.

The technology maturity assessment strategy should provide guidance on
how stakeholders should achieve consensus on conducting the TRAs.
For example, in developing an overall technology maturity assessment
strategy, stakeholders should agree on whether one or more formal TRAs
will be required to support one or more key decision points or stage
gates. This strategy should be included in a program’s overall acquisition
strategy or equivalent document.
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Case study 1 shows how knowledge-building TRAs can inform acquisition
strategies.

Case Study 1: Knowledge-Building TRAs Inform Acquisition Strategies, cited in

GAO-19-336SP

In 2019, the Navy was determining the acquisition strategy for the Next Generation
Jammer Low-Band (NGJ-LB) program and analyzing potential solutions to meet its
capability needs. The NGJ-LB is an external jamming pod system that will be fitted on
EA-18G Growler aircraft in order to disrupt adversaries’ use of the electromagnetic
spectrum for radar detection, among other purposes. The Navy is planning to execute
the program as a middle tier acquisition. A middle tier acquisition—also referred to as
an FY16 Section 804 program—is a program that uses a streamlined acquisition
process to rapidly prototype or field capabilities within a 5-year period. One of the
factors program officials considered to determine whether the program would move
forward as a middle tier acquisition was the technology maturity of critical
technologies to be used on the program.

The Navy used a technology maturity assessment process it cited as a best practice
to inform the program of any technology maturity concerns prior to it making key
decisions about its acquisition strategy. According to the Navy, in October 2018, two
demonstration of existing technologies (DET) contracts were awarded to assess
maturity of technologies, identify potential materiel solutions, and inform acquisition
strategy development. Both contractors were required to provide technology
demonstration prototypes and demonstrate technology maturity in a relevant test
environment. In July 2019, an independent Navy assessment team conducted
technology maturity assessments of both contractors’ prototype designs using a
process it described as having the rigor and discipline of a TRA. We refer to these
types of assessments as knowledge-building TRAs. The team examined contractor
self-assessments based on technical work breakdown structures that decomposed
the system design to its technical elements and supplemental information from the
contractors to perform its assessments. Data from the DET contracts, as well as the
independent assessment, confirmed the technology is available to support fielding
the NGJ-LB capability. Based in part of the results of these assessments, the NGJ-LB
program proposed moving forward as a middle tier acquisition program.

GAO, Weapon Systems Annual Assessment: Limited Use of Knowledge-Based
Practices Continues to Undercut DOD’s Investments, GAO-19-336SP (Washington,
DC.: May 7, 2019). Information from subsequent follow up work is included in this
case study.

Technology maturity assessment strategies are generally program wide
and may encompass years of development and multiple TRAs. Every CT
should be included, sometimes multiple times, and the strategy needs to
allow for flexibility on how quickly the technologies mature. Often the
customer for a technology maturity assessment strategy is the
governance body or oversight organization of the program. For example,
10 U.S.C. § 2366b(a)(2) requires that a Major Defense Acquisition
Program (MDAP) may not receive a Milestone B decision until the
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Milestone Decision Authority (MDA) certifies that the technology in the
program has been demonstrated in a relevant environment based on an
independent review.2' The strategy should allow for sufficient time and
resources to complete the assessment before the expected milestone
date.

Figure 3 is a notional program integrated schedule that shows where
various TRAs may be conducted in relation to key decision points. Each
program manager should determine when TRAs for governance purposes
and for knowledge-building purposes will be conducted. The frequency of
assessments will vary by program but should include their relation to key
decision points; and to other systems engineering activities, such as
technical reviews, planned contracting actions (i.e., request for proposal
release, source selection activities, and contract awards), production
events and deliveries, and key test activities. The number of TRAs for
CTs varies depending on their complexity and maturity throughout
development. For example, a complex technology entering development
at TRL 4 may require more TRAs than a less complex CT entering
development at TRL 6.

Figure 3: lllustration of Technology Readiness Assessments (TRA) in a Program’s Integrated Schedule

o [ e [ vers [t [ s [ s [ et [ s [ s )3

Program ¢ A A ¢

decision points Decision Preliminary  Decision Critical Decision
point 1 design review point 2 design review point 3
Technology reviews : A A — ; A
Knowledge- Full TRA Full TRA Full TRA
building TRAs
as needed

Source: GAO analysis of agency documents. | GAO-20-48G

21The Milestone Decision Authority (MDA) is the acquisition executive of a Major Defense
Acquisition Program (MDAP) responsible for ensuring that all regulatory requirements and
acquisition procedures are in compliance with DOD Instruction 5000.02. The MDA
assesses a program’s readiness to proceed to the next acquisition phase and determines
if a program has met its phase exit requirements and can proceed into the next acquisition
phase during a milestone review in terms of cost, schedule, and performance.
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Management requirements dictate the timing of required assessments.
For example, for DOD MDAPs a TRA is required before a Milestone B
decision.?2 However, the strategy should address the entire acquisition
life-cycle and reflect the resources (labor, materials, and overhead,
among others) and consider time or funding constraints for all
assessments, whether required to support a decision point or simply to
support the need for knowledge.

The technology maturity assessment strategy should include guidance for
reaching agreement with stakeholders on the TRA scope, schedule, and
resources. Other practices dictate that the program’s master schedule
should include the general timeframes for conducting the TRAs, and that
the amount of time allocated for conducting the assessments be
reasonable. Finally, the technology maturity assessment strategy should
be aligned with other key planning documents, such as the systems
engineering plan.

Why TRAs are Important and Understanding
their Features

Twenty years ago, GAO established that a disciplined and knowledge-
based approach in evaluating technology was fundamental in putting
acquisition programs in a better position to succeed. In 1999, GAO
published Best Practices: Better Management of Technology Can
Improve Weapon System Outcomes, which reported that maturing new
technologies before they were included in a product was perhaps the
most important determinant of the success of the eventual product.23 In
that report, GAO found that incorporating immature technologies into
products increases the likelihood of cost overruns and delays in product
development.

Technology experts agree that when those conducting TRAs follow a
disciplined and repeatable process, focus on how the end user plans to

2/ Milestone B is the juncture to enter the Engineering and Manufacturing Development
(EMD) acquisition phase. It is considered the official start of an acquisition program where
major commitments of resources are made. Statutes and DOD policy require
documentation, such as a TRA, for Major Defense Acquisition Programs (MDAP). See,
Weapon Systems Acquisition Reform Act (WSARA), Pub. L. No. 111-23, § 204, 123 Stat.
1704, 1723-24 (May 22, 2009); DoD Instruction 5000.02, at 7, para. 5(c)(3).

2GAO/NSIAD-99-162.
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employ the technology, and rely on sufficient evidence to produce a
useful TRA report, program managers, technology developers and
governance bodies are in a better position to make informed decisions.
GAO found that when program managers and technology developers
used disciplined processes, employed a knowledge-based approach
throughout acquisitions, and had access to readily available information
and readiness standards, it helped them to safeguard product
development from undue technology risks.

High-quality TRAs provide program managers and governance bodies
with important information for making technical and resource allocation
decisions on whether a technology is sufficiently mature to move past a
decision point to the next acquisition phase, needs additional work, or
should be discontinued or reconsidered in favor of more promising
technology. The TRA report serves as input to other program
management decisions to estimate cost, schedule, and risk.

Furthermore, TRAs provide a common language and framework or
reference point to facilitate dialogue supported by well-defined measures
and methods across organizational disciplines, departments, and
business functions. In doing so, they serve as a basis for addressing
transition issues, solidifying stakeholder commitments, and identifying
potential concerns that may require closer examination in order to track
and monitor them or to develop plans to mitigate potential risks, such as
preparing a technology maturation plan (TMP) for immature
technologies.?* There are other supplemental methods available that rely

2The technology maturation plan (TMP) is developed for CTs that do not meet specific
TRL goals or expectations where gaps exist that require further evaluation, testing, or
engineering work in order to bring the immature technology to the appropriate TRL or
goal. As a best practice, the plan identifies the activities needed to bring immature critical
technology up to a desired TRL. The plan is updated periodically when subsequent TRAs
are conducted to determine technology progress or maturity, whether it has met
expectations or goals, and whether the concerns, risks, or issues have been satisfactorily
addressed or resolved.
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on the TRA to help estimate the level of effort needed to mature the
technology.?®

It is worth noting that commercial organizations use TRAs to gauge their
own internal investments, such as research and development projects
that have the potential for use on future government contracts. For
example, Raytheon Space and Airborne Systems uses TRAs as a way to
ensure that investments in their internal and customer funded research
projects are advancing technology development efforts to the appropriate
stage and at the right rate to achieve key goals or acquisition milestones.
Raytheon believes that evaluating promising technologies and aligning
them with DOD efforts can put them in a more competitive position.
Raytheon developed the following tailored process to follow many of
DOD’s steps that include:

« Identifying potential systems and programs as likely recipients of the
technology

e Using the research team to perform the TRA, supplemented when
necessary by internal technology readiness experts,

« Reviewing assessments by subject matter experts in both technology
development and readiness, and business leaders to ensure both
accuracy of the assessment and adequate progression of the
technology,

5The Advancement Degree of Difficulty (AD2) is a method that predicts what is required to
move a technology component, subsystem, or system from one TRL to another.
Information is provided by determining (1) the activities required to mature the technology,
(2) the cost associated with those activities, (3) the time required to accomplish those
activities, and (4) the likelihood that those activities cannot be accomplished. The
information is derived from a set of questions in the five areas of design and analysis,
manufacturing, software development, test, and operations. Not all agencies use a
standardized AD2 process. Some agencies rely on development of the TMP to identify
developmental tasks and quantify the resources related to maturing a critical technology
from its current TRL to the target TRL. Another method, the Research and Development
Degree of Difficulty (R&D3), is a 5-level scale intended to supplement the TRL by
characterizing the degree of difficulty in proceeding from the current TRL state to desired
level, with 5 being very difficult and 1 being least difficult to mature the technology
(Mankins 2002).The Risk Identification, Integration, and llities (RI3) method is an
integrated method involving both top-level (key processes) and lower-level (trigger
questions) approaches for identifying technology risks. It is intended to support program
managers and system engineers in the development and integration of new and reused
technologies by identifying the technical risks that historically have hampered previous
programs. When used as an integral part of an integrated systems engineering strategy,
this approach can be done early to enable evidence-based decisions and mitigate the
potential for cost overruns and schedule delays.
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« Relying on mechanisms to change the research plan to accelerate,
slow down, or retire the development based upon the technical
readiness assessment,

« Ensuring objectivity in the assessment—particularly with regard to
demonstration environments—necessitated by system requirement
evolution.

TRAs have also expanded their reach within the federal government for
research and development projects. In September 2017, the Department
of Transportation’s Federal Highway Administration issued a guidebook
that provides the necessary information for TRL assessments, as a tool
for determining the maturity of technologies and identifying next steps in
the research process.26 The department developed the guidebook
because it needed a way to identify which research projects to emphasize
for transition and which audiences would be interested in the results. See
appendix IV where the Department of Transportation TRL descriptions
and questions can be found.

TRLs have proven to be reliable indicators of the relative maturity of the
technologies reviewed in government and commercial acquisitions, and
their eventual success after they were included in product development
programs. As discussed in a prior GAO report, DOD and commercial
technology development case studies showed that demonstrating a high-
level of maturity before allowing new technologies into product
development programs put those programs in a better position to
succeed.?” Simply put, the more mature technology is at the start of the
program, the more likely the program will succeed in meeting its
objectives. Technologies that were included in product development
before they were mature later contributed to cost increases and schedule
delays (see table 1).

26J.S. Department of Transportation, Federal Highway Administration, Technology
Readiness Level Guidebook (Report No. FHWA-HRT-17-047). (Washington, D.C.; Sept.
2017).

27GAO/NSIAD-99-162.
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|
Table 1: Cost and Schedule Experiences for Products with Mature and Immature
Technologies

Product development

Product development and TRL at Cost growth  Schedule delay
associated technologies program
initiation
Comanche helicopter 5 101 percent? 120 percent?
e Engine 5
e Rotor 3
e  Forward looking infrared 3
e Helmet mounted display 3

e Integrated avionics

Brilliant anti-armor submunition
e Acoustic sensor

e Infrared seeker

e Warhead

e Inertial measurement unit
e Data processors

Hughes HS-702 satellite 6 None None
e Solar cell array

88 percent 62 percent

W W wwnmN

Ford Jaguar automobile 8 None None
e Adaptive cruise control 8
e Voice activated controls

Source: GAO/NSIAD-99-162. | GAO 20 48G.

aThe Comanche helicopter, in particular, has experienced a great deal of cost growth and schedule
slippage for many reasons, of which technology immaturity is only one. Other factors, such as
changing the scope, funding, and pace of the program for affordability reasons, have also contributed.

TRAs Help Inform Important Acquisition Functions

In developing this Guide, experts agreed that conducting TRAs provides
many tangible benefits in addition to an evaluation of the maturity of CTs
at a given time. For example, TRAs may be used to protect program
managers from unknowingly accepting or being coerced to accept
immature technologies into their programs and projects. Executing the
TRA process also includes a multitude of activities that require
practitioners to cross organizational, professional, and managerial
boundaries to establish lines of communication, exchange information,
and keep scientists, systems engineers, acquisition officials, and others
informed throughout the development of a program or project. These
activities increase knowledge and facilitate an understanding of how
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technologies interact with one another and with the larger systems or
programs that integrate them. They may increase awareness of changes
that could affect other elements and systems, while eliciting involvement
and participation of the test and evaluation communities to ensure that
maturity demonstrations adequately stress technologies appropriate to
the expected relevant or operational environment.

Programs that forgo TRAs or ignore the information they provide risk
negative consequences in terms of cost increases, schedule delays, or
delivering less capability than promised. The TRA process is one
approach that identifies potential risks during early technology
development before they are carried past a decision point and into
product development, where resource requirements are often substantial.

Case study 2 shows the negative consequences of accepting immature
technologies at program initiation when CTs should have been mature.

Case Study 2: Immature Technologies Increase Risk, an Example from DOD,

cited in GAO-08-408

Before its cancellation in 2011, the Future Combat Systems—composed from 14
weapon systems and an advanced information network—was the centerpiece of the
Army’s effort to transition to a lighter, more agile, and more capable combat force. In
March 2008, GAO reported that 42 out of the program’s 44 critical technologies had
not reached maturity halfway through its development schedule and budget at five
years and $12 billion in spending. Major technical challenges, the Army’s acquisition
strategy, and the cost of the program, as well as insufficient oversight and review, all
contributed to its subsequent cancellation.

GAO, Defense Acquisitions: 2009 Is a Critical Juncture for the Army’s Future Combat
System, GAO-08-408 (Washington, D.C.: March 7, 2008).
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Case study 3 shows how the absence of key information about the
maturity of CTs can hinder important decisions.

Case Study 3: Assessments Provide Key Information, an Example from DOE,

cited in GAO-10-675

In June 2010, GAO reported that the Department of Energy (DOE) was unable to
provide information to policymakers on the progress of two key technologies to
reduce carbon dioxide emissions. Essentially, DOE did not systematically assess the
maturity or use a standard set of benchmarks or terms to report on the maturity of
technologies. When policymakers were determining climate change policies, these
shortcomings limited their oversight in DOE’s spending to develop these technologies
such as determining future resource needs to commercially deploy these
technologies. GAO recommended that DOE develop a set of standard benchmarks to
measure and report to Congress on the maturity of the two key technologies to
address information gaps and technology development issues.

GAO, Coal Power Plants: Opportunities Exist for DOE to Provide Better Information
on the Maturity of Key Technologies to Reduce Carbon Dioxide Emission,
GAO-10-675 (Washington, D.C.: June 16, 2010).

Understanding Features of TRAs Can Help Practitioners
and Consumers of Information

TRAs provide valuable information that can help program managers,
technology developers, and governance bodies make informed decisions,
but it is important to understand the features that can affect their quality,
as well as their limitations. Understanding these features can help both
the practitioners who apply the best practices and the decision makers
who depend on the TRA report information to better understand context in
terms of what is being assessed, and what the information does and does
not convey. For example, TRAs are point-in-time evaluations that provide
a snap shot in time. While there is no standard guideline for the shelf life
of a TRA rating, experts assert that it can range anywhere from 1 to 6
months, depending on the type of technology and how rapidly it evolves.

The quality of a TRA depends on close communication among all the
stakeholders, including the technology developer, program manager,
governance body, and TRA team that performs the assessment.
Organizational communities that create, develop, manage, produce, and
integrate technology are diverse and each has their own set of objectives,
goals, and missions. Differences between them can lead to different
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perspectives in planning and conducting TRAs and interpreting the
results. The terms used and what they mean often differ. For example,
terms like “simulated environment,” “relevant environment,” and
“operational environment” often have different meanings for different
organizations and disciplines.

Optimism, which is pervasive in acquisition programs, can also affect
TRA report findings or their interpretation. For example, program
managers may believe that lessons learned from past programs will
benefit their program and may not closely scrutinize the maturity of
certain technologies. Or, they may be more willing to take on greater risk
and accept immature technology because their promised performance is
vital to obtaining funding and stakeholder buy-in. In addition, in today’s
competitive environment, contractor program managers may be overly
optimistic about the maturity of CTs, especially prior to contract award.
Case study 4 highlights that underestimating the cost to mature CTs can
negatively affect program development and schedule.

Case Study 4: Space Programs Often Underestimate Costs, an Example from

DOD, cited in GAO-07-96

Costs for DOD space acquisitions have been consistently underestimated over the
past several decades—sometimes by billions of dollars. In 2006, GAO reported that
cost growth in DOD space programs was largely caused by initiating programs before
determining whether requirements were achievable within available resources.
Unrealistic cost estimates resulted in shifting funds to and from programs, which also
exacerbated agencywide space acquisition problems. For example, on the National
Polar-orbiting Operational Environmental Satellite System program, DOD and the
Department of Commerce committed to the development and production of satellites
before the technology was mature—only 1 of 14 critical technologies was mature at
program initiation, and 1 technology was found to be less mature after the contractor
conducted more verification testing. The combination of optimistic cost estimates with
immature technology resulted in cost increases and schedule delays. GAO
recommended that DOD, among other things, require officials to document and justify
the differences between program cost estimates and independent cost estimates.
GAO also recommended that, to better ensure investment decisions for space
programs, estimates could be updated as major events occur within a program that
might have a material impact on cost, such as budget reductions, integration
problems, and hardware and software quality problems.

GAO, Space Acquisitions: DOD Needs to Take More Action to Address Unrealistic
Initial Cost Estimates of Space Systems, GAO-07-96 (Washington, D.C.: Nov. 17,
2006).

The quality of a TRA is also contingent on the accuracy and relevance of
the artifacts, test data, analytical reports, and other information used to
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support the assessment. The artifacts, data, and other information
collected to assess CTs may have dependency, functions, and interaction
with other systems or program elements that may be outside the
assessment scope or may not be available to the TRA team conducting
the assessment. Thus, careful consideration of technology components,
systems, or subsystems that may be out of the scope’s evaluation should
be carefully and selectively considered as part of the TRA design and
execution.

Further, changes or refinements in requirements, technology designs, or
other factors can and often do change which can affect the evaluation.
These changes could impact both the information needed to conduct a
TRA and the interpretation of previously collected information. For
example, at the earliest stages of development, a technology program
may not necessarily have a discreet set of defined requirements and may
have more than one potential application or system it is being developed
for, so it may be infeasible to assess it for all possible applications.
However, information about the system and operational environment that
the technology will operate within is necessary to conduct TRAs that will
assess the maturity of technologies beyond the lowest levels of the TRL
scale.

By regularly documenting data, analyses, and facts, and keeping abreast
of changes in requirements, technology developers and program
managers are in a better position to facilitate and support TRA efforts.
Such information, when collected periodically and retained for future
reference, can also improve the program management and technology
development process.

The Characteristics of a High-Quality TRA and
a Reliable Process for Conducting Them

In this section, we introduce the characteristics of a high-quality TRA, the
best practices associated with those characteristics, and an established,
repeatable process that governs the execution of the best practices. We
describe how the process steps, if implemented, can result in a TRA that
reflects four distinct characteristics of a high-quality assessment. Finally,
we describe how the Guide displays this information by presenting each
step as its own chapter with the associated processes and best practices.
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Four Characteristics of a High-Quality TRA

GAOQO’s research and discussions with experts from government, industry,
non-profits, and academia has found that high-quality TRAs are credible,
objective, reliable, and useful. Decision makers—from the technology
developer or program manager who sponsors the TRA to the governance
body who uses the TRA report to make important resource decisions at a
milestone or stage gate—can depend on the information when the report
reflect these four characteristics.

o Credible TRAs are conducted with an understanding of the
requirements that guide development of the CTs and system, the
relevant or operational environment in which it will function, and its
integration or interaction with other technologies.

« Objective TRAs are based on objective, relevant, and trustworthy
data, analysis, and information; and the judgements, decisions, and
actions for planning and executing the assessment are free from
internal and external bias or influence.

« Reliable TRAs follow a disciplined process that facilitates
repeatability, consistency, and regularity in planning, executing, and
reporting the assessment.

« Useful TRAs provide information that has sufficient detail and is timely
and can be acted upon.

Best Practices Related to Planning, Executing, Reporting,
and Using the TRA

A number of best practices form the basis of a high-quality TRA. Our
research shows that credible, objective, reliable and useful TRAs are
conducted by government agencies and industry that systematically
implements these best practices. The following list describes the best
practices that, if implemented, can result in a TRA that exhibits the four
characteristics.

A credible TRA

« is comprehensive and includes all of the key information identified in
the TRA plan

« identifies and has the expertise needed to conduct the assessment
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« considers the newness or novelty of technologies and how they plan
to be used as basis for selecting CTs

e considers the operational performance environment and potential cost
and schedule drivers as a basis for selecting CTs

« considers the relevant environment as a basis for selecting CTs

« considers the potential adverse interaction with other systems as
basis for selecting CTs

o selects CTs during early development
o selects CTs at a testable level
An objective TRA

« is conducted by an independent and objective TRA team

« is based on a level of detail that is consistent with the level of detail
(evidence) available

« includes all of the key information (evidence) obtained by the TRA
team to conduct the assessment

« is based on solid analysis to determine the number of CTs
« confirms the CTs based on more specific questions and requirements

« is based on test articles and results that have been verified by the
TRA team

« assigns TRL ratings based on credible and verified evidence

« is verified by management with respect to the factual accuracy of the
TRA report

A reliable TRA

« follows a reliable, disciplined, and repeatable process to select CTs

« is reviewed by the TRA team to ensure the initial TRA plan has all the
essential information

« has adequate time and resources to conduct the assessment

« documents the rationale used to select CTs, including technologies
not selected

« confirms the TRL definitions are still appropriate, and agreement is
reached between the TRA team and the program manager on the
kinds of evidence needed to demonstrate that a goal or objective has
been met
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« has a documented TRA policy or guidance for preparing a report
« includes all the key information in the TRA report

« includes management’s written response to the TRL rating in the TRA
report including dissenting views

e documents lessons learned in the TRA report
A useful TRA report

« identifies the recipient or recipients of the TRA report

e is used for its stated purpose, such as to inform decision makers
about whether a prescribed TRL goal has been met, or identify
potential areas of concern or risk, among other purposes.

« identifies the actions to take for CTs assessed as immature, such as
considering an alternate or backup technology, developing a
technology maturation plan, updating the program risk management
plan, or updating the cost and schedule risk assessments

« is submitted in advance of a decision point or stage gate for
governance reviews

The Five Step TRA Process

This Guide presents a five step process that provides the framework for
planning, assessing, and reporting the TRA. The process represents a
consistent methodology based on government and industry best practices
that can be used across organizations to assess the maturity of CTs. By
following a process of repeatable steps, organizations should be able to
produce high-quality TRA reports that can be clearly traced, replicated,
and updated to inform decision makers who use the information. Each of
the five steps is important for ensuring that TRAs provide decision makers
with high-quality information for making important decisions. Figure 4
shows the five steps for conducting a TRA. The subsequent chapters in
this Guide have a chapter on each step that describes the process in
more detail, and the corresponding best practices for executing them.
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Figure 4: Five Steps for Conducting a High-Quality Technology Readiness Assessment (TRA)

Prepare the TRA Identify the Assess the Prepare the Use the
Plan and Identify Critical Critical TRA Report TRA Report
the TRA Team Technologies Technologies Findings

Source: GAO. | GAO-20-48G

The TRA Process and Corresponding Best Practices and
Key Characteristics

The best practices described in this Guide are mapped to the
corresponding steps as part of an overall process for conducting a TRA.
When the steps and best practices are followed these efforts can produce
a high-quality TRA report. Table 2 shows the five steps for conducting a
TRA, the corresponding best practices and associated high-quality
characteristics.

|
Table 2: Five Steps for Conducting a Technology Readiness Assessment (TRA) and Associated Best Practices and
Characteristics

Step Best practices (Characteristics)

1: Prepare the TRA plan and Identify =~ The TRA plan has a comprehensive assessment approach and includes all the key
the TRA team information. (Credible)

The TRA plan identifies the recipient or recipients of the TRA report. (Useful)

The TRA plan identifies the expertise needed to conduct the assessment, and other
characteristics of the TRA team. (Credible)

The TRA team members are independent and objective. (Objective)

The TRA team reviews the initial TRA plan to ensure it has all the essential information.
(Reliable)

The TRA team has the time and resources to execute the plan. (Reliable)

The TRA team obtains all the key information to conduct the assessment, such as the
program master schedule, budget documents, test plans, and technical baseline description
of the program’s purpose, system, performance characteristics, and system configuration.
(Objective)

The level of detail for the TRA is consistent with the level of detail (evidence) available for the
program. (Objective)

2: Identify the Critical Technologies CTs are selected through a reliable, disciplined, and repeatable process. (Reliable)

CTs are selected based on consideration of the newness or novelty of technologies and how
they will be used (Credible)
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Step Best practices (Characteristics)

CTs are selected based on consideration of the operational performance requirements and
potential cost and schedule drivers. (Credible)

A relevant environment is derived for each CT from those aspects of the operational
environment determined to be a risk for the successful operation of that technology.
(Credible)

The potential adverse interaction with other systems which the technology being developed
should interface is considered as part of the determination to select CTs. (Credible)

The number of CTs selected for the assessment is not arbitrary and is based on solid
analysis using the work breakdown structure (WBS), technical baseline description, process
flow diagram, or other key program documents. (Objective)

The selection of CTs is confirmed, using more specific questions and requirements that
pertain to the platform, program, or system in which they will operate, is confirmed by the
TRA team and others, as appropriate. (Objective)

CTs are selected during early development. (Credible)

CTs are defined at a testable level, including any software needed to demonstrate their
functionality. (Credible)

The TRA team documents the reasons why technologies are selected as critical, including
reasons why other technologies are not selected as critical. (Reliable)

3: Evaluate Critical Technologies The TRA team confirms the TRL measure and definitions selected in step 1 are appropriate,
and reaches agreement with the program manager on the kinds of evidence needed to
demonstrate that a TRA goal or objective has been met. (Reliable)

The TRA team verifies that the test article and the relevant or operational environment used
for testing are acceptable and the results are sufficient. (Objective)

The TRA team assigns a TRL rating for each CT based on credible and verified evidence,
such as test and analytical reports, requirements documents, schematics, and other key
documents. (Objective)

4: Prepare the TRA Report Policy or guidance details how TRA reports should be prepared, including a template that
identifies the elements to report; process for submission, review and approval; how the TRA
report results should be communicated; and who should be involved. (Reliable)

The TRA report includes all of the key information. (Reliable)

Management checks the factual accuracy of the TRA report. (Objective)

The TRA report includes management’s written response to the TRL rating. (Reliable)

5: Use the TRA Report Findings The TRA report is used for its stated purpose, such as to inform decision makers about
whether a prescribed TRL goal has been met, or identify potential areas of concern or risk.
(Useful)

For CTs assessed as immature, one of several actions is identified, such as the consideration
of alternative technology, development of a technology maturation plan, updates to the
program’s risk management plan, and revision of the cost or schedule risk assessments
(Useful)

TRA reports used for governance purposes are submitted in advance of a decision point or
stage gate. (Useful)

The TRA report documents lessons learned. (Reliable)

Source: GAO analysis and subject matter expert input. | GAO-20-48G.
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The five steps for conducting high-quality TRAs can be tailored to meet
specific goals. For example, in the case of a knowledge-building TRA
conducted as a project self-assessment, a subset of practices from Steps
3 and 5 might be the most relevant. Each chapter will lay out when such
tailoring may be appropriate. In the case of transition to full-scale product
development, a decision maker in an organization would want to ensure
that the entire range of best practices is followed to evaluate technology
readiness before making a major commitment of resources.

Step 1 — Prepare the TRA Plan and Select the
TRA Team

Prepare the TRA
Plan and Identify
the TRA Team

Use the
TRA Report
Findings

Identify the Assess the Prepare the
Critical Critical TRA Report
Technologies Technologies

The TRA plan identifies all the key elements necessary to plan, execute, and report the assessment. It clearly
defines the purpose, scope, expertise of the TRA team, and required resources for conducting the assessment.
An independent TRA team from a variety of disciplines is selected to refine and execute the plan.

Source: GAO. | GAO-20-48G
The program manager or technology developer develops the initial TRA
plan. The TRA plan should clearly define the purpose and scope, goal of
the assessment, resources to be provided to support the assessment,
such as the funding and time to conduct the assessment, how dissenting
views will be handled, and for whom the TRA is being conducted. In
addition, the TRA plan should describe the system, specify the CT
definition and TRL definitions to use, identify potential CTs to evaluate,
and identify the expertise needed to select the TRA team members, along
with any agreements, such as statements of independence.?® The level of

28Although the definition of a CT may vary slightly from organization to organization,
technology elements are generally considered critical if they are new or novel, or used in a
new or novel way, and are needed for a system to meet its operational performance
requirements within defined cost and schedule parameters. These definitions should be
included in an organization’s policy or guidance, and identified in the TRA plan as a key
reference for the program manager and TRA team. Similarly, organizations should choose
the set of TRL definitions that best suit their needs or application.

Page 38 GAO-20-48G TRA Guide



Letter

detail in the TRA plan needs to be consistent with the level of detail
(evidence) available about the program.

The TRA should be conducted by a team of knowledgeable individuals
who are experienced in assessing technology maturity and their
qualifications, certifications, and training should be documented. These
team members are often outside the program office, have expertise with
the technologies to be evaluated, and bring objectivity and independence
to the activities.

Preparing the TRA plan is a twofold process. First, the program manager
or technology developer prepares the initial TRA plan to guide the
process for conducting the assessment by an independent and objective
TRA team. Key information is collected and added to supplement the
TRA plan, such as the program master schedule, budget documents, test
plans, and a technical baseline description that describes the program’s
purpose, system, performance characteristics, and system
configuration.?® Second, once the initial plan is drafted and TRA team
members are selected, the plan is reviewed by the TRA team to ensure
the plan has all the essential information. At this point, the TRA team and
the program manager or technology developer may discuss the plan and
information to ensure that the assessment approach is sound and
understood.

Parts of the TRA plan may be revised, such as the scope, schedule
needed to conduct the assessment, funding to support the effort, or
increasing personnel to conduct the assessment.

Purpose and Scope of a TRA Plan

As the TRA team refines the plan, a sufficient level of detail for the
assessment should be consistent with the level of detail (evidence)
available for the expected level of maturity of the CT at that point in the
program. For example, information for technology assessed in the earlier
stages of development would not have the same level of detailed
information than a technology at a more mature phase of development.
The TRA should obtain all of the key information (evidence) needed to

2t is important to evaluate the technical baseline description for adequacy at the earliest
phases of planning. Planning documents should have sufficient detail to support
identifying the CTs.
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conduct the assessment to ensure it is objective. The information may
include the program master schedule, budget documents, test plans, and
technical base description of a program’s purpose, system, performance
characteristics, and system configuration.

The purpose of a TRA plan falls into one of two categories:

1. a comprehensive assessment of the CTs needed for a decision point
or stage gate review for a governance body as evidence of
demonstrating that a prescribed maturity or criteria for decision
making purposes, such as whether to commit resources and approve
a program to move to the next phase of development, or

2. aknowledge-building TRA to evaluate the maturity of a certain CT or
group of CTs to assess their progress during development.

TRAs conducted as comprehensive assessments would apply the full
range of best practices outlined in this Guide. In the case of a knowledge-
building TRA conducted for a narrower audience—the program manager,
technology developer, or systems engineer—and where more frequent
and informal assessments may be conducted, the purpose can vary,
including

« learning about specific aspects of technology development (that is,
identifying gaps in maturity or areas that may be challenging),

« calculating progress toward achieving a technical performance goal
for a specific technology or group of technologies,

« identifying potential concerns and risks,

« gathering evidence to continue development efforts or initiate steps
toward using an alternative or backup technology,

« demonstrating and maturing the performance of fieldable technologies
or prototypes,

« understanding the transition risks when maturing technologies,

« determining whether technologies are ready to transition to new or
existing acquisition programs or larger systems, or

« deciding whether CTs are ready for a comprehensive TRA to be
conducted for governance bodies at an upcoming decision point.

The TRA plan should first identify who the customer is and what the
needs are for that particular assessment. For example, is the program
manager or systems engineer the recipient of the TRA that calculates
progress in achieving technical maturity goals for a specific technology or
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group of technologies? Or is the TRA to be prepared as a formal
assessment for an upcoming decision point or stage gate for a go/no go
decision? In the case of the initial assessment used to begin program
development, a broad range of technologies may need to be assessed. In
the case of interim assessments, the scope may be more limited

Once the scope of the TRA has been determined, the TRA team should
create a detailed schedule that includes waypoints on when key decisions
will be made and provides margins for inevitable (but often unforeseen)
delays. It should include a realistic estimate of the time and resources
needed to execute the TRA plan considering the number of and rationale
for the CTs selected and a realistic schedule for conducting the
assessment. In particular, the team should ensure that the TRA schedule
is not overly optimistic or based on estimates constructed to meet a
particular date. In other words, the time allocated to the assessment
should be based on the effort required to complete the activity, the
resources available, and resource efficiency. Compressing the schedule
to meet a particular date is acceptable as long as additional resources are
available to complete the effort that fewer team members would have
completed in more time. If additional resources are not available, and the
completion date of the TRA cannot be delayed, then the assessment
scope will have to be reduced and discussed with stakeholders and
documented.

Essentially, the team should try to ensure that the schedule realistically
reflects the resources that are needed to do the work and should
determine whether all required resources will be available when they are
needed.30 If resources are not available, the team should disclose that the
compressed schedule curtails the depth of analysis and may jeopardize
the evaluation.

The customers for the TRA plan can include several organizations, such
as the governance or oversight body, but the plan may also be created for
a more narrow audience—the program manager, systems engineer,
technology developer, or independent consultant, to name a few. Some
questions the TRA plan may address are

« What CT definition will be used as criteria to determine which
technology elements are critical and how will they be selected?

30GAO, GAO Schedule Assessment Guide, GAO-12-120G (Washington, D.C.: May 30,
2012).
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+ What set of TRL definitions will be used as criteria to conduct the
TRA?

« What evaluation criteria will be used to judge the results of a given
test?

« How much evidence will be needed to support a given assessment?
« What evaluation points will be needed to support the assessment?

« What kinds of evidence will be collected?

« Who will lead the TRA team?

« How will dissenting opinions on the results of the TRA report be
handled?

« Will statements of independence be used for members of the TRA
team?

« How should the credentials and experience of team members be
documented?

o What documentation will be needed for each CT?

e Who will write the TRA report that summarizes the assessment
results?

« How will the team communicate with the program?

The scope should also include measures that the team has agreed upon
to describe or quantify results of the TRA. For example, the TRA plan
should identify the CT definition that will be used as a basis for selecting
critical technology elements. In addition, the TRA plan should include the
specific set of TRL definitions to describe the criteria for evaluating each
CT. In addition, the TRA team should reach consensus on the tools they
will use to conduct the TRA, such as checklists or automated checklists or
spreadsheet calculators.3' Importantly, the TRA team should agree on the
specific standards to determine the sufficiency of evidence. For example,
is direct observation of current testing by the subject matter experts
required, or will written observations of current and past testing be used?
How many tests or observations are needed to support a given

31ln some cases, agencies have developed a set of standardized TRL calculators.
However, these are guides and at times tailored TRL calculators are more appropriate for
a specific application. In these instances, the modified TRL calculators should be reviewed
and approved by the TRA team and the appropriate program or project management
officials.
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assessment? How will success be measured? How will disagreements
among the experts be documented in the final report?

Review of past TRAs conducted on heritage technologies can inform and
strengthen current TRA planning efforts, particularly if those same
technologies are being used in new ways where the form, fit or function
may be different; or in different operational environments. In such cases,
it is a good practice to include information about the heritage technology’s
prior mission and purpose, and design changes that have occurred since
it was originally developed, among other information.

When scoping the TRA, it is important to note that a one size fits all
approach is not realistic. Hardware and software technology frequently
vary in complexity and size, thereby making each effort to scope the TRA
unique. Each technology may be distinctive and the TRA plan should be
tailored to reflect these technological differences.

Selection of the TRA Team

An independent TRA team consists of subject matter experts from a
variety of disciplines who will identify or affirm the selection of CTs,
evaluate the maturity of those CTs, and assign the TRL rating for each
CT assessed. The TRA team, usually recruited by the program manager
or other decision making authorities, is also responsible for planning,
executing, and documenting the TRA. In this regard, the TRA team
should have access to program and contractor personnel, and the data
and information to conduct the assessment. The TRA team should
participate in a pre-assessment orientation that includes a technical
overview of the program and the technologies to be evaluated.

The planning documents and the TRA plan should provide information on
the makeup of the team, including biographies detailing the credentials of
each member along with information about their experience,
qualifications, certifications, and training. In particular, the information
should allow someone relying on the assessment to observe that the
team can be objective in its evaluation, is independent of the program,
and understand how the individual TRA team members were selected.

The number of individuals appointed to the TRA team depends on the
purpose of the assessment, the requirements imposed by a governance
or oversight body, and the breadth of subject matter knowledge needed
for the assessment. Generally, a TRA team of three to five subject matter
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experts from fields relevant to the technologies to be assessed, all with
experience and training in evaluating technology maturity, is
recommended.

For comprehensive TRAs conducted in preparation for a decision point,
the governance or oversight body often requires that members of the TRA
team be subject matter experts who are independent of the program to
avoid conscious or subconscious bias, or the perception thereof. That
said, much of the value of the process is in the detailed discussion that
leads to assignment of a TRL rating, and including program office team
members as observers can be valuable. For knowledge-building TRAs
conducted for program managers or technology developers, project team
members may be a more practical choice to conduct the assessment.
However, maintaining objectivity when evaluating the evidence is a key
requirement that should be observed by all members of the TRA team.

In the selection of the TRA team, it is important to

« Ensure that TRA leads, subject matter experts, and practitioners have
the relevant experience, knowledge, and training to perform in their
designated roles.

« Select enough team members for adequate coverage of technologies.
For example if a technology involves operations in space, a team
member with appropriate experience in testing such technologies
would be needed. The team size will also depend on how many
technologies need to be evaluated. For example, if a TRA involves a
large number of CTs from multiple technological fields, the team will
generally be larger than if there are only a few CTs from related fields.

o For a successful independent assessment, technical experts should
be selected from outside the program. Typically, an independent TRA
team is convened and bases its evaluation of the CT on primary
source documentation provided by the program manager.
Independent TRA team members may be selected from

« laboratories or other research entities independent of the project,
« federally funded research and development centers,

« subject matter experts within the agency or academic institutions,
but not the program, or

e retired personnel.

The TRA team should have access to additional subject matter experts
once the assessment is underway because it not uncommon for teams to
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discover that they have limited knowledge or depth of experience in
certain areas. In this regard, the TRA team should discuss this possibility
with the program manager or responsible party so that they can plan
accordingly.

The availability of TRA team members with the necessary expertise may
be limited or in short supply in some organizations, disciplines, or
industries due to limited availability of subject matter experts, cost
considerations, or other factors. In these circumstances, it may be
impracticable to select members who are entirely independent of the
program, and it may be necessary to establish a review board that can
independently and objectively review the TRA team’s approach, the
findings and conclusions reached, or any disagreements among parties.
The review board can serve as the independent governance body in the
TRA process to ensure that the assessment exhibits all of the high-quality
characteristics. For example, if the independent review board does not
agree with the TRA report’s findings or if agreement cannot be reached
between the program manager and the TRA team, arbitration can be
documented and, along with the evidence on both sides of the
disagreement, presented to the governance body.

A best practices checklist that includes the corresponding high-quality
characteristics related to developing the TRA plan and selecting the TRA
team is included below.

Best Practices Checklist: Develop the TRA Plan and Select the
TRA Team

« The TRA plan includes a comprehensive assessment approach with
the following key information: (Credible)

o A clearly defined purpose and scope;
« The resources, schedule, funding, and personnel;

« The CT definition and TRL definitions for selecting and assessing
critical technologies;

« Evaluation criteria for assessing the test results, the types of
evidence needed to perform the assessment, and the person
responsible for writing TRA report;

e A written study plan to help each TRA team member prepare for
conducting the assessment; and,

« A plan for handling dissenting views.
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« The TRA plan identifies the recipient or recipients of the TRA report,
such as the technology developer, program manager, systems
engineer, or governance body. (Useful)

« The TRA plan identifies the expertise needed to conduct the
assessment, and other characteristics of the TRA team. These
include: (Credible)

« Composition of the expertise, knowledge, and experience needed
to conduct the TRA is clearly written to guide the selection of TRA
team members;

o Size of the TRA team is defined and is adequate to conduct the
assessment;

« TRA team members have the requisite experience, qualifications,
certifications, and training; and

« TRA team member profiles are documented and include signed
statements of independence

« TRA team has access to additional subject matter experts from a
variety of disciplines, as needed and determined by the team.

« TRA team members are independent and objective. (Objective)

« TRA team reviews the initial TRA plan to ensure it has all the
essential information. (Reliable)

« TRA team has adequate time and resources to execute the TRA plan.
(Reliable)

« TRA team obtains key information to conduct the TRA, such as the
program master schedule, budget documents, test plans, and a
technical baseline description that describes the program’s purpose,
system, performance characteristics, and system configuration.
(Objective)

+ The level of detail for the TRA is consistent with the level of detail
(evidence) available for the program. (Objective)
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Step 2 — ldentify the Critical Technologies

Prepare the TRA Identify the
Plan and Identify Critical
the TRA Team Technologies

The identification and selection of cri

Use the
TRA Report
Findings

Assess the Prepare the
Critical TRA Report
Technologies

tical technologies (CT) is fundamental to the overall TRA process. The

selection of CTs considers the relevant and operational environments, interaction with other systems, and is

defined at a testable level.

Source: GAQ. | GAO-20-48G

Establishing a disciplined and repeatable process to identify and select
CTs is paramount to conducting a high-quality TRA. Selecting CTs during
early technology development before product development is a best
practice. Subject matter experts with key knowledge, skills and expertise
are necessary to accurately evaluate elements of the system or
architecture design and the operating environments and subsequently
identify the enabling CTs. Technologies identified as critical may change
as programmatic or mission-related changes occur, system requirements
are revised, or if technologies do not mature as planned.32

Critical Technologies Defined

Technologies are considered critical if they are new or novel, or used in a
new or novel way, and needed for a system to meet its operational
performance requirements within defined cost and schedule parameters.

2There are multiple reasons why CTs of an acquisition program can change. During
technology development, these changes may reflect cost, schedule, and performance
trade-offs designed to make a program less risky or more affordable. In other cases,
changing or adding critical technologies can increase cost and schedule risk. For
example, GAO has found that if performance requirements are added, or changed
significantly to a program later in the acquisition life-cycle—such as during product
development—these may cause significant cost increases and schedule growth. In such
cases where changes occur in architecture, component, or technology, an additional TRA
that target the changes may be warranted.
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Government agencies, such as DOD and DOE use similar definitions.33
DOD developed the most common definition of CTs, but organizations
have adopted or modified the definitions to suit their particular needs.
According to DOD, in general, technologies may also be critical from a
manufacturing process or material, measurement, or infrastructure
perspective, including whether an organization has a workforce with the
necessary skills, knowledge, and experience to fulfill their mission.

Program officials sometimes disregard CTs when they have longstanding
history, knowledge, or familiarity with heritage technologies that have
been successfully used in operation. This is problematic in terms of cost
increases, schedule delays, or technical performance problems when
these technologies are reapplied in new ways where the form, fit or
function may be different. The same is true when the environment in
which the technology will be operated in its new application differs from
which it was originally qualified.

Case study 5 illustrates that officials risk overruns in cost and schedule
and can encounter performance shortfalls when they fail to identify all
CTs for programs with which they have had experience.

3Department of Defense, Assistant Secretary of Defense for Research and Engineering,
DOD Technology Readiness Assessment Guidance (Washington, D.C.: Assistant
Secretary of Defense for Research and Engineering (ASD(R&E)), April 2011); U.S.
Department of Energy, Technology Readiness Assessment Guide, (DOE G 413.3-4A
(Washington, D.C.: Oct. 12, 2009).
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Case Study 5: Program Updates Can Change Critical Technologies, an Example

from DOD, cited in GAO-02-201

The Army began to develop the Crusader—a lighter and more deployable advanced
field artillery system to replace the Paladin system—in 1994, and changed its
requirements in 2000. In 2002, GAO found that the Army had overestimated the
maturity of critical technologies and risked cost overruns, schedule delays, and
performance shortfalls by prematurely committing the program to product
development. For example, DOD viewed the Army’s long time experience with certain
technologies within the program as one reason for the Army’s failure to identify all
critical technologies. GAO recommended, among other things, that the Army further
mature the Crusader’s technologies before committing to product development and
assess the projected capabilities and fielding schedules for future combat systems as
part of the Crusader’s milestone decision for beginning product development.

GAO, Defense Acquisitions: Steps to Improve the Crusader Program’s Investment
Decisions, GAO-02-201 (Washington, D.C.: Feb. 25, 2002).

Correctly identifying and selecting CTs can prevent wasting valuable
resources—funds and schedule—later in the acquisition program. There
should be no limitations on the number of CTs, but if an overly
conservative approach is used and CTs are over-identified, resources can
be diverted from those technologies that require an intense maturation
effort. However, the under-identification of CTs because of a real or
perceived limitation on the number of CTs allowed may prove disastrous
in that such areas may fail to meet requirements, resulting in overall
system failure. In addition, the under-identification of critical technologies
may result in a poor representation of the number of interfaces or
integration needs which are one of the significant causes of system
failures.

Considerations in Selecting Critical Technologies

While the process to collect evidence for identifying CTs can be
straightforward, the determination for what constitutes a CT requires
knowledge, experience, and due professional care. For example,
professional judgements need to be made about what a technology is,
what makes a technology critical, and at what level (e.g., subcomponent,
component, system, or element) it is appropriate to test, demonstrate,
and affirm key functions of that technology. Many CTs at the
subcomponent or subsystem level may consist of multiple technologies
made up of hardware with embedded software. Some organizations, such
as DOE, may define a CT as a process used to treat waste material. In its
May 2005 TRA Deskbook, Appendix D, DOD developed a repository of
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key questions to help program managers and technology developers
identify CTs for the various type of applications, such as:

e aircraft;

e ground vehicles;

e« missiles;

« ships, submarines, and naval weapons systems;

« information systems, networked communications systems;
e Dbusiness systems;

e mission planning systems;

o embedded IT in tactical systems; and

« manufacturing.

Organizations should build similar strategies to help identify CTs. Case
study 6 illustrates the importance of how narrow definitions can affect the
selection of CTs for assessment.
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Case Study 6: Narrow View of Critical Technologies Can Result in the
Underrepresentation of Technical Risks, an Example from DOD, cited in

GAO-18-158

The Navy’s Columbia class ballistic missile submarines will replace the 14 Ohio class
that currently provide the sea-based leg of the U.S. nuclear triad, slated to begin
retiring in 2027. Additional development and testing are required to demonstrate the
maturity of several Columbia class submarine technologies that are critical to
performance, including the Integrated Power System, nuclear reactor, common
missile compartment, and propulsor and related coordinated stern technologies.

In 2015, the Navy conducted a TRA on the Columbia-class submarine program as
part of its efforts to build 12 nuclear powered ballistic missile submarines for $126
billion. In using criteria from GAO’s TRA Guide to evaluate the quality and
completeness of the Navy’s assessment of technology readiness and risk, GAO
found that the Navy underrepresented the program’s technology risks in its TRA
when it did not identify several technologies as critical. We reported that the Navy did
not follow our identified best practices for identifying critical technologies for the
program, resulting in an underrepresentation of the technical risk. Development of
critical technologies is key to meeting cost, schedule, and performance requirements.
A high-quality TRA serves as the basis for realistic discussions on how to mitigate
risks as programs move forward from the early stages of technology development.
Not identifying these technologies as critical means Congress may not have had the
full picture of the technology risks and their potential effect on cost, schedule, and
performance goals as increasing financial commitments were made.

GAO, Columbia Class Submarine: Immature Technologies Present Risks to
Achieving Cost, Schedule, and Performance Goals, GAO-18-158 (Washington, D.C.:
December 21, 2017).

Four Steps for Selecting Critical Technologies

CTs should be rigorously identified and documented to ensure the TRA is
credible, objective, reliable, and useful. The approach should be open
and transparent to everyone in the process. This includes, but is not
limited to, representatives from the research and development program
office, the test community, and the science, engineering and user
communities. Figure 5 depicts four steps that should help organizations
identify and select their CTs. The steps can be scaled to projects of all
sizes, from component technology development to large scale program
acquisition.
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Figure 5: Four Steps for Selecting Critical Technologies (CT)
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upon approach to identify technologies. program manager, or operational capability
the CTs. governance body. needs change.

1 I

Source: GAO analysis and subject matter expert input. | GAO-20-48G

Step 1

The agency’s policy or guidance establishes the approach for identifying
CTs. In the absence of policy or guidance, the TRA team and program
manager may reach an agreement on the approach to use. The most
common approach that agencies and other organizations use is the work
breakdown structure (WBS)—a deconstruction of a program’s end
product into smaller specific elements that are suitable for management
control. It is the cornerstone of every program because it defines in detail
the work necessary to accomplish a program’s objectives. A WBS
provides a consistent framework for planning and assigning responsibility
for the work, and is an essential element for identifying activities in a
program’s integrated master schedule. The WBS is initially set up when a
program is established and becomes successively detailed over time as
more information becomes known about the program. Establishing a
product-oriented WBS allows a program to track cost and schedule by
defined deliverables, such as a hardware or software component.

The WBS is a key reference document that looks broadly at all the task
sets or elements of a system, subsystem, or software architecture being
developed. A technical WBS helps to enforce a rigorous, systematic, and
repeatable TRA process when reconciling the identification of CTs. It can
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be used to identify CTs as well as low-risk heritage technologies.3* Figure
6 shows a WBS with common elements for a sea system.

Figure 6: A Common Element Work Breakdown Structure (WBS)

Sea System
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P engineering [ (management] | eyalyation o equipment equipment activation
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. Command, Assembly
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structure plan plan ey systems urnishings Support

Fire control

A well-defined WBS clearly delineates the logical relationship of all
program elements and helps promote accountability by identifying work
products that are independent of one another. Failing to include all work
for all deliverables can lead to schedule delays and subsequent cost
increases. It can also result in confusion among team members.

Source: DOD. | GAO-20-48G

A well-developed WBS or equivalent supporting documentation is
essential to the success of all acquisition programs. The WBS is typically
developed and maintained by a systems engineering process that
produces a product-oriented family tree of elements, or tasks that are
critical to the successful development of the project. It can be thought of
as an illustration of what work will be accomplished to satisfy a program’s
requirements. Elements such as hardware, software, and data are further
broken down into specific lower-level elements. The lowest level of the
WBS is defined as the work package level. By breaking work down into
smaller elements, management can more easily plan and schedule the
program’s activities and assign responsibility for the work.

34Heritage technologies can become critical if they are being used in a new way where the
form, fit, or function is changed; the environment to which it will be exposed in its new
application is different than those for which it was originally qualified, or process changes
have been made in its manufacture.
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At the lower levels, a contractor or technology developer should also
develop a WBS that extends to include the lower-level components to
reflect its responsibilities. Because it is composed of all products that
constitute a system, these lower-level WBS’ can identify all the
technologies used by the system. Depending on the new or novel
technologies that are needed for a system, CTs may be selected from
these lower level components. Figure 7 shows how a contract WBS may
be depicted from the larger WBS to illustrate one aspect of lower level
components.

Figure 7: A Contract Work Breakdown Structure (WBS)

Program Work Breakdown Structure
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FX aircraft i
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Source: Department of Defense. | GAO-20-48G
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Figure 7 shows how a prime contractor may require its subcontractor to
use the WBS to report work progress. In this example, the fire control
effort (a level 3 element in the prime contractor's WBS) is the first level for
the subcontractor. Thus, all fire control elements at level 1 of the
subcontractor’s contract WBS would map to the fire control element at
level 3 in the program WBS. This shows how a subcontractor would break
a level 3 item down to lower levels to accomplish the work.

Similarly, a WBS for a project that has software elements should be

broken down into specific lower level components as needed. Table 3
shows a WBS for a software project.

Table 3: Software Implementation Project Work Breakdown Structure

Level 2 element Level 3 element

1.1 Project management

1.2 Product requirements 1.2.1 Software requirements
1.2.2 User documentation
1.2.3 Training program materials
1.2.4 Hardware
1.2.5 Implementation and future support

1.3 Detail software design 1.3.1 Initial software design
1.3.2 Final software design
1.3.3 Software design approval

1.4 System construction 1.4.1 Configured software
1.4.2 Customized user documentation
1.4.3 Customized training program materials
1.4.4 Installed hardware
1.4.5 Implementation & future support

1.5 Test 1.5.1 System test plan
1.5.2 System test cases
1.5.3 System test results
1.5.4 Acceptance test plan
1.5.5 Acceptance test cases
1.5.6 Acceptance test results
1.5.7 Approved user documentation

1.6 Go live

1.7 Support 1.7.1 Training
1.7.2 End user support
1.7.3 Product support

Source: The Project Management Institute, Inc., Practice Standard for Work Breakdown Structures, 2d ed., © (2006). All rights
reserved. Unauthorized reproduction of this material is strictly prohibited. | GAO-20-48G
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The use of WBS as a means of identifying CTs has several benefits,
including:

« readily available;
« evolves with the system concept and design;

« represents all products or elements that constitute a system and, thus,
is an apt means to identify all the technologies used by the system;

« relates the system design and architecture and the environment in
which the system is intended to be employed; and

« reflects the relationships between the parts, the end product, and the
tasks to be completed for each product in the system.

Using the WBS should be feasible for most programs, because it can be
viewed as a structure around which to organize a program, no matter its
size. At the earlier phases of development, a detailed WBS may not be
available. It is acceptable to substitute early requirements and potential
operating environments from documents, broad agency announcements,
request for information, market surveys, actual results from government-
or industry-funded efforts, program risk registers, and initial system
design concepts being considered. Programs during this phase may also
use a reverse engineering approach that relies on program requirements
to determine which technologies are critical by focusing on those needed
for the system to meet its performance requirements.

The nature of a project can also affect whether it is not possible to use a
WABS to identify CTs. For example, DOE’s Office of Environmental
Management has determined that the WBS may not be all-inclusive for
identifying CTs for its applications, so the office examines system flow
sheets or diagrams (for example, those of chemical or nuclear waste
processing facilities). In this approach, DOE determines the technologies
by examining those technology elements that constitute the system flow
sheet. This includes examining the interfaces and dependencies with
other facilities and supporting infrastructure. All the technologies are
evaluated against criteria to determine which are CTs. Figure 8 shows a
simplified flow sheet of the technology elements for the Low Activity
Waste Pretreatment System project at DOE’s Hanford site.
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|
Figure 8: A Process Technology Flow Diagram (simplified)
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Source: GAO, adapted from Department of Energy Office of River Protection. | GAO-20-48G

Step 2

Technology elements are determined to be critical based on the CT
definition (criteria) as specified in the organizations policy or guide, and
cited in the TRA plan. In addition, criteria in the form of questions can be
used to help in determining the initial list of CTs. The program manager or
technology developer (or a designee) is generally responsible for
identifying the initial list of CTs. This is accomplished by applying the CT
definition and key questions coupled with the WBS, process flow diagram,
or a similar approach.3® Early identification of CTs may allow the program
manager or technology developer to identify any additional areas of

35A process flow diagram is a diagram commonly used in chemical and process
engineering to indicate the general flow of plant processes and equipment. The process
flow diagram displays the relationship between major equipment of a plant facility and
does not show minor details, such as piping details and designations.
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technical expertise that are needed on the TRA team in order to fully
evaluate the program.

We have compiled a list of questions from government agency TRA
guides that can be used as a baseline in defining CTs and helping
reconcile any disagreements between the team members, programmatic
teams, or governance bodies. If the answer is “yes” to at least one
question in each of the two lists, this signals the need to consider the
technology for inclusion in the initial list of CTs.

Technical questions:

« Is this technology new (for example, next generation)?
« Is the technology used in a novel way?
« Has the technology been modified?

« s the technology expected to perform beyond its original design
intention or demonstrated capability?

« Is the technology being used in a particular or different system
architecture or operational environment than it was originally intended
or designed for?36

« Could the technology have potential adverse interactions with
systems with which it will interface?

Programmatic questions:

« Do requirements definitions for this technology contain uncertainties?
« Does the technology directly affect a functional requirement?

« Could limitations in understanding this technology significantly affect
cost (for example, overruns) or affordability?

« Could limitations in understanding this technology significantly affect
schedule (for example, not ready for insertion when required)?

« Could limitations in understanding this technology significantly affect
performance?

%6The readiness of technology can vary greatly depending on the intended environment in
which the system will operate. When there are deviations from the prior environment and
the intended environment, the planned use of the technology by the program or project
needs to be re-evaluated (i.e., a mature technology in one environment may be less
mature in another).
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These questions are not comprehensive; they serve as a starting point for
more in-depth questions that could be answered at different
organizational levels. More detailed questions originate from the
organization’s knowledge base using engineering judgment or lessons
learned and could be refined or tailored to match the program
requirements. A best practice is for the TRA team and others, as
appropriate, to confirm the list using more specific questions and
requirements that pertain to the platform, program, or system in which
they will operate.

Subject matter experts inside or outside the program with the requisite
technical knowledge and the independence needed to make unbiased,
objective decisions should guide answering the questions asked for each
CT candidate.

A best practice is to annotate the WBS and then list CTs with the reasons
why other technologies were not selected. This allows anyone who
participates in the TRA to see an account of how the CTs were
systematically determined.

Step 3

The TRA team either affirms or refines the initial list of CTs. The TRA
team may resolve any internal disagreements over the initial list of CTs
and then should document the reasons behind the determination of each.
If consensus cannot be reached, the TRA team leader makes the final
determination, but alternate viewpoints should be documented and
included in the final report.

In addition, the TRA team may critique the CT list or make its own list. If
the TRA is being conducted for governance purposes, the list of CTs may
be reviewed by members of the governance body, including acquisition
executives, component heads, and agency senior leaders. CTs may be
added to the list or removed, but these decisions should be transparent
and documented. For knowledge-building TRAs, this process can be less
formal but best practices should still be followed to the maximum extent
possible.

Organizations should consider developing or tailoring guidance on how
best to approach the determination (iden