
 
 
 
 

Accessible Version 

TELECOMMUNICATIONS 

Agencies Need Better 
Controls to Achieve 
Significant Savings on 
Mobile Devices and 
Services 

Report to Congressional Requesters 

May 2015 

GAO-15-431 

United States Government Accountability Office 



Letter 1 

Page i GAO-15-431 Mobile Telecommunications  

Background 3 
Few Agencies Have Enterprise-Wide Inventories of Mobile 

Devices and Services; Utility of Inventory Reports Submitted to 
OMB Is Unclear 8 

Most Agencies Have Not Established Processes and Procedures 
to Effectively Monitor and Control Spending on Mobile Devices 
and Services 17 

Agencies Reported a Range of Monthly Costs for Mobile Device 
Services 23 

Conclusions 26 
Recommendations for Executive Action 26 
Agency Comments and Our Evaluation 27 

Contents 



Appendix I: Objectives, Scope, and Methodology 31 

Page ii GAO-15-431 Mobile Telecommunications  

Appendix II: Detailed Analysis of Agency Mobile Device and Services and Mobile Service Contracts Inventories
36 

Appendix III: Detailed Analysis of Agency Processes and Procedures for Assessing Mobile Device Usage 44 

Appendix IV: Recommendations to Departments and Agencies 54 

Appendix IV: Recommendations to Departments and Agencies 54 

Department of Health and Human Services 55 

Department of Health and Human Services 55 

 55 

Department of Transportation 57 

 57 

Environmental Protection Agency 58 

 58 

Appendix V: Comments from the Department of Agriculture 60 

Appendix VI: Comments from the Department of Commerce 61 

Appendix VII: Comments from the Department of Defense 64 

Appendix VIII: Comments from the Department of Health and Human Services 67 

Appendix IX: Comments from the Department of Homeland Security 69 

Appendix X: Comments from the Department of State 72 

Appendix XI: Comments from the Department of Transportation 75 

Appendix XII: Comments from the Department of Veterans Affairs 76 

Appendix XIII: Comments from the Environmental Protection Agency 78 

Appendix XIV: Comments from the General Services Administration 82 



Appendix XV: Comments from the National Aeronautics and Space Administration 83 

Page iii GAO-15-431 Mobile Telecommunications  

Appendix XVI: Comments from the Social Security Administration 85 

GAO Contact 88 

GAO Contact 88 

Staff Acknowledgments 88 

Appendix XVII: GAO Contact and Staff Acknowledgments 88 

Tables 

Table 1: Extent to Which Selected Agencies or Components Have 
Developed an Inventory of Mobile Devices and 
Associated Service Terms and Rates 11 

Table 2: Extent to Which Selected Agencies Developed an 
Inventory of Mobile Service Contracts and Maintained It 
Quarterly 14 

Table 3: Extent to Which Selected Agencies or Their Components 
Established Processes and Procedures to Assess Device 
Usage 20 

Table 4: Range of Monthly Mobile Device Contract Costs and 
Associated Contract Terms Reported by Selected 
Agencies 23 

Table 5: Extent to Which Selected Agencies or Components Have 
Developed an Inventory of Mobile Devices and 
Associated Service Terms and Rates 37 

Table 6: Summary of the Extent to Which Selected Agencies Have 
Developed an Inventory of Mobile Service Contracts and 
Maintained It Quarterly 39 

Table 7: Analysis of the Extent to Which Selected Federal 
Agencies or Their Components Established Processes 
and Procedures to Assess Device Usage 45 

Abbreviations 
CDC Centers for Disease Control and Prevention 
CIO chief information officer 
Commerce Department of Commerce 
DHS Department of Homeland Security 
DOD Department of Defense 
EPA Environmental Protection Agency 



GSA General Services Administration 

Page iv GAO-15-431 Mobile Telecommunications  

HHS Department of Health and Human Services 
Interior Department of the Interior 
IRS Internal Revenue Service 
IT information technology 
Justice Department of Justice 
NASA National Aeronautics and Space Administration 
OMB Office of Management and Budget 
SSA  Social Security Administration 
State Department of State 
TIGTA Treasury Inspector General for Tax Administration 
Transportation Department of Transportation 
Treasury Department of the Treasury 
USDA United States Department of Agriculture 

This is a work of the U.S. government and is not subject to copyright protection in the 
United States. The published product may be reproduced and distributed in its entirety 
without further permission from GAO. However, because this work may contain 
copyrighted images or other material, permission from the copyright holder may be 
necessary if you wish to reproduce this material separately. 



 

Page 1 GAO-15-431 Mobile Telecommunications  

441 G St. N.W. 
Washington, DC 20548 

May 21, 2015 

The Honorable John L. Mica 
Chairman 
Subcommittee on Transportation and Public Assets 
Committee on Oversight and Government Reform 
House of Representatives 

The Honorable Gerald E. Connolly 
Ranking Member 
Subcommittee on Government Operations 
Committee on Oversight and Government Reform 
House of Representatives 

In 2012, the Office of Management and Budget (OMB) reported that the 
federal government spent approximately $1.2 billion annually for mobile 
devices and wireless services with an estimated inventory of about 1.5 
million devices.1 Given that the use of mobile technology in the federal 
government was expected to increase, OMB identified the potential for 
achieving efficiencies and reducing spending in this area. 

At your request, we conducted a study of the federal government’s 
management of mobile devices and services. Our specific objectives 
were to (1) determine the extent to which federal agencies have 
developed enterprise-wide inventories of mobile devices and wireless 
services, and established processes to maintain them; (2) determine the 
extent to which agencies established effective processes and procedures 
for monitoring and controlling spending on mobile devices and wireless 
services; and (3) describe agencies’ mobile service rates. 

To address our objectives, we selected the 15 agencies identified in the 
Chief Financial Officers Act of 1990 that reported spending at least $10 
million on telecommunications in fiscal year 2012 or fiscal year 2013.2 For 

1OMB has not reported an updated estimate of the federal government’s spending on 
mobile devices and services. 
2These agencies are the Departments of Agriculture, Commerce, Defense, Health and 
Human Services, Homeland Security, the Interior, Justice, State, Transportation, the 
Treasury, and Veterans Affairs; the Environmental Protection Agency; the General 
Services Administration; the National Aeronautics and Space Administration; and the 
Social Security Administration. 
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our first objective, we evaluated each agency’s mobile device and service 
inventories relative to an executive order on promoting efficient 
spending.
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3 For those agencies that had enterprise-level inventories, we 
determined the extent to which they had documented procedures to 
maintain the inventories. We also evaluated the extent to which agencies 
developed and maintained mobile service contract inventories, relative to 
OMB requirements.4 

For our second objective, we evaluated the agencies’ policies, 
procedures, processes, and guidance for monitoring and controlling 
mobile device and services spending, including procedures to determine 
if devices are unused, underused, or overused. We compared this 
documentation with the executive order and OMB internal control 
standards,5 which direct that agencies should include clearly define areas 
of authority and responsibility, as well as an audit trail. For agencies that 
said they delegated responsibility for mobile spending to components, we 
selected the two components at each agency with the highest reported 
number of devices for case study review, and evaluated their processes 
and procedures for assessing device usage. 

For the third objective, we analyzed the agencies’ most recent quarterly 
mobile service contract inventory reports, as of November 2014, to 
determine their lowest and highest monthly per-device cost and 
associated contract terms. To assess the reliability of the cost data in the 
contracts inventory reports, we identified obvious issues, such as missing 
or questionable values, and reviewed each agency’s responses to 
questions about efforts to ensure the reports are accurate and complete. 
We determined the cost data we reported were sufficiently reliable for the 
purposes of our report. 

We conducted this performance audit from December 2013 to May 2015, 
in accordance with generally accepted government auditing standards. 
Those standards require that we plan and perform this audit to obtain 
sufficient, appropriate evidence to provide a reasonable basis for our 
findings and conclusions, based on our audit objectives. We believe that 
the evidence obtained provides a reasonable basis for our findings and 

3Executive Order 13589—Promoting Efficient Spending (Nov. 9, 2011). 
4OMB, Digital Government: Building a 21st Century Platform to Better Serve the American 
People (Washington, D.C.: May 2012). 
5OMB, Circular A-123, Management’s Responsibility for Internal Control, Dec. 21, 2004. 



conclusions based on our audit objectives. More details about our 
objectives, scope and methodology can be found in appendix I. 

According to OMB, as of May 2012 the federal government was spending 
approximately $1.2 billion annually on mobile devices and services and 
had an inventory of about 1.5 million devices.
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6 Agencies use mobile 
devices to provide their employees and contractors flexibility to perform 
their work anywhere at any time. For example, 

· the Department of the Interior (Interior) provides National Park Service
summer employees, who do not have permanent administrative office
space, mobile devices in order to access daily e-mail;

· the Department of State (State) provides diplomats, who are
responsible for cultivating relationships in foreign countries and
promoting U.S. foreign policy initiatives, mobile devices to access
information, such as voice mail, e-mail, data files, and contact
information; and

· the Environmental Protection Agency (EPA) provides mobile devices
to employees who need to collaborate among geographically
dispersed teams.

In 2012, OMB identified potential savings of about $388 million in fiscal 
years 2013 through 2015 by consolidating or eliminating mobile device 
contracts.7 

Agencies are required by law to manage IT in an efficient, effective, and 
economical manner and to comply with OMB policies and guidelines. 
Agency chief information officers (CIO) are to carry out the responsibilities 
of their agencies with respect to IT management.8 For example, they are 
responsible for implementing and enforcing applicable government-wide 
and agency IT management policies, principles, standards, and 

6In 2012, OMB defined mobile device costs as those associated with end user hardware 
(laptops and handheld devices) and software (office automation suites, messaging and 
specialized applications). Since then, OMB revised its definition of mobile device costs as 
those associated with small wireless end user devices, such as handsets, tablets, and 
wireless modems such as air cards; software; labor; maintenance; and network services, 
such as cellular voice and data plans. 
7OMB, Analytical Perspectives, Budget of the United States Government, Fiscal Year 
2014 (Washington, D.C.: 2013).  
840 U.S.C. § 11315. 

Background 

Agency and OMB 
Responsibilities 



guidelines, and for assuming responsibility and accountability for IT 
investments.
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9 Further, OMB is required to oversee agency 
implementation of IT management.10 

In December 2014, legislation was enacted that enhances the authority of 
CIOs to manage IT spending.11 Among other things, the law prohibits a 
covered agency,12 other than the Department of Defense (DOD), from 
entering into a contract or other agreement for IT or IT services, unless 
the contract or agreement has been reviewed and approved by the 
agency’s CIO. In the case of a non-major IT investment, the CIO of a 
covered agency other than DOD may delegate review and approval of the 
contract or agreement to an individual who reports directly to the CIO. 

In August 2011, OMB issued a memo to agency heads stating that 
agency CIOs must focus on eliminating duplication of commodity 
services, including mobile devices, and that they should pool their 
agency’s purchasing power across the entire organization to drive down 
costs and improve commodity IT service.13 

In November 2011, the President issued an executive order on promoting 
efficient spending, which required agencies to establish a plan for 
reducing the administrative costs associated with, among other things, 
federal employee IT devices, including mobile devices. Agencies were to 
assess current device inventories and usage, and establish controls to 
ensure that they are not paying for unused or underused devices or 
services. 

944 U.S.C. § 3506(h). 
1044 U.S.C. § 3504. 
11Federal Information Technology Acquisition Reform provisions of the Carl Levin and 
Howard P. “Buck” McKeon National Defense Authorization Act for Fiscal Year 2015, Pub. 
L. No. 113-291, div. A, title VIII, subtitle D, 128 Stat. 3292, 3438-3450 (Dec. 19, 2014).. 
12The covered agencies are the Departments of Agriculture, Commerce, Defense, 
Education, Energy, Health and Human Services, Homeland Security , Housing and Urban 
Development, the Interior, Justice, Labor, State, Transportation, the Treasury, and 
Veterans Affairs; the Environmental Protection Agency; National Aeronautics and Space 
Administration; Agency for International Development; General Services Administration; 
National Science Foundation; Nuclear Regulatory Commission; Office of Personnel 
Management; Small Business Administration; and the Social Security Administration. 
13Office of Management and Budget, Chief Information Officer Authorities, OMB 
Memorandum M-11-29 (Washington, D.C.: Aug. 8, 2011). 
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In May 2012, OMB issued Digital Government: Building a 21st Century 
Platform to Better Serve the American People, known as the Digital 
Government Strategy. According to the strategy, agencies traditionally 
purchased technology products and services in a fragmented manner at 
the bureau, regional, team, and even individual level, which prevented the 
federal government from effectively leveraging its buying power with 
vendors and service providers. For example, according to the strategy, 
three federal agencies in Atlanta paid three different monthly service plan 
rates for unlimited data on the same type of device—$39, $94, and 
$120—a price variance of $81. Thus, a key objective of the strategy was 
to help agencies move away from purchasing mobile technology at the 
component level (i.e., at the bureau, regional, team, or individual level) to 
an agency-wide (i.e., centralized) level, and eventually at the government-
wide level. 

By moving to an enterprise-wide model, OMB’s goal was to reduce costs 
by leveraging economies of scale and streamlining purchasing and 
invoicing. According to the strategy, adopting a shared services approach 
and consolidating mobile device and wireless service contracts will 
reduce costs and improve the government’s ability to track usage and 
analyze pricing.
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14

To achieve consolidation, OMB required agencies to develop, by 
November 2012, an enterprise-wide inventory of their wireless service 
contracts and to maintain it. The inventory is to include for each wireless 
contract, the date of award, option years available, carrier, number of talk 
minutes, data gigabytes, and text messages allowed per month; typical 
cost per month per device; and the quantity of devices, by operating 
system, supported by the contract. Agencies are to update their service 
contract inventory by the last day of February, May, August, and 
November each year. 

14Adopting an enterprise-wide approach is consistent with the federal government’s efforts 
to use strategic sourcing. Agencies can achieve significant cost savings by using strategic 
sourcing, which is a strategy that moves away from numerous individual procurement 
actions to a broader aggregated approach.  



In 2006, we reported that agencies should establish and maintain an 
accurate inventory of current telecommunications assets and services,
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which include mobile devices and services. We determined that current 
inventories should be established and used to help determine areas for 
optimization and/or sharing of resources across the agency. Further, the 
inventory should represent all of the agency’s components and include 
information that can be used to audit vendor bills against the inventory 
throughout the life of the services contract. In addition, we found agencies 
should have a documented inventory maintenance process that can be 
used to ensure that changes to the inventory are captured. We 
recommended that the General Services Administration (GSA) develop 
and distribute guidance to agencies on these and other 
telecommunication transition planning practices. In response to our 
recommendation, GSA issued guidance, but only for agencies’ transition 
from contracts known as FTS2001 to contracts known as Networx.16 
According to the guidance, agencies were to validate a GSA-developed 
baseline FTS2001 inventory, and GSA would use a Networx Inventory 
Management application to populate and maintain an inventory of 
installed Networx services. 

In August 2011, the Department of Agriculture (USDA) Office of Inspector 
General issued a report on the management of wireless handheld 
devices.17 According to the report, several USDA components had not 
established an effective telecommunications management program to 
inventory communications devices and to perform cost-benefit analyses 
of telecommunications services and equipment. As a result, several 
components did not inventory their devices or take steps to realize rate 
savings. 

15GAO, Telecommunications: Full Adoption of Sound Transition Planning Practices by 
GSA and Selected Agencies Could Improve Planning Efforts, GAO-06-476 (Washington, 
D.C.: June 6, 2006). We identified establishing a telecommunications inventory as a key 
telecommunications transition planning practice and noted the importance of establishing 
and maintaining an inventory for purposes in addition to transition planning. We identified 
the transition planning practices through research of literature and interviews with those 
with experience in telecommunications transitions, including industry experts, 
telecommunications vendors, and other private sector companies. 
16GSA’s Networx program, which was established in 2007, is a collection of contract 
vehicles for agencies to acquire telecommunications services. The services offered 
through Networx include voice and data communications transport services, Internet 
protocol services, wireless and satellite services, information security, and management 
application services.  
17U.S. Department of Agriculture, Office of Inspector General, USDA’s Management and 
Security Over Handheld Devices, 50501-01-IT (Washington, D.C.: Aug. 15, 2011). 
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The following year, in April 2012, EPA’s Office of Inspector General found 
that EPA’s Office of Environmental Information, headed by the Assistant 
Administrator for Environmental Information and Chief Information Officer, 
did not have effective controls and policies for mobile devices.
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18 For 
example, EPA had not established procedures for monitoring and 
controlling mobile device and service usage. As a result, EPA may have 
been paying for devices that were not being used. The Office of Inspector 
General recommended that the Office of Environmental Information 
develop and implement procedures for, among other things, verifying and 
confirming the accuracy of device utilization. 

The Treasury Inspector General for Tax Administration (TIGTA) reported, 
in January 2013 and September 2014, on weaknesses in the Internal 
Revenue Service’s (IRS) mobile device usage monitoring and inventory 
controls.19 TIGTA reported that the IRS paid approximately $1.1 million as 
a result of inadequate mobile device usage monitoring. According to the 
report, IRS lacked a process to identify zero usage and as a result, in 
fiscal year 2011, the agency paid $48,000 in monthly fees for 113 unused 
devices. TIGTA also found that the IRS paid monthly service fees for 
almost 6,800 wireless devices that were not included in inventory records 
and for more than 700 employees who had multiple wireless devices that 
perform the same function. TIGTA reported that, due to weaknesses in 
controls, the IRS risks paying for services for devices that are not in use, 
are not authorized, or are duplicative. TIGTA recommended that IRS 
implement a process to reconcile wireless service provider billing 
statements with its inventory records to ensure that IRS can account for 
all devices for which it pays a monthly service fee. 

The National Aeronautics and Space Administration’s (NASA) Office of 
Inspector General issued a report in February 2014 on NASA’s 
management of its smart phones, tablets, and other mobile devices.20 The 

18U.S. Environmental Protection Agency, Office of Inspector General, Office of 
Environmental Information Should Strengthen Controls Over Mobile Devices, 12-P-0427 
(Washington, D.C.: Apr. 25, 2012). 
19Treasury Inspector General for Tax Administration, Inadequate Aircard and Blackberry® 
Smartphone Assignment and Monitoring Processes Result in Millions of Dollars in 
Unnecessary Access Fees , 2013-10-010 (Washington, D.C.: Jan. 11, 2013), and 
Wireless Telecommunication Device Inventory Control Weaknesses Resulted in 
Inaccurate Inventory Records and Unsupported Service Fees, 2014-10-075 (Washington, 
D.C.: Sept. 19, 2014). 
20National Aeronautics and Space Administration, Office of Inspector General, NASA’s 
Management of its Smartphones, Tablets, and Other Mobile Devices, IG-14-015 
(Washington, D.C.: Feb. 27, 2014). 



Office of Inspector General reported that the agency lacked a complete 
and accurate inventory of mobile devices, and as a result NASA was 
unable to ensure that it was not paying for unused devices. The Office of 
Inspector General recommended that the NASA CIO develop and 
maintain an accurate inventory of mobile devices. 

In April 2014, the Department of Energy’s Office of Inspector General 
issued a report on the department’s management and use of mobile 
devices and services.
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21 According to the report, the department had not 
taken action to consolidate contracts and leverage demand to increase 
the efficiency of its acquisition of mobile devices and services. In addition, 
according to the report, the department had not implemented effective 
practices for monitoring mobile device inventories to ensure it was not 
paying for unused mobile devices. The Office of Inspector General 
recommended that the department develop and implement formal policies 
and procedures for ensuring that mobile computing device acquisitions 
include consolidation of mobile device contracts and agreements. In 
addition, the report recommended that the department develop and 
implement policies and procedures for ensuring that cost-effective 
utilization of mobile computing devices include evaluating activated 
devices for continuing needs. 

Though required to have inventories of mobile devices and services by 
the 2011 executive order on promoting efficient spending, the 15 
agencies we reviewed had developed such inventories to varying extents. 
In particular, most of these agencies delegated this responsibility to their 
components, and the extent to which the components had these 
inventories varied. Further, in accordance with OMB’s 2012 Digital 
Government Strategy, the 15 agencies collected information on their 
mobile device contracts and reported this to OMB; however, this 
information was not always complete, current, or accurate. In addition, 
OMB has not measured and reported agencies’ progress in consolidating 
their mobile service contracts or realizing savings from such efforts. 
Without adequate inventories and progress reports, agencies and OMB 
will be hindered in improving the efficiency of the government’s spending 
on mobile devices and services. 

21U.S. Department of Energy, Office of Inspector General, The Department of Energy’s 
Management and Use of Mobile Computing Devices and Services, DOE/IG-0908 
(Washington, D.C.: Apr. 15, 2014). 
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The November 2011 executive order on promoting efficient spending 
required agencies to have an employee mobile device inventory that 
could be used to assess device usage. While the executive order does 
not specify what such an inventory should consist of, our prior work on 
telecommunication transition practices showed that sound inventories 

· include information from all components of an agency,
· uniquely identify devices and associated service plan information, and
· are maintained based on documented procedures.
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The extent to which the agencies we reviewed had an inventory of mobile 
devices that included associated service information varied. Of the 15 
agencies we reviewed, 4 centrally managed inventories at the enterprise 
level, 10 delegated responsibility for managing mobile device inventories 
to their components,23 and 1 did not have a centrally managed enterprise 
inventory or delegate responsibility for managing inventories to 
components. 

Of the four agencies that centrally managed inventories, only GSA had a 
comprehensive inventory. Specifically, the inventory accounted for all its 
major components, and the number of devices in the inventory was 
consistent with the number of devices GSA reported to OMB. The other 
three agencies, EPA, NASA, and the Social Security Administration 
(SSA), had inventories that included all the agencies’ major components, 
but they were not complete. Specifically: 

· EPA’s inventory included devices and associated services purchased
through the agency’s working capital fund; however, agency officials
did not know to what extent devices were purchased outside the
working capital fund. An official from the agency’s Office of
Environmental Information stated that the agency is in the process of
developing a policy that requires use of the working capital fund
system for mobile device procurement.

· NASA’s inventory was developed through an end-user services
contract and included contractor-provided devices; however, the
inventory did not include about 1,500 agency-owned devices. Officials
from NASA’s office of the Chief Information Officer reported that the

22GAO-06-476. 
23VA delegated responsibility for managing inventories to regional offices instead of 
components. 
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agency plans to have a complete inventory once it has implemented 
changes to its Configuration Management Database in 2016 

· SSA’s inventory included about 69 percent of the devices the agency
reported to OMB. Specifically, its inventory of devices and services
included 4,566 of the 6,647 devices reported to OMB in its November
2014 inventory of mobile service contracts. According to an agency
audit liaison, the remaining devices were purchased at the local level
through small purchase spending authority.

Of the 10 agencies that delegated responsibility to components, the 
extent to which the components had inventories of devices and 
associated service information also varied. For 4 agencies, we found that 
inventories existed at both components we reviewed; at 3 agencies, one 
of the two components had inventories; at 1 agency, one component had 
a partial inventory; and 2 agencies’ components did not have an 
inventory. For example: 

· The Department of Justice’s (Justice) components—the Drug
Enforcement Administration and Federal Bureau of Investigation—had
inventories that uniquely identified devices and associated service
plan information for each device.

· The Department of Commerce’s (Commerce) component, the Census
Bureau, had an inventory that uniquely identified devices and
associated service plan information. However, officials from the
department’s other component that we reviewed, the National
Oceanic and Atmospheric Administration, reported that it has a mobile
device asset inventory, but not an inventory that includes associated
service plan information.

· The Department of the Treasury’s (Treasury) IRS had an inventory of
32,573 devices, but only 4,017 devices had associated service
information (about 12 percent of the total devices). The other Treasury
component we reviewed, the Office of the Comptroller of the
Currency, had an inventory of devices by carrier, but the inventory did
not include associated service terms and rates.

· Neither of USDA’s or the Department of Homeland Security’s (DHS)
components we reviewed had an inventory of devices and associated
service information.
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The last agency we reviewed, the Department of State, did not have an 
inventory of mobile devices and associated services at the enterprise or 
component level. 

In terms of inventory maintenance, none of the four agencies that 
centrally managed their inventories had a documented process for 
capturing changes to them.
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For a summary of our analysis of agencies’ inventories of mobile devices 
and associated services, see table 1. For details, see appendix II. 

Table 1: Extent to Which Selected Agencies or Components Have Developed an 
Inventory of Mobile Devices and Associated Service Terms and Rates 

Agency Components Assessment 
Department of Agriculture 

Animal and Plant Health Inspection Service ○ 
Natural Resources Conservation Service ○ 

Department of Commerce 
Census Bureau ● 
National Oceanic and Atmospheric Administration ○ 

Department of Defense 
Department of the Army ○ 
Department of the Navy ● 

Department of Health and Human Services 
Centers for Disease Control and Prevention ● 
Food and Drug Administration ● 

Department of Homeland Security 
 Federal Emergency Management Agency ○ 
 Immigration and Customs Enforcement ○ 

Department of the Interior 
 Fish & Wildlife Service ○ 
 National Park Service ● 

24We did not evaluate whether components had inventory maintenance processes. 
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Agency Components Assessment

Department of Justice 
 Drug Enforcement Administration ● 
 Federal Bureau of Investigation ● 

Department of State ○ 

Department of Transportation 
 Federal Aviation Administration ● 
 Office of the Secretary ● 

Department of the Treasury 
 Internal Revenue Service ◐ 
 Office of the Comptroller of the Currency ○ 

Department of Veterans Affairs 
Region 1 ● 
Region 3 ● 

Environmental Protection Agency (Inventory managed at the 
enterprise level) ◐

General Services Administration  (Inventory managed at the 
enterprise level) ● 

National Aeronautics and Space Administration (Inventory managed 
at the enterprise level) ◐

Social Security Administration (Inventory  managed at the 
enterprise level) ◐

● The agency or component had an inventory of devices and associated services. 
◐ The agency or component had an inventory of devices and associated services; however, it did not 
include all the agency’s or component’s devices. 
○ The agency or component did not have an inventory of devices and associated services. 
Source: GAO analysis of agency data. | GAO-15-431 

Note: The Department of Veterans Affairs delegated responsibility for managing inventories to 
regional offices instead of components. 
Note: Table contains complex information, data available upon request. 



In addition to the executive order directive that agencies have an 
inventory that can be used to assess device usage, OMB’s May 2012 
Digital Government Strategy and implementation guidance required 
agencies to have a mobile service contracts inventory. Specifically, 
agencies were to have developed, by November 2012, an inventory that 
included for each service contract the monthly cost per line; voice, text 
and data service limits per line; and the number of devices, by major 
mobile operating system, associated with the contract. According to 
OMB’s implementation guidance, agency leads were to work with officials 
from across the agency to collect inventory data at the bureau and 
agency level, and begin reporting the data to OMB by November 2012. 
Agencies were permitted to let individual bureaus report separately or 
collect bureau information centrally before providing it to OMB. OMB also 
required agencies to maintain their inventories through updated reports 
provided quarterly, including by the end of May, August, and November 
2014. 

Of the 15 agencies we reviewed, all collected mobile device contract 
information and reported it to OMB. However, 8 agencies’ reports were 
missing key data or were not current, as illustrated by the following 
examples: 

· DHS’s report was limited to headquarters devices.

· Commerce’s report was missing key cost and service information in
46 percent of the inventory records.

· DOD’s report had not been updated since it was first delivered to
OMB in 2012.

In terms of maintaining the contract inventories, 10 of the 15 agencies 
reported inventory information to OMB in each of the last three quarters of 
2014. Three reported in two of the three quarters, and 1 reported once in 
the three quarters. One agency did not deliver quarterly reports to OMB 
during the time period. Specifically: 

· Justice provided May and November 2014 reports, but not an August
report. A department audit liaison specialist reported that there was
little change to its May report as of August.

· DHS provided reports to OMB in August and November 2014, but not
in May 2014.
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· The Department of Health and Human Services (HHS) provided
reports to OMB in May and August 2014, but not in November 2014.

· State delivered a report to OMB in May 2014, but had not delivered
further quarterly reports as of November 2014.

· DOD did not provide a report to OMB during this time period, and, as
indicated earlier, had not done so since November 2012. A DOD CIO
official stated that his office did not make a data call to components
because the department had not received feedback from OMB on the
usefulness of the report.

Table 2 summarizes our analysis of agencies’ wireless service contract 
inventories. For details of this analysis, see appendix II. 

Table 2: Extent to Which Selected Agencies Developed an Inventory of Mobile 
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Service Contracts and Maintained It Quarterly 

Agency Developed  Maintained 
Department of Agriculture ● ● 
Department of Commerce ◐ ● 
Department of Defense ◐ ○ 
Department of Health and Human Services ◐ ◐ 
Department of Homeland Security ◐ ◐ 
Department of the Interior ◐ ● 
Department of Justice ● ◐ 
Department of State ◐ ◐ 
Department of Transportation ● ● 
Department of the Treasury ● ● 
Department of Veterans Affairs ● ● 
Environmental Protection Agency ◐ ● 
General Services Administration ● ● 
National Aeronautics and Space Administration ◐ ● 
Social Security Administration ● ● 

● Developed: The agency had a November 2014 mobile services contract inventory report.
Maintained: The agency had reports for May, August, and November 2014. 
◐ Developed: The agency had an inventory of mobile service contracts; however, it was missing key 
data or was not current as of November 2014. Maintained: The agency had not updated its report for 
one or two quarters between May and November 2014. 
○ Maintained: The agency had not updated its report in any of the quarters between May and
November 2014. 



Source: GAO analysis of agency data. | GAO-15-431 

Note: Table contains complex information, data available upon request. 

Agency officials described a number of reasons for the weaknesses 
identified in the two sets of inventories—devices and services, and 
wireless contracts. For example, with regard to the former, some 
agencies were either unaware of or did not fully understand the 
associated executive order and its requirements. On the latter, some 
agencies also misunderstood the corresponding OMB reporting guidance, 
and as a result omitted key data elements or entered invalid data, among 
other things. 

In addition, several agency officials told us that the traditional 
decentralized approach to mobile device management was adequate or 
that their agencies were limited in their authority to control components’ 
mobile device inventory management. However, as the Digital 
Government Strategy noted, the decentralized approach has prevented 
the federal government from effectively leveraging its buying power with 
vendors and service providers. Furthermore, as previously noted, agency 
CIOs are responsible for implementing and enforcing government-wide IT 
management policies at their respective agencies. The recent federal IT 
acquisition reform legislation
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25 also addresses the responsibility of agency 
CIOs for ensuring the effective and efficient use of IT across their 
agencies. Several agencies discussed plans for transitioning to a more 
centralized approach by moving more mobile devices to agency-wide 
contracts, which could assist them in developing future inventories. 

Without adequate inventories of their mobile devices and associated 
service information, agencies will be limited in their ability to track usage 
and make decisions to optimize cost savings at both the individual device 
level and across the enterprise. Further, without a current, valid, and 
complete inventory of mobile service contracts, agencies are less likely to 
be able to identify opportunities for consolidation and strategic sourcing, 
and thus are less likely to achieve cost savings. 

25Federal Information Technology Acquisition Reform provisions of the Carl Levin and 
Howard P. “Buck” McKeon National Defense Authorization Act for Fiscal Year 2015, Pub. 
L. No. 113-291, div. A, title VIII, subtitle D, 128 Stat. 3292, 3438-3450 (Dec. 19, 2014). 



According to leading government and industry practices, organizations 
should measure performance in order to evaluate the success or failure of 
their activities, programs, and initiatives. Performance measurement 
involves identifying performance goals and measures that are 
measurable and outcome-oriented, establishing targets for improving 
performance, and measuring progress against those targets.
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26 According 
to OMB guidance, a target is a quantifiable or otherwise measurable 
characteristic that tells how well an organization must accomplish a 
performance measure. In addition, according to the guidance, a target 
should be ambitious, i.e., set at a level that promotes continued 
improvement, and may be adjusted as factors change.27 

As previously mentioned, OMB’s 2012 Digital Government Strategy aims 
to reduce costs by consolidating mobile service contracts and 
streamlining purchasing and invoicing. In addition, OMB’s budget 
documents reported potential savings of about $2.5 billion in fiscal years 
2013 through 2015 by consolidating or eliminating commodity IT, 
including potential savings of about $388 million in mobile service 
contracts. As part of its effort to achieve consolidation and reduce mobile 
device and service costs, OMB reported that it collects agencies’ mobile 
service contract information and provides feedback to agencies on how 
their rates compare to government-wide and other agencies’ average 
rates and to estimated rates available through a government-wide blanket 
purchase agreement. However, OMB has not tracked mobile technology 
cost savings against established targets. An OMB Policy Analyst 
explained that OMB is tracking the amount realized of the $2.5 billion 
estimated savings but was not specifically tracking savings attributed to 
mobile contracts. 

Officials from OMB’s Office of E-Government and IT told us that the office 
had not established targets because they felt agencies are more likely to 
reduce costs if they are provided information about how their rates 

26GAO, Data Center Consolidation: Reporting Can Be Improved to Reflect Substantial 
Planned Savings, GAO-14-713 (Washington, D.C.: Sept. 25, 2014); Aviation Weather: 
Agencies Need to Improve Performance Measurement and Fully Address Key 
Challenges, GAO-10-843 (Washington, D.C., Sept. 9, 2010); NextGen Air Transportation 
System: FAA’s Metrics Can Be Used to Report on Status of Individual Programs, but Not 
of Overall NextGen Implementation or Outcomes; GAO-10-629 (Washington, D.C.: July 
27, 2010); OMB, Guide to the Program Assessment Rating Tool (Washington, D.C.: 
January 2008); and GSA, Performance-Based Management: Eight Steps To Develop and 
Use Information Technology Performance Measures Effectively (Washington, D.C.: 1996). 
27OMB, Guide to the Program Assessment Rating Tool (Washington, D.C.: January 
2008). 

Measuring and Reporting 
Agencies’ Progress in 
Reducing Spending on 
Mobile Devices and 
Services Would Facilitate 
OMB Consolidation 
Oversight Efforts and Help 
Agencies Better Manage 
Mobile Spending 

http://www.gao.gov/products/GAO-14-713
http://www.gao.gov/products/GAO-10-843
http://www.gao.gov/products/GAO-10-629


compare government-wide, than if their progress in reducing costs is 
measured against targets. However, our work on leading performance 
management practices has shown that establishing such targets can 
provide agencies with clear and transparent goals to guide their efforts. 
Furthermore, OMB’s oversight of the government-wide initiative to 
consolidate or eliminate commodity IT reinforces this point.
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28

Additionally, by measuring and reporting achievement of the Digital 
Government Strategy goal to reduce mobile technology costs, OMB 
would be more likely to have important insight into the effectiveness of its 
consolidation efforts and the ability to take corrective actions as needed. 
Agencies would also be more likely to have information about what is 
working well and what needs to be improved, thus enhancing their ability 
to effectively manage their mobile spending. 

As previously discussed, the executive order on promoting efficient 
spending directed agencies to establish controls to ensure they are not 
paying for unused or underused mobile devices. In addition, federal 
internal control standards call for agencies to ensure government 
resources are efficiently and effectively used.29 Internal control standards 
also state that the internal control environment should clearly define key 
areas of authority and responsibility, and that procedures should include 
an audit trail so someone not familiar with the procedures could 
understand the process. Thus, when managing mobile devices, agencies 
should 

· establish procedures to assess their devices for zero, under and over
usage;

· identify the personnel with authority and responsibility for performing
these procedures; and

· document the specific steps to be taken in order to help ensure the
process is repeatable.

The extent to which the 15 agencies we reviewed had established 
effective procedures to monitor and control spending varied. Of the 15 

28GAO, Information Technology: Additional OMB and Agency Actions Needed to Ensure 
Portfolio Savings Are Realized and Effectively Tracked, GAO-15-296 (Washington, D.C.: 
April 16, 2015). According to OMB, commodity IT includes IT infrastructure (e.g., desktop 
systems, telecommunications); enterprise IT systems (e.g., e-mail); and business systems 
(e.g., finance, human resources). 
29OMB, Circular A-123, Management’s Responsibility for Internal Control, Dec. 21, 2004. 

Most Agencies Have 
Not Established 
Processes and 
Procedures to 
Effectively Monitor 
and Control Spending 
on Mobile Devices 
and Services 

http://www.gao.gov/products/GAO-15-296


agencies, 2 managed mobile device spending at the enterprise level and 
13 delegated responsibility to components. Of the 2 that managed 
spending at the enterprise level, 1 had partially established procedures to 
assess device usage and the other had not established procedures. 
Specifically: 

· GSA established procedures to assess devices for zero usage, but
not for under or over usage. The procedures assign responsibility to
Designated Agency Representatives to review monthly reports to
identify unused devices, and to a Designated Agency Representative
Administrator to work with the device holder’s supervisor to address
devices with zero usage and request that the service provider
suspend or terminate zero usage devices. The procedures also
include an audit trail of the process to assess devices for no use.
However, the procedures do not include assessing devices for under
or over usage.

· SSA described steps it took to assess device usage and provided
examples of usage reports; however, it had not documented these
procedures. An official from the agency’s Office of
Telecommunications and Systems Operations explained that the
agency is planning to document steps to monitor spending, but did not
provide a time frame for completion.

Of the 13 agencies that delegated responsibility to their components, 1 
agency, DOD, had established procedures at the two components we 
reviewed. Three agencies had fully established procedures at one of their 
components that we reviewed; 4 agencies had partially established 
procedures at both components that we reviewed; 3 had partially 
established procedures at one of their components that we reviewed; and 
2 did not have procedures at either one of their two components that we 
reviewed. For example: 

· DOD’s two components—the Departments of the Army and of the
Navy—had established processes to assess devices for zero, under,
and over usage. The procedures defined responsibility and included
an audit trail.

· One of the two HHS components that we reviewed—the Centers for
Disease Control and Prevention—established procedures to assess
devices for zero, under, and over usage. They define authority and
responsibility and include an audit trail. Specifically the component
uses a wireless management services contract, which requires its
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contractor to analyze device usage and rates, by device, to determine 
if the component should establish a more cost-effective service plan. 

· One of DHS’s two components that we reviewed—Immigration and
Customs Enforcement—also established procedures to assess
devices for zero, under, and over usage through use of a wireless
management services contract. The contract requires the contractor
to analyze device usage and rates, by device, to determine if the
component should establish a more cost-effective service plan. DHS’s
other component we reviewed, the Federal Emergency Management
Agency, had established procedures to assess devices for zero
usage, but not for under or over usage. The procedures do not define
authority and responsibility for assessing devices. The procedures
include an audit trail to assess zero usage, but not for under or over
usage.

· One component we reviewed at the Department of Transportation
(Transportation)—the Office of the Secretary—has procedures that
include identifying wireless devices with zero usage; however, the
procedures do not include assessing devices for under or over usage.
The procedures also define responsibility for identifying and assessing
devices. However, they do not include an audit trail for performing the
assessment. The other reviewed component, the Federal Aviation
Administration, established a policy which requires its National
Wireless Program to optimize call plans. The procedures assign
responsibility for optimizing the call plans to a National Wireless
Program Office; however, the component agency had not established
procedures for doing so.

· One component at Interior—the National Park Service—had a policy
which requires park and office cell phone coordinators to monitor the
cost efficiency of service plans against usage; however, it does not
include an audit trail of the process to be followed for monitoring. The
other component—the Fish and Wildlife Service—had not established
a process or procedures to assess device usage.

Table 3 summarizes the extent to which each of the federal agencies or 
their components that we reviewed established processes and 
procedures to effectively assess mobile device usage. For details of our 
analysis of the processes and procedures, see appendix III. 
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Table 3: Extent to Which Selected Agencies or Their Components Established Processes and Procedures to Assess Device 
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Usage 

Agency Components 

Procedures 
assess 
devices for 
zero, under, 
and over 
usage 

Authority and 
responsibility 
for 
performing 
the 
procedures 
are defined 

Steps to 
apply 
procedures 
are 
documented 

Overall 
assessment 

Department of Agriculture 
Animal and Plant Health Inspection Service ● ● ● ● 
Natural Resources Conservation Service ○ ○ n/a ○ 

Department of Commerce 
Census Bureau ◐ ● ◐ ◐ 
National Oceanic and Atmospheric Administration ○ ● n/a ◐ 

Department of Defense 
Department of the Army ● ● ● ● 
Department of the Navy ● ● ● ● 

Department of Health and Human Services 
Centers for Disease Control and Prevention ● ● ● ● 
Food and Drug Administration ○ ○ n/a ○ 

Department of Homeland Security 
Federal Emergency Management Agency ◐ ○ ◐ ◐ 
Immigration and Customs Enforcement ● ● ● ● 

Department of the Interior 
Fish & Wildlife Service ○ ○ n/a ○ 
National Park Service ◐ ● ○ ◐ 

Department of Justice 
Drug Enforcement Administration ○ ○ n/a ○ 
Federal Bureau of Investigation ◐ ● ◐ ◐ 

Department of State 
African Affairs Bureau ○ ○ n/a ○ 
Diplomatic Security Bureau ○ ○ n/a ○
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Agency Components 

Procedures 
assess 
devices for 
zero, under, 
and over 
usage

Authority and 
responsibility 
for 
performing 
the 
procedures 
are defined

Steps to 
apply 
procedures 
are 
documented 

Overall 
assessment

Department of Transportation 
Federal Aviation Administration ◐ ● ○ ◐ 
Office of the Secretary ◐ ● ○ ◐ 

Department of the Treasury 
Internal Revenue Service ◐ ◐ ◐ ◐ 
Office of the Comptroller of the Currency ○ ○ n/a ○ 

Department of Veterans Affairsa 
Region 1 ◐ ● ◐ ◐ 
Region 3 ◐ ● ◐ ◐ 

Environmental Protection Agency 
Office of Administration and Resources Management ◐ ● ○ ◐ 
Office of Research and Development ◐ ● ◐ ◐ 

General Services Administration (Spending managed at the 
enterprise level) ◐ ● ◐ ◐

National Aeronautics and Space Administration 
Goddard Space Flight Center ○ ○ n/a ○ 
Johnson Space Center ○ ○ n/a ○ 

Social Security Administration (Spending managed at the 
enterprise level) ○ ○ n/a ○ 

● Fully satisfied criteria ◐ Met some but not all of the criteria ○ Did not satisfy criteria 
Source: GAO analysis of agency documentation | GAO-15-431 

Note: “n/a” means not applicable because there is no procedure to assess. 
aThe Department of Veterans Affairs delegated responsibility for managing inventories to regional 
offices instead of components. 
Note: Table contains complex information, data available upon request. 

Officials from the agencies described a number of reasons for the lack of 
documented procedures for monitoring and controlling mobile spending. 
For example, officials from a few agencies stated that their focus was on 



carrying out many of these activities and that documenting the process 
was less of a priority. However, without documented procedures, these 
agencies lack assurance that the process can be followed consistently 
and implemented by others. 

Also, officials from other agencies stated it was not necessary to monitor 
device usage because they had service contracts with pooled minutes or 
unlimited data. However, while contracts with unlimited or shared usage 
can help limit the risk of incurring charges from overuse, they can 
increase the risk that agencies are paying for unused service on 
infrequently used devices. Thus, reliance on plans providing unlimited or 
shared usage is not an effective substitute for adequate oversight of 
device-level usage. 

Furthermore, as with agencies’ inventories, a key reason agencies did not 
have adequate procedures for assessing device usage is that they took a 
decentralized approach to managing mobile device spending. As with the 
inventory requirements, agency officials told us they generally believed 
that the traditional, decentralized approach to managing mobile spending 
was adequate. Additionally, officials from four department-level CIO 
offices told us they did not have authority to control how components 
manage mobile device spending. However, as previously stated, agency 
CIOs are responsible for implementing and enforcing government-wide IT 
management policies. 

Also, as previously mentioned, the recent federal IT acquisition reform 
legislation
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30 addresses the responsibility of agency CIOs for ensuring the 
effective and efficient use of IT across their agencies. Specifically, the law 
prohibits the agencies we reviewed, other than DOD, from entering into a 
contract for IT or IT services that has not been approved by the agency’s 
CIO, or in the case of a non-major IT investment, a delegate who reports 
directly to the CIO. This law should provide agency CIOs with the 
necessary authority to control mobile device spending at components. 

Without established processes and procedures to assess mobile device 
usage for zero, under, and over usage, agencies are not able to ensure 
that they are sufficiently controlling spending, and thus not wasting 
federal resources. In addition, without a documented process that defines 
the steps to be taken to review usage, agencies are unlikely to be 

30Federal Information Technology Acquisition Reform provisions of the Carl Levin and 
Howard P. “Buck” McKeon National Defense Authorization Act for Fiscal Year 2015, Pub. 
L. No. 113-291, div. A, title VIII, subtitle D, 128 Stat. 3292, 3438-3450 (Dec. 19, 2014).  



consistently reviewing device usage to optimize costs. As a result, they 
may be paying for unused mobile devices or using inefficient service 
plans. 

According to mobile service contract reports submitted to OMB, agencies 
pay a range of monthly costs per line for various service combinations, 
with most including unlimited data and text messages and varying limits 
on the number of voice minutes allowed.
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31 For example, USDA reported 
the lowest monthly cost: $21 for 200 voice minutes, unlimited data, and 
200 text messages; and HHS reported the highest: $121.57 for unlimited 
voice, data, and text. Also, according to the reports, three agencies 
(Justice, SSA, and DHS) pay different rates for unlimited voice, data and 
text: $69.00, $80.56, and $121.57, respectively. Table 4 shows the lowest 
and highest monthly costs and associated contract terms that the 
agencies we reviewed reported for contracts with at least 50 mobile 
devices with voice and data services. 

Table 4: Range of Monthly Mobile Device Contract Costs and Associated Contract Terms Reported by Selected Agencies 

Agency 

Lowest 
monthly 
cost

Service rate 
terms under 
contract

Highest 
monthly 
cost

Service rate 
terms under 
contract Limitations of agency-reported data

Department of 
Agriculture 

$21.00 200 voice 
minutes; 
unlimited data; 
and 200 text 
messages. 

$72.11 1,000 voice 
minutes; 
unlimited data 
and text. 

— 

31As discussed earlier in this report, OMB requires agencies to submit quarterly reports on 
their mobile service contract costs and services, which are to include, by service contract, 
the number of voice minutes, number of gigabytes of data, and number of texts per line 
per month, as well as the typical contract cost per line per month and the number of 
devices on the contract. 

Agencies Reported a 
Range of Monthly 
Costs for Mobile 
Device Services 
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Agency

Lowest 
monthly 
cost

Service rate 
terms under 
contract

Highest 
monthly 
cost

Service rate 
terms under 
contract Limitations of agency-reported data

Department of 
Commerce — — — — 

Commerce’s report was missing cost and service information 
in 17 of 37 (or 46 percent) inventory records. 

Department of 
Defense — — — — 

DOD’s latest report was dated November 2012 and was 
missing key cost and service information in 201 of 788 (or 26 
percent) inventory records. 

Department of 
Health and 
Human 
Services 

$37.83  126 voice 
minutes; 
unlimited data 
and text. 

$121.57 Unlimited voice, 
data, and text. 

Data are from HHS’s August 2014 report, because the 
department did not have a November 2014 report. 

Department of 
Homeland 
Security 

— — — — 
DHS’s report was limited to headquarters devices. In addition, 
DHS reported actual usage instead of contract terms. 

Department of 
the Interior 

$26.39  400 voice 
minutes; 
unlimited data; 
and no text. 

$66.00  400 voice 
minutes; 
unlimited data 
and text. 

The total number of devices included in Interior’s November 
2014 report was a small percentage (23 percent) of the 
number of devices Interior reported to GAO.  

Department of 
Justice 

$31.12 100 voice 
minutes; 
unlimited data; 
and 400 text 
messages. 

$69.00 Unlimited voice, 
data and text. — 

Department of 
State 

$48.07 400 voice 
minutes; 
unlimited data 
and text. 

$59.58 300 voice 
minutes; 
unlimited data 
and text. 

Data are from State’s May 2014 report, because the 
department did not have a November 2014 report. Also, 
State’s report was limited to contracts generally for domestic 
use. 

Department of 
Transportation 

$29.38 300 voice 
minutes; 5 
gigabytes of 
data; and 
unlimited text. 

$66.00 322 voice 
minutes; 
unlimited data 
and text. 

— 

Department of 
the Treasury 

$40.00  300 voice 
minutes; 
unlimited data 
and text. 

$49.99  400 voice 
minutes; 
unlimited data 
and text. 

— 

Department of 
Veterans 
Affairs 

$22.58  125 voice 
minutes; 
unlimited data 
and text. 

$54.06  800 voice 
minutes; 
unlimited data 
and text. 

— 

Environmental 
Protection 
Agency 

$81.83 400 voice 
minutes; 
unlimited data 
and text. 

$82.38 300 voice 
minutes; 
unlimited data 
and text. 

EPA’s report included devices and services purchased 
through the agency’s working capital fund; however, agency 
officials did not know the extent to which the report accounts 
for all the agency’s devices and services because use of the 
fund is not mandatory. EPA stated that its monthly costs 
include internal costs such as staff and overhead, in addition 
to service contract costs. 
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Agency

Lowest 
monthly 
cost

Service rate 
terms under 
contract

Highest 
monthly 
cost

Service rate 
terms under 
contract Limitations of agency-reported data

General 
Services 
Administration 

$47.99  300 voice 
minutes; 
unlimited data 
and text. 

$57.99  300 voice 
minutes; 
unlimited data 
and text. 

— 

National 
Aeronautics 
and Space 
Administration 

$63.89  500 voice 
minutes; 
unlimited data 
and text. 

$100.97  500 voice 
minutes; 
unlimited data 
and text. 

NASA’s report included device data storage limits instead of 
monthly data service per line in 8 of 24 (33 percent) inventory 
records. We determined the contracts described here 
included unlimited data, based on our review of NASA’s end-
user services contract. 

Social 
Security 
Administration 

$39.99  400 voice 
minutes; 
unlimited data; 
and no text. 

$80.56 Unlimited voice, 
data, and text. — 

Source: GAO based on agency-reported data. | GAO-15-431 

Note: Unless otherwise noted, data are from November 2014 reports submitted to OMB. Data are 
based on agencies’ reported lowest and highest monthly costs and associated contract terms for at 
least 50 mobile devices with voice and data services. 

The data reported by the agencies have additional limitations. 
Specifically, the reports to OMB do not include information about services 
other than voice, data, and text that may be provided through the 
contract, such as international calling and tethering.32 OMB previously 
required agencies to include information about whether international and 
tethering services were included in the contract; however, its guidance for 
the November 2014 report did not require this information. Thus, 
differences in costs may reflect additional services that agencies are not 
required to report. GSA officials, for example, told us that the difference 
between the services provided for their lowest monthly cost ($47.99) and 
their highest monthly cost ($57.99), which otherwise had the same 
contract terms for voice, data, and text services, was that the higher-cost 
contract included international service. 

The variance in rates paid for the same services shows the potential to 
reduce costs. Specifically, the variance of about $53 between the lowest 
and highest rates the agencies we reviewed paid for unlimited voice, 
data, and text shows the potential opportunity to consolidate contracts 
and leverage economies of scale to reduce costs. As previously 
discussed, by measuring and reporting achievement of its goal to reduce 
mobile technology costs, OMB would be better able to monitor progress 

32Tethering is connecting a computer or tablet to a cellular phone by a cable or wireless 
connection to obtain cellular connectivity. 



in consolidating mobile service contracts, and have important insight and 
ability to take corrective actions as needed. 

For the most part, agencies continue to rely primarily on a decentralized 
approach to managing their mobile telecommunications devices such as 
cell phones, though such an approach limits agencies’ ability to optimize 
spending. This is reflected in mobile device inventories, which are often 
maintained at the component level, that provide insufficient information on 
devices and services to assess usage. Further, while agencies generally 
collected and reported information on mobile device contracts, the 
information was not always valid, complete, or current, which limits the 
ability to identify opportunities for consolidation and cost savings. 
Establishing complete and accurate inventories of mobile devices and 
services and of mobile contracts would better position agencies to meet 
OMB’s goal of reducing costs by moving toward a less-fragmented 
approach to acquiring this technology. Further, by measuring and 
reporting progress agencies are making in meeting this goal, OMB could 
enhance its ability to oversee these efforts and improve agencies’ 
management of their spending on mobile devices and services. 

Similar to device inventories, agencies have delegated responsibility for 
monitoring and controlling mobile device spending to components, and 
many lack documented procedures for identifying unused, underused, 
and overused, devices. With the federal government’s annual spending 
on mobile devices already more than $1 billion and expected to continue 
rising, more consistent collection of device-level information and clearly 
documented review procedures would better enable agencies to ensure 
that they are not paying for unnecessary devices and services. The wide 
range of rates agencies reported paying reinforces the need for effective 
ongoing oversight of mobile service spending. 

To help ensure their ability to effectively manage spending on mobile 
devices and services, we are making recommendations to each of the 
departments and agencies we reviewed. Appendix IV contains these 
recommendations. 

In addition, to better enable OMB to oversee agency efforts to consolidate 
mobile telecommunications contracts, we recommend that the Director 
measure and report progress in achieving its goal of cost savings through 
consolidation, as described in the 2012 Digital Government Strategy. 
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We provided a draft of this report for comment to the 15 agencies we 
reviewed and OMB. Of the 15 agencies we reviewed, 13 generally agreed 
with our recommendations, 1 agency, DOD, partially agreed, and  1 
(Treasury) stated that it did not have any comments. In addition, OMB 
generally agreed with our recommendation. Four agencies also provided 
technical comments, which we incorporated, as appropriate. The 
comments we received are summarized below: 

· In written comments, USDA agreed with our report and described 
steps it was taking to implement our recommendations. USDA’s 
comments are reprinted in appendix V. 

· In written comments, Commerce agreed with our recommendations. 
In addition, Commerce stated that it expects to develop a department-
wide inventory of mobile devices and service contracts and to 
document processes to assess device usage by the second quarter of 
fiscal year 2016. Commerce’s letter is reprinted in appendix VI. The 
department also provided technical comments which we incorporated 
as appropriate. 

· In written comments, DOD partially concurred with both 
recommendations. Regarding the first recommendation, that it 
establish a department-wide inventory of mobile devices and services, 
the Department agreed on the merits of such an inventory, but stated 
that maintaining an inventory comes at considerable expense and 
effort. We continue to believe that a comprehensive inventory is 
critical to managing mobile device costs. However, the inventory need 
not be generated centrally at the headquarters level; the department 
can compile a comprehensive inventory using components’ complete 
inventories. Regarding the second recommendation, to develop an 
inventory of mobile device contracts, DOD agreed that such an 
approach has merits, especially in a time of restricted government 
spending. The comments also describe several efforts the department 
has undertaken to enhance mobile device management. However, we 
believe any approach to managing mobile device contracts will be 
hampered by the lack of complete information on the contracts that 
are already in place. The department’s comments are reprinted in 
appendix VII. 

· In written comments, HHS concurred with our recommendations and 
described steps it was taking to implement them. HHS’s comments 
are reprinted in appendix VIII. 

· In written comments, DHS concurred with our recommendations and 
described steps it planned to take to implement them. DHS’s 
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comments are reprinted in appendix IX. The department also provided 
technical comments, which we incorporated as appropriate. 

· In e-mail comments, Interior’s audit liaison stated that the department
was in general agreement with the report’s recommendations. The
liaison stated that the department is planning an agency-wide
strategic sourcing initiative, which includes developing an inventory of
devices and services as they are transitioned to a new enterprise
contract. In addition, the department plans to publish enterprise-wide
processes and procedures for monitoring devices and services
procured through the new enterprise contract in calendar year 2015.

· In e-mail comments, an official from Justice’s Audit Liaison Group
stated that the department concurs with the recommendations. The
department also issued a policy requiring its components to take
steps consistent with our recommendations.

· In written comments, State agreed with our recommendations. In
addition, the department clarified its plans for centralized
management of mobile device and service inventories, which we have
incorporated into our report. The department also cited several
policies and procedures as having provisions that address the
executive order on promoting efficient spending. However, none of
them included procedures for assessing device usage. State’s
comments are reprinted in appendix X.

· In written comments, Transportation agreed with our
recommendations, based on a preliminary review, and said it would
provide a detailed response within 60 days of the report’s issuance.
The department’s letter is reprinted in appendix XI.

· In an e-mail response, a Treasury liaison stated that the department
had no comments on the report. The e-mail, however, provided
technical comments from the two department components we
reviewed, IRS and the Office of the Comptroller of the Currency,
which we have incorporated as appropriate.

· In written comments, the Department of Veterans Affairs generally
agreed with our conclusions and concurred with our recommendation.
The department’s comments are reprinted in appendix XII.

· In written comments, EPA neither agreed nor disagreed with our
recommendations, but described steps it was taking to implement
them that were consistent with our recommendations. The agency
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also stated that the monthly service cost information we reported was 
incorrect because it includes costs associated with its working capital 
fund such as staff and overhead. The agency also stated that the 
costs were inconsistent with the data we reported from other 
agencies. However, as we stated in our report, the monthly cost data 
were derived by analyzing agency reports to OMB. Even though it 
was not required, EPA included the described internal overhead costs 
to OMB. Thus, we believe that we consistently analyzed and reported 
the costs agencies reported to OMB. Our report discusses the 
possibility that differences among agency costs could be partly 
attributable to differences in how costs were reported. In addition, we 
added information to table 4 to clarify EPA’s position. EPA’s written 
comments are reprinted in appendix XIII. 

· In written comments, GSA agreed with our findings and
recommendations. Its letter is reprinted in appendix XIV.

· In written comments, NASA concurred with our recommendations and
identified steps the agency plans to take to address them. NASA’s
comments are reprinted in appendix XV.

· In written comments, SSA agreed with our recommendations and
outlined steps it is taking to implement them. SSA’s written comments
are reprinted in appendix XVI.

On behalf of OMB, a performance analyst in the E-Government and IT 
office provided e-mail comments stating that OMB generally agreed with 
our recommendation. Regarding establishing targets to guide agencies’ 
efforts in reducing mobile costs, OMB commented that because the 
market rate per line per month may improve, its current approach of 
comparing current prices paid with current price estimates is more flexible 
than setting a target price per line. While we agree that providing this 
information to agencies may be useful, targets need not be specific 
prices. Rather, they could be, for example, a range relative to average 
prices. Moreover, we agree that if goals are achieved, it is appropriate to 
revise them to continue striving for additional improvements, as laid out in 
OMB’s performance measurement guidance. 

We are sending copies of this report to the appropriate congressional 
committees; the Secretaries of Agriculture, Commerce, Defense, Health 
and Human Services, Homeland Security, the Interior, State, 
Transportation, the Treasury, and Veterans Affairs; the Attorney General; 
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the Administrator of the Environmental Protection Agency,  the Acting 
Administrator of General Services; the Administrator of the National 
Aeronautics and Space Administration; the Commissioner of the Social 
Security Administration; the Director of the Office of Management and 
Budget; and other interested parties. In addition, the report is available at 
no charge on the GAO website at http://www.gao.gov. 

If you or your staff members have any questions about this report, please 
contact me at (202) 512-4456 or chac@gao.gov. Contact points for our 
Offices of Congressional Relations and Public Affairs may be found on 
the last page of this report. GAO staff who made contributions to this 
report are listed in appendix XVII. 

Carol R. Cha 
Director 
Information Technology Acquisition Management Issues 

Page 30 GAO-15-431 Mobile Telecommunications  

http://www.gao.gov/
mailto:chac@gao.gov


 
Appendix I: Objectives, Scope, and
Methodology 
 

Our objectives were to (1) determine the extent to which federal agencies 
have developed enterprise-wide inventories of mobile devices and 
wireless services, and established processes to maintain them; (2) 
determine the extent to which agencies have established effective 
processes and procedures for monitoring and controlling spending on 
mobile devices and wireless services; and (3) describe agencies’ mobile 
service rates. 

To address our objectives, we selected 15 agencies from the 24 agencies 
identified in the Chief Financial Officer Act of 1990 that reported spending 
at least $10 million on telecommunications in fiscal year 2012 or fiscal 
year 2013. The agencies were the Departments of Agriculture, 
Commerce, Defense, Health and Human Services, Homeland Security, 
the Interior, Justice, State, Transportation, the Treasury, and Veterans 
Affairs; the General Services Administration; the National Aeronautics 
and Space Administration; and the Social Security Administration, which 
reported spending over $10 million on telecommunications in fiscal year 
2012, through USASpending.gov. We also selected the Environmental 
Protection Agency, which reported to us that it spent over $10 million on 
telecommunications in fiscal year 2013. 

To address the first objective, we reviewed agencies’ detailed device and 
service inventories and enterprise-wide mobile service contract 
inventories. For each agency that reported that components were 
responsible for maintaining device inventories, we selected two 
components with the highest number of devices for each agency, based 
on agency reports.
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1 In the cases where we reviewed component 
inventories, our assessment of agencies’ inventories cannot be 
generalized to the entire agency. 

We evaluated agencies’ mobile device and service inventories relative to 
(1) the President’s November 2011 executive order on promoting efficient 
spending to review inventories for zero and under use, and (2) a prior 
GAO report on sound telecommunications transition planning practices, 

1We could not determine the number of devices by component at the Department of State, 
based on the information provided by the department. Therefore, we selected two 
components based on our judgment of where mobile devices were more likely to be 
needed and used, based on their missions. 
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which are relevant beyond a transition.
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2 Specifically, we determined if the 
agencies had an inventory that included uniquely identified devices and 
associated service limits and rates that can be used to assess device 
usage. Thus, for our assessment, we only considered agencies’ 
inventories which included both mobile devices and associated service 
limits and rates. 

For those agencies that had centrally managed inventories, we verified 
that the inventory accounts for all the agency’s major components, by 
comparing component data in the inventories with agency organization 
descriptions or charts. We identified obvious issues with the inventories, 
such as missing devices, by comparing the number of devices in the 
inventory with the number of devices reported to Office of Management 
and Budget (OMB). In addition, we reviewed relevant agency information 
and responses to questions about efforts to ensure the inventories were 
complete. We assessed the inventories we found to be missing devices 
as partial. 

For those agencies whose components managed inventories, we did not 
verify the completeness of the components’ inventories. However, if we 
found obvious issues with a component’s inventory, such as missing 
devices and associated service information, we assessed the inventory 
as partial. 

Regarding inventory maintenance processes, for those agencies with 
centrally managed enterprise-level mobile device and services 
inventories, we determined whether agencies had documented processes 
relative to our prior report on telecommunications best practices, which 
shows that agencies should have documented inventory maintenance 
processes. We did not evaluate whether components had inventory 
maintenance processes. 

We evaluated agencies’ mobile contract inventories against OMB’s Digital 
Government Strategy requirements and guidance. Specifically, we 
assessed the agencies’ latest inventories as of November 2014 relative to 
                                                
2GAO, Telecommunications: Full Adoption of Sound Transition Planning Practices by 
GSA and Selected Agencies Could Improve Planning Efforts, GAO-06-476 (Washington, 
D.C.: June 6, 2006). We identified establishing a telecommunications inventory as a key 
telecommunications transition planning practice and noted the importance of establishing 
and maintaining an inventory for purposes in addition to transition planning. We identified 
the transition planning practices through research of literature and interviews with those 
with experience in telecommunications transitions, including industry experts, 
telecommunications vendors, and other private sector companies. 

http://www.gao.gov/products/GAO-06-476
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OMB’s guidance, which requires agencies to develop enterprise-wide 
reports on their mobile service contract costs and services. The reports 
are to include, for each service contract, the numbers of voice minutes, 
gigabytes of data, and text messages per line per month, the typical 
contract cost per line per month, and the number of devices on the 
contract. Regarding maintenance of these reports, we evaluated the 
extent to which agencies provided quarterly reports to OMB for the last 3 
quarters in 2014 (i.e., May, August, and November 2014), in accordance 
with OMB requirements to deliver quarterly reports. 

In addition, we compared OMB’s oversight of agencies’ progress toward 
meeting the Digital Government Strategy’s goal of purchasing mobile 
technology at the agency (and ultimately government-wide) level with 
leading management practices.
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3 These practices include identifying 
performance goals and measures, identifying targets for improving 
performance, and measuring and reporting on progress against those 
targets. 

For the second objective, we reviewed agencies’ documented processes 
and procedures for monitoring and controlling spending on mobile 
devices and services. For each agency that reported managing mobile 
device spending at the component level, we reviewed the two 
components with the highest number of mobile devices, based on agency 
reports. Specifically, we assessed the extent to which the procedures 
included assessing devices for zero, under, and over usage, in 
accordance with a November 2011 executive order directing agencies to 
establish controls to ensure they are not paying for unused or 
underutilized mobile devices and services, and OMB federal internal 
control standards, which say that agencies should establish control 
activities (i.e., procedures) to help ensure the efficient and effective use of 

                                                
3GAO, Data Center Consolidation: Reporting Can Be Improved to Reflect Substantial 
Planned Savings, GAO-14-713 (Washington, D.C.: Sept. 25, 2014); Aviation Weather: 
Agencies Need to Improve Performance Measurement and Fully Address Key 
Challenges, GAO-10-843 (Washington, D.C., Sept. 9, 2010); NextGen Air Transportation 
System: FAA’s Metrics Can Be Used to Report on Status of Individual Programs, but Not 
of Overall NextGen Implementation or Outcomes; GAO-10-629 (Washington, D.C.: July 
27, 2010); OMB, Guide to the Program Assessment Rating Tool (Washington, D.C.: 
January 2008); and GSA, Performance-Based Management: Eight Steps To Develop and 
Use Information Technology Performance Measures Effectively (Washington, D.C.: 1996).  

http://www.gao.gov/products/GAO-14-713
http://www.gao.gov/products/GAO-10-843
http://www.gao.gov/products/GAO-10-629
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government resources.
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4 We also assessed the procedures to determine if 
authority and responsibility for the procedures were defined and an audit 
trail is included so that someone not familiar with the procedures can 
understand them, in accordance with OMB internal control standards. In 
the cases where we reviewed component procedures, our assessment of 
procedures cannot be generalized to the entire agency. 

For the third objective, we analyzed each agency’s latest mobile service 
contract report submitted to OMB as of November 2014. Specifically, we 
identified the contract records that included both voice and data services 
for at least 50 devices. Of these records, we identified the service 
contract with the lowest monthly cost per device and the contract terms 
associated with the cost (i.e., the number of voice minutes, gigabytes of 
data and text messages allowed per month per device). Similarly, of the 
contracts that included both voice and data services for at least 50 
devices, we identified the service contract with the highest monthly cost 
per device and the contract terms associated with the cost. If there were 
two or more contracts with identical lowest monthly cost and contract 
terms for at least 50 mobile devices, then we identified the contract with 
more favorable contract terms (e.g., higher number of voice minutes). 
Similarly, If there were two or more records with identical highest monthly 
cost and contract terms, then we identified the record with less favorable 
contract terms (e.g., lower number of voice minutes). 

To assess the reliability of the cost data in the contracts inventory reports, 
we identified obvious issues, such as missing or questionable values, and 
reviewed each agency’s responses to questions about efforts to ensure 
the reports are accurate and complete. For the purposes of our report, we 
determined the cost data we reported were sufficiently reliable. 

For all three objectives, we discussed the agencies’ oversight of mobile 
telecommunications with officials from each agency and OMB. 

We conducted this performance audit from December 2013 to May 2015, 
in accordance with generally accepted government auditing standards. 
Those standards require that we plan and perform the audit to obtain 
                                                
4OMB, Circular A-123, Management’s Responsibility for Internal Control, Dec. 21, 2004; 
GAO, Standards for Internal Control In the Federal Government, GAO/AIMD-00-21.3.1 
(Washington, D.C.: November 1999); GAO, Internal Control Management and Evaluation 
Tool, GAO-01-1008G (Washington, D.C.: Aug. 2001); See also GAO, Standards for 
Internal Control in the Federal Government, GAO-14-704G (Washington, D.C.: September 
2014), which is effective beginning with fiscal year 2016, and may be adopted earlier at 
the discretion of agencies. 

http://www.gao.gov/products/GAO/AIMD-00-21.3.1
http://www.gao.gov/products/GAO-01-1008G
http://www.gao.gov/products/GAO-14-704G
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sufficient, appropriate evidence to provide a reasonable basis for our 
findings and conclusions based on audit objectives. We believe that the 
evidence obtained provides a reasonable basis for our findings and 
conclusions based on our audit objectives. 
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Appendix II: Detailed Analysis of Agency 
Mobile Device and Services and Mobile Service 
Contracts Inventories 
 
 
 

Included in this appendix are details of our assessment of the extent to 
which the 15 agencies we reviewed (1) had an inventory of mobile 
devices and associated service terms and rates, and (2) developed and 
maintained a mobile service contracts inventory. 

Mobile Device and Services Inventory: We determined whether the 15 
agencies had inventories that uniquely identify mobile devices and 
associated service information (i.e., service terms and rates) that can be 
used to assess device usage to determine if a device should be canceled 
or moved to a more cost-effective rate plan, in accordance with Executive 
Order 13589 on Promoting Efficient Spending, and prior GAO work on 
telecommunications inventories. In the cases where agencies delegated 
responsibility for managing mobile device inventories to components, we 
reviewed two components’ inventories for each agency. 

Table 5 summarizes our analysis of each agency’s mobile device and 
services inventory. 
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Table 5: Extent to Which Selected Agencies or Components Have Developed an 
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Inventory of Mobile Devices and Associated Service Terms and Rates 

Agency Components  Assessment 
Department of Agriculture 

Animal and Plant Health Inspection Service ○ 
Natural Resources Conservation Service ○ 

Department of Commerce 
Census Bureau ● 
National Oceanic and Atmospheric Administration ○ 

Department of Defense 
Department of the Army ○ 
Department of the Navy ● 

Department of Health and Human Services 
Centers for Disease Control and Prevention ● 
 Food and Drug Administration ● 

Department of Homeland Security 
 Federal Emergency Management Agency ○ 
 Immigration and Customs Enforcement ○ 

Department of the Interior 
 Fish & Wildlife Service  ○ 
 National Park Service  ● 

Department of Justice 
 Drug Enforcement Administration ● 
 Federal Bureau of Investigation  ● 

Department of State  ○ 

Department of Transportation 
 Federal Aviation Administration ● 
 Office of the Secretary  ● 

Department of the Treasury 
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Agency Components Assessment
 Internal Revenue Service  ◐ 
 Office of the Comptroller of the Currency ○ 

Department of Veterans Affairs  
Region 1 ● 
Region 3 ● 

Environmental Protection Agency (Inventory managed at the enterprise 
level) 

◐ 

General Services Administration (Inventory managed at the enterprise 
level) 

● 

National Aeronautics and Space Administration (Inventory managed at 
the enterprise level) 

◐ 

Social Security Administration (Inventory managed at the enterprise level) ◐ 
● The agency or component had an inventory of devices and associated services. 
◐ The agency or component had an inventory of devices and associated services; however, it did not 
include all the agency’s or component’s devices. 
○ The agency or component did not have an inventory of devices and associated services. 
Source: GAO analysis of agency data. | GAO-15-431 

Note: The Department of Veterans Affairs delegated responsibility for managing inventories to 
regional offices instead of components. 
Note: Table contains complex information, data available upon request. 

Mobile Service Contracts Inventory: To determine the extent to which the 
15 agencies had developed an inventory of mobile service contracts, we 
compared each agency’s most recent inventory as of November 2014, 
with the Office of Management and Budget’s (OMB) May 2012 Digital 
Government Strategy requirements and subsequent implementation 
guidance. Specifically, we determined whether each agency had an 
inventory that included mobile service contract information, including the 
number of voice minutes, gigabytes of data, and text messages allowed 
per line per month, the typical cost per line per month, and the number of 
devices on the service plan. To determine the extent to which agencies 
maintained their contract inventories, we determined whether each 
agency had May, August, and November 2014 inventory reports. 
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Table 6 summarizes our analysis of each selected agency’s mobile 
service contracts inventory. Following the table are details about each 
assessment. 

Table 6: Summary of the Extent to Which Selected Agencies Have Developed an 
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Inventory of Mobile Service Contracts and Maintained It Quarterly 

Agency Developed  Maintained  
Department of Agriculture ● ● 
Department of Commerce ◐ ● 
Department of Defense ◐ ○ 
Department of Health and Human Services ◐ ◐ 
Department of Homeland Security ◐ ◐ 
Department of the Interior ◐ ● 
Department of Justice ● ◐ 
Department of State ◐ ◐ 
Department of Transportation ● ● 
Department of the Treasury ● ● 
Department of Veterans Affairs ● ● 
Environmental Protection Agency ◐ ● 
General Services Administration ● ● 
National Aeronautics and Space Administration ◐ ● 
Social Security Administration ● ● 

● Developed: The agency developed a mobile services contract inventory as of November 2014. 
Maintained: The agency had reports for May, August, and November 2014. 
◐ Developed: The agency had an inventory of mobile service contracts; however, it was missing key 
data or was not current as of November 2014. Maintained: The agency had not updated its report 
one or two quarters between May and November 2014. 
○ Maintained: The agency had not updated its report in any of the quarters between May and 
November 2014. 
Source: GAO analysis of agency data. | GAO-15-431 

Note: Table contains complex information, data available upon request. 

The Department of Agriculture delegated responsibility for managing 
mobile device inventories to its components. The two components we 
reviewed—the Animal and Plant Health Inspection Service and the 
Natural Resources Conservation Service—had inventories of mobile 
devices, but they did not include associated service terms and rates. 

The department has developed an inventory of mobile service contracts. 
In addition, it had inventory reports for May, August, and November 2014. 

Department of Agriculture 
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The Department of Commerce delegated responsibility for managing 
mobile device inventories to its components. One component that we 
reviewed, the Census Bureau, had an inventory of devices and 
associated service plans and rates. The other component we reviewed, 
the National Oceanic and Atmospheric Administration, reported that it 
does not have an inventory of devices that includes service information. 

The department has developed an inventory of mobile service contracts. 
However, its November 2014 inventory was not complete. Specifically, it 
was missing cost and service information in 17 of 37 records (46 percent). 
The department had inventory reports for May, August, and November 
2014. 

The Department of Defense delegated responsibility for managing mobile 
device inventories to its components. One component we reviewed, the 
Department of the Navy, had an inventory of mobile devices and 
associated services. However, the other component, the Department of 
the Army, reported that it did not. 

The department developed an inventory of mobile service contracts in 
2012; however, the report was missing key cost and service information 
in 201 of 788 (26 percent) inventory records. The department did not 
have inventory reports for May, August, or November 2014. 

The Department of Health and Human Services delegated responsibility 
for managing mobile device inventories to its components. Both 
components we reviewed, the Food and Drug Administration and the 
Centers for Disease Control and Prevention, had an inventory of devices 
and associated service information. 

The department developed an inventory of mobile service contracts. The 
department had inventory reports for May and August 2014. However, it 
did not have a November 2014 report. 

The Department of Homeland Security delegated responsibility for 
managing mobile device inventories to its components. However, as of 
January 2015, both components we reviewed, the Federal Emergency 
Management Agency and Immigration and Customs Enforcement, did not 
have inventories of devices and associated service information. 

The department developed an inventory of mobile service contracts; 
however, it did not include all components’ service contracts. Specifically, 
it included only the department’s headquarters’ service contracts. The 
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Department of Defense 

Department of Health and 
Human Services 

Department of Homeland 
Security 
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department had inventory reports for August and November 2014, but not 
for May 2014. 

The Department of the Interior delegated responsibility for managing 
mobile device inventories to its components. One component that we 
reviewed, the National Park Service, had an inventory of devices and 
associated service information. The other component, the Fish and 
Wildlife Service, did not have an inventory of devices and associated 
service information. 

The department developed an inventory of service contracts; however, 
the total number of devices included in the November 2014 report was 
only 23 percent of the number of devices the department reported to us. 
The department had inventory reports for May, August, and November 
2014. 

The Department of Justice delegated responsibility for managing mobile 
device inventories to its components. The two components we 
reviewed—the Drug Enforcement Administration and the Federal Bureau 
of Investigation—had inventories of mobile devices and associated 
service information. 

The department developed an inventory of mobile service contracts. It 
had inventory reports for May and November 2014; however, it did not 
have an August 2014 report. 

Department of State officials stated that the majority of the department’s 
mobile devices are based overseas and that posts and bureaus are 
responsible for managing mobile device and service inventories. The 
department had an inventory of mobile devices at overseas posts; 
however, the inventory did not include associated service information. 
Regarding domestic users’ mobile devices and services, the officials 
stated that responsibility for centralized management of devices and 
services purchased through the department’s wireless blanket purchase 
agreements had transitioned to the Bureau of Information Resource 
Management, and that the department plans to develop an inventory of 
these devices. 

The Department of State developed an inventory of mobile service 
contracts; however, agency officials stated that the report includes only 
devices purchased through the department’s blanket purchase 
agreements, which are generally only for domestic users. The department 
had an inventory report for May 2014. It also had inventory reports for 
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October and December 2014; however, these reports did not include 
monthly cost information. It did not have reports for August or November 
2014. 

The Department of Transportation delegated responsibility for managing 
mobile device inventories to its components. Both components we 
reviewed, the Federal Aviation Administration and the Office of the 
Secretary, had inventories of devices and associated service limits and 
rates. 

The department developed and maintained an inventory of mobile service 
contracts. It had inventory reports for May, August, and November 2014. 

The Department of the Treasury delegated responsibility for managing 
mobile device inventories to components. One of the components we 
reviewed, the Internal Revenue Service, had an inventory of 32,573 
devices, but only 4,017 devices had associated service information (about 
12 percent of the total devices). The other component we reviewed, the 
Office of the Comptroller of the Currency, did not have an inventory of 
devices and associated service terms and rates. 

The department developed and maintained an inventory of mobile service 
contracts. It had inventory reports for May, August, and November 2014. 

Department of Veterans Affairs regional offices manage the department’s 
mobile devices and services. The two regional offices we reviewed had 
an inventory of mobile devices and associated services. 

The department developed and maintained an inventory of mobile service 
contracts. It had inventory reports for May, August, and November 2014. 

The Environmental Protection Agency has an enterprise-level inventory of 
some but not all mobile devices and associated service plan information. 
Specifically, the inventory includes devices and services purchased 
through the agency’s working capital fund; however, agency officials did 
not know to what extent the inventory accounts for all the agency’s 
devices because use of the fund is not mandatory for acquiring mobile 
devices and services. 

The agency has developed an inventory of mobile service contracts; 
however, it includes only the service contracts procured through its 
working capital fund. Agency officials did not know to what extent devices 
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and services are procured outside the working capital fund. The agency 
had inventory reports for May, August, and November 2014. 

The General Services Administration had an enterprise-wide inventory of 
mobile devices and associated service plan information. 

The agency also developed an inventory of mobile service contracts. It 
had inventory reports for May, August, and November 2014. 

The National Aeronautics and Space Administration had an inventory of 
mobile devices and associated service information which included most, 
but not all, of the devices used by the agency. The inventory was 
developed through a contract that provides the agency’s components 
wireless services, and contractor-owned devices. However, the agency 
does not have an inventory of agency-owned devices and services. 
Officials from the agency’s Office of the Chief Information Officer reported 
that the agency plans to develop and maintain a complete inventory once 
it has implemented changes to its Configuration Management Database 
in 2016. 

The agency developed an inventory of mobile service contracts; however, 
the November 2014 report included invalid information in a third of its 
inventory records. Specifically, it reported device data storage limits 
instead of monthly data service limits per device in 8 of 24 inventory 
records (33 percent). The agency had inventory reports for May, August, 
and November 2014. 

The Social Security Administration has an enterprise-level inventory of 
mobile devices and associated service information, which included about 
69 percent of the devices the agency reported. Agency officials explained 
that the remaining devices were purchased at the local level. The local 
office with the largest number of devices did not have an inventory of 
devices that included associated service information. 

The agency has developed an inventory of mobile devices and service 
contracts. It had inventory reports for May, August, and November 2014. 
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Included in this appendix are details of our assessment of the extent to 
which the 15 agencies or their components that we reviewed established 
controls to assess mobile device usage to determine if a device is 
underused, overused, or unused. Of the 15 agencies, 13 delegated 
responsibility to their components while 2 reported managing mobile 
device spending at the enterprise level. The two agencies that reported 
managing at the enterprise level are the General Services Administration 
and the Social Security Administration. 

The following elements of their processes and procedures were 
assessed: 

· Procedures include assessing device usage to determine whether 
devices are underused, overused, or unused, in accordance with 
Executive Order 13589 – Promoting Efficient Spending, the Office of 
Management and Budget’s (OMB) December 2004 Circular A-123, 
and GAO’s Standards for Internal Control in the Federal Government. 

· Authority and responsibility are defined, in accordance with OMB’s 
December 2004 Circular A-123, Management’s Responsibility for 
Internal Control. 

· The steps to be followed are documented so that someone not 
connected with the procedures can understand the process, in 
accordance with OMB’s December 2004 Circular A-123, 
Management’s Responsibility for Internal Control. 

Table 7 includes assessments of the elements for each agency that 
reported managing spending at the enterprise level and for two 
components of each agency that delegated responsibility to their 
components. Following the table are summaries of our analysis. 
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Table 7: Analysis of the Extent to Which Selected Federal Agencies or Their Components Established Processes and 
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Procedures to Assess Device Usage 

Agency Components  

Procedures 
assess 
device 
usage  

Authority and 
responsibility 
are defined 

Steps to 
apply 
procedures 
are 
documented 

Overall 
assessment 

Department of Agriculture 
Animal and Plant Health Inspection Service ● ● ● ● 
Natural Resources Conservation Service ○ ○ n/a ○ 

Department of Commerce 
Census Bureau ◐ ● ◐ ◐ 
National Oceanic and Atmospheric Administration ○ ● n/a ◐ 

Department of Defense 
Department of the Army ● ● ● ● 
Department of the Navy ● ● ● ● 

Department of Health and Human Services 
Centers for Disease Control and Prevention ● ● ● ● 
 Food and Drug Administration ○ ○ n/a ○ 

Department of Homeland Security 
 Federal Emergency Management Agency ◐ ○ ◐ ◐ 
 Immigration and Customs Enforcement ● ● ● ● 

Department of the Interior 
 Fish & Wildlife Service  ○ ○ n/a ○ 
 National Park Service  ◐ ● ○ ◐ 

Department of Justice 
 Drug Enforcement Administration ○ ○ n/a ○ 
 Federal Bureau of Investigation  ◐ ● ◐ ◐ 

Department of State 
 African Affairs Bureau ○ ○ n/a ○ 
Diplomatic Security Bureau  ○ ○ n/a ○ 
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Agency Components 

Procedures 
assess 
device 
usage 

Authority and 
responsibility 
are defined

Steps to 
apply 
procedures 
are 
documented

Overall 
assessment

Department of Transportation 
 Federal Aviation Administration ◐ ● ○ ◐ 
 Office of the Secretary  ◐ ● ○ ◐ 

Department of the Treasury 
 Internal Revenue Service  ◐ ◐ ◐ ◐ 
Office of the Comptroller of the Currency ○ ○ n/a ○ 

Department of Veterans Affairsa  
VHA Region 1 ◐ ● ◐ ◐ 
VHA Region 3 ◐ ● ◐ ◐ 

Environmental Protection Agency 
Office of Administration and Resources Management ◐ ● ○ ◐ 
Office of Research and Development ◐ ● ◐ ◐ 

General Services Administration (Spending managed at the enterprise 
level) 

◐ ● ◐ ◐ 

National Aeronautics and Space Administration 
 Goddard Space Flight Center ○ ○ n/a ○ 
 Johnson Space Center ○ ○ n/a ○ 

Social Security Administration (Spending managed at the enterprise 
level) 

○ ○ n/a ○ 

● Fully satisfied criteria ◐ Met some but not all of the criteria ○ Did not satisfy criteria 
Source: GAO analysis of agency data. | GAO-15-431 

Note: “n/a” means not applicable because there were no procedures to assess. 
aThe Department of Veterans Affairs delegated responsibility for managing inventories to regional 
offices instead of components. 
Note: Table contains complex information, data available upon request. 

The Department of Agriculture’s November 2010 policy on managing 
wireless technologies states that department components are to develop 
standard operating procedures and analyze wireless usage reports. 

Department of Agriculture 
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Of the two components we reviewed, the Animal and Plant Health 
Inspection Service established standard operating procedures, which 
assign responsibility to a Designated Agency Representative team lead to 
conduct monthly cellular service usage analysis to improve rates and to 
identify devices with no usage and process them for suspension or 
disconnection. The procedures include the steps to be followed to 
perform the analysis, including comparing used minutes to pooled 
minutes to determine if service lines can be changed from a 400-minute 
plan to a zero-minute plan to save costs. 

The other component we reviewed, the Natural Resources Conservation 
Service, has not established processes and procedures. This component 
uses USDA’s International Technology Services for mobile device 
management, which has procedures for ordering and cancelling devices 
and services, but not for assessing usage. 

The Department of Commerce’s Office of the Chief Information Officer 
reported that each bureau (i.e., component) is responsible for managing 
acquisition associated with mobile devices. 

Of the two components we reviewed, the Census Bureau established a 
process that defines responsibilities and includes steps to be followed. 
Managers are responsible for assessing a quarterly report, prepared by 
the bureau’s Information Technology Director, of cellular usage by device 
for their respective staffs. Managers are to confirm to the bureau’s 
Information Technology Directorate that a device with zero usage is still 
required and that lines with minutes exceeding the number of included 
peak plan minutes per month should remain active using the current rate 
plan. However, the procedures do not include assessing device usage for 
underuse. 

The other component we reviewed, the National Oceanic and 
Atmospheric Administration, has not documented procedures to assess 
mobile device usage. Its 1999 Telephone Use Policy assigns 
responsibility for cost-effective management of the agency’s 
telecommunications services and systems, including cellular telephones 
and wireless services, to managers and supervisors. It also has a 
January 2014 policy on the use of mobile devices and the acquisition of 
mobile applications. However, the agency has not established procedures 
to assess usage to determine if a device is not used or the extent to 
which usage is under or over the service plan limits. 
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Department of Defense officials reported that components manage 
mobile device spending. 

Of the two components we reviewed, the Department of the Army, in 
February 2013, issued an order which states that the Army’s Network 
Enterprise Technology Command is responsible for reporting unused 
devices to the Army Chief Information Officer and that the Army Chief 
Information Officer is to disseminate the information to Army components, 
which are responsible for disconnecting them. Army components are also 
to assess devices for low and high usage and migrate them to new plans, 
as appropriate, and monitor monthly bills for accuracy. The order includes 
parameters for determining what is low, no, and high usage. For example, 
it states that devices with less than 20 percent monthly utilization are to 
be migrated to a flat rate service plan or be disconnected. Conversely, it 
states that devices with more than 80 percent monthly utilization are to be 
migrated to a higher-level service plan to eliminate or reduce overage 
charges. 

For the second component we reviewed, the Department of the Navy, the 
Office of the Chief Information Officer issued a policy in August 2014 for 
achieving mobile cost efficiency, which requires Navy components to 
monitor devices for zero, over, and under usage and includes parameters 
for determining what is zero, over, and under usage. For example, the 
policy states that a Navy component with a pooled-minute plan or a 
device with an assigned minute plan that is charged for exceeding its 
limits by 25 percent or more for 3 consecutive months is required to 
change to a plan or pool with more minutes. Conversely, the policy states 
that an activity with a pooled-minute plan or a device with an assigned-
minute plan that is charged for 75 percent or less of the contracted 
minutes for 3 consecutive invoices is required to change to another plan 
with fewer minutes. 

The Department of Health and Human Services Office of the Chief 
Information Officer reported that responsibility for mobile device spending 
is at the component level. 

One of the two components we reviewed, the Centers for Disease Control 
and Prevention (CDC), established a contract for wireless management 
services, which includes rate plan optimization, billing reconciliation, and 
auditing. The contract requires the contractor to review each line of 
service every month and perform a rate plan analysis, validate the 
charges, and check every itemized charge for accuracy. In addition, the 
contract requires the contractor to prepare a quarterly re-optimization 
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recommendation report, review it with the CDC Contracting Officer’s 
Representative for re-optimization approval, and re-optimize with carriers 
based on CDC approval. The agency also issued guidance that includes 
agency responsibilities for mobile device cost savings, which states that 
the agency Management Officer is responsible for conducting quarterly 
reviews of the use and need for mobile devices and recommending to 
supervisors any changes based on usage reports. 

The other component we reviewed, the Food and Drug Administration, 
has not established procedures for assessing device usage. It has 
developed procedures for downloading usage information and overage 
charges from carriers. However, the procedures do not include assessing 
the usage information to determine if a device is not used or the extent to 
which usage is under or over the carrier’s plan. In addition, authority and 
responsibility for assessing device usage have not been defined. 

Department of Homeland Security officials reported that components 
have responsibility for managing mobile device spending. 

One of the two components we reviewed, the Federal Emergency 
Management Agency, established procedures to analyze device usage 
and suspend lines of service that had not been used in the previous 30 
days. The procedures include steps to be followed; however, they do not 
define who has authority and responsibility for performing them. 
Furthermore, the procedures do not include comparing device usage with 
wireless service plan limits to assess whether devices are underused or 
overused. 

The second component we reviewed, Immigration and Customs 
Enforcement, established procedures for assessing device usage. 
Specifically, according to the component’s documentation, it established a 
task order under the Department of Homeland Security’s department-
wide blanket purchase agreement for wireless expense management 
services.
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1 Expense management services provided by the contract 
include, among other things, analyzing usage and determining where 
individual account and rate plan changes should be made to lower costs. 

                                                
1DHS established, in April 2013, a department-wide blanket purchase agreement for 
wireless expense management services, which the department requires components to 
use for purchasing mobile devices and wireless services, unless a waiver is approved.  
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Officials from the Department of the Interior’s Office of the Chief 
Information Officer stated that its components are responsible for 
monitoring and controlling mobile device spending. 

One of the two components we reviewed, the Fish and Wildlife Service 
established a January 2014 Information Resources Management, 
Telecommunications, and Network Management policy. However, the 
policy does not include assessing mobile device usage to determine if a 
device is not used or the extent to which usage is under or over the 
service plan limits. 

The other component we reviewed, the National Park Service, has a July 
2004 Cell Phone Usage and Management policy that assigns 
responsibility to park and office cell phone coordinators for monitoring the 
cost efficiency of service plans against usage. However, the component 
has not established the steps to be followed for monitoring. 

The Department of Justice’s Office of the Chief Information Officer 
reported that its components are responsible for managing mobile device 
spending. 

For one of the components that we reviewed, the Drug Enforcement 
Administration, officials described steps the component takes to monitor 
device usage; however, it has not established procedures for assessing 
device usage to determine if a device is not used or the extent to which 
usage is under or over the applicable rate plan. 

The other component that we reviewed, the Federal Bureau of 
Investigation, established a process for monitoring its foreign mobile 
device usage, and a process for assessing its domestic devices for zero 
usage. Specifically, May 2013 guidance assigned responsibility to division 
heads to monitor its foreign mobile phone usage to reduce costs. The 
guidance requires division heads to monitor monthly usage reports and 
defines parameters for high and low voice and data usage. For domestic 
usage, the bureau established a process to monitor the devices on one of 
its carriers for zero usage. However, it has not documented a process to 
assess domestic device usage for under or over usage, or to review 
usage at other carriers. 

A Department of State August 2013 policy requires each bureau (i.e., 
component) to develop processes and procedures for controlling mobile 
device spending. However, neither of the two components we reviewed, 
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the Bureau of African Affairs or the Bureau of Diplomatic Security, 
developed a process or procedures to assess device usage. 

Officials from the Department of Transportation Office of the Chief 
Information Officer stated that the department’s components manage 
mobile device spending. 

One of the components we reviewed, the Federal Aviation Administration, 
partially established procedures. It established a September 2009 policy 
on cellular and satellite device acquisition and management. According to 
the policy, the National Wireless Program is responsible for optimizing 
call plans and managing and paying invoices, among other things. 
However, the agency has not established steps for optimizing call plans, 
such as to assess whether devices are underused, overused, or unused 
to determine if a more cost-effective service contract should be 
established. 

For the other component we reviewed, the Office of the Secretary, the 
department’s Office of the Chief Information Officer manages the majority 
of the devices. The Office of the Chief Information Officer has established 
procedures that assign responsibility to a billing analyst for identifying 
wireless devices with no usage. However, the procedures do not include 
steps for performing this analysis. Furthermore, the procedures do not 
include assessing device usage to determine whether devices are 
underused or overused. 

The Department of the Treasury Chief Information Officer stated that the 
department’s components manage spending on mobile devices. 

One of the two components we reviewed, the Internal Revenue Service, 
developed, in December 2014, a Wireless Device Asset Management 
Plan, which includes assessing device usage for zero usage; however, it 
does not include assessing devices for under or over usage. Furthermore, 
it does not clearly assign responsibility for assessing device usage. The 
plan states that the Wireless Device Program, which is composed of 
several organizations, is responsible for reviewing the monthly usage 
report, but does not state which program organization is responsible for 
conducting the reviews. 

For the other component we reviewed, the Office of the Comptroller of the 
Currency, the component’s Chief Information Officer, reported that the 
component reviews device usage on a quarterly basis to identify and 
deactivate devices that are no longer required by employees. However, 
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the Chief Information Officer stated that the component does not have 
documented procedures. 

According to a management analyst from the Department of Veterans 
Affairs Office of Information and Technology, regional offices are 
responsible for managing mobile device spending. 

One of the regional offices we reviewed, the Region 1 office, established 
a process that requires facility Chief Information Officers to designate 
local managers who are to be responsible for monitoring usage and 
service plans and working with telecommunications business office staff 
to determine the best plans at the lowest cost. The local managers are 
also to monitor devices for no usage and suspend or cancel devices that 
are not used for 90 days. The process, however, does not include the 
steps to take to assess device usage for under or over usage. 

The other regional office we reviewed, the Region 3 office, established a 
Mobile Wireless Device Issuance, Use, and Management Policy. The 
policy states that Region 3 facility Chief Information Officers are 
responsible for completing a monthly review of wireless service invoices 
for no use. It also includes no-use and low-use parameters for 
determining if a device’s service should be canceled. However, the policy 
does not include assessing device usage for under or over usage to 
determine if a more cost-effective service plan should be established. 

The Environmental Protection Agency’s December 2013 Mobile 
Computing Management Procedures require program offices and regions 
to develop standard operating procedures to, among other things, monitor 
mobile device data and cell usage and to review zero usage of mobile 
devices and business justification to determine whether a device should 
be terminated. 

One of the two components we reviewed, the Office of Administration and 
Resources Management, in January 2014, developed a Mobile Device 
Management Plan, which requires office directors to assess mobile 
device usage semi-annually to identify underused or unused devices; 
however, the plan lacks the steps to take to do so, such as parameters to 
determine zero use or underuse. The plan also does not include 
identifying overused devices. 

The second component we reviewed, the Office of Research and 
Development, established a process in December 2014 that requires the 
office’s components’ Deputy Directors for Management to review mobile 
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device usage quarterly. Specifically, they are to review voice and data 
usage to ensure it is within expected norms, and identify and cancel 
mobile devices with low utilization. To support the process the Office of 
Science Information Management is to provide the managers quarterly 
guidance on interpreting utilization reports, which are prepared by the 
Office of Environmental Information. The guidance for the first quarter of 
fiscal year 2015 includes the steps to conduct the review and identifies 
parameters for what is considered no and very low use. However, the 
steps do not include assessing devices for overuse. 

The General Services Administration established, in December 2014, 
Mobile Device Program Review Procedures. According to the procedures, 
Designated Agency Representatives are to review monthly reports to 
identify unused devices. The Designated Agency Representative 
Administrator is to work with the device holder’s supervisor to address 
devices with zero usage and request that the service provider suspend or 
terminate zero usage devices. The procedures, however, do not include 
assessing device usage for under or over usage. 

The National Aeronautics and Space Administration’s Office of the Chief 
Information Officer reported that cost control is performed at each of the 
agency’s components. Neither of the two components we reviewed had 
documented procedures to assess device usage. 

An official from the Social Security Administration’s Office of 
Telecommunications and Systems Operations described steps the 
agency was taking to monitor mobile device usage and provided an 
example of a device usage report. However, the agency has yet to 
document procedures for assessing device usage. The official explained 
that the agency is in the process of transitioning its mobile devices and 
services to a government-wide mobile services acquisition vehicle and 
planned to establish processes for monitoring and controlling spending as 
part of its transition activities. 
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To help the department effectively manage spending on mobile devices 
and services, we recommend that the Secretary of Agriculture ensure the 
following: 

· An inventory of mobile devices and services is established 
department-wide (i.e., all components’ devices and associated 
services are accounted for). 

· Procedures to monitor and control spending are established 
department-wide. Specifically, ensure that 

· procedures include assessing devices for zero, under, and over 
usage; 

· personnel with authority and responsibility for performing the 
procedures are identified; and 

· the specific steps to be taken to perform the process are 
documented. 

To help the department effectively manage spending on mobile devices 
and services, we recommend that the Secretary of Commerce ensure the 
following: 

· An inventory of mobile devices and services is established 
department-wide (i.e., all components’ devices and associated 
services are accounted for). 

· A reliable department-wide inventory of mobile service contracts is 
developed and maintained. 

· Procedures to monitor and control spending are established 
department-wide. Specifically, ensure that 

· procedures include assessing devices for zero, under, and over 
usage; 

· personnel with authority and responsibility for performing the 
procedures are identified; and 

· the specific steps to be taken to perform the process are 
documented. 

To help the department effectively manage spending on mobile devices 
and services, we recommend that the Secretary of Defense ensure the 
following: 
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· An inventory of mobile devices and services is established 
department-wide (i.e., all components’ devices and associated 
services are accounted for). 

· A reliable department-wide inventory of mobile service contracts is 
developed and maintained. 

To help the department effectively manage spending on mobile devices 
and services, we recommend that the Secretary of Health and Human 
Services ensure the following: 

· A current department-wide inventory of mobile service contracts is 
developed and maintained. 

· Procedures to monitor and control spending are established 
department-wide. Specifically, ensure that 

· procedures include assessing devices for zero, under, and over 
usage; 

· personnel with authority and responsibility for performing the 
procedures are identified; and 

· the specific steps to be taken to perform the process are 
documented. 

To help the department effectively manage spending on mobile devices 
and services, we recommend that the Secretary of Homeland Security 
ensure the following: 

· An inventory of mobile devices and services is established 
department-wide (i.e., all components’ devices and associated 
services are accounted for). 

· A reliable department-wide inventory of mobile service contracts is 
developed and maintained. 

· Procedures to monitor and control spending are established 
department-wide. Specifically, ensure that 

· procedures include assessing devices for zero, under, and over 
usage; 

· personnel with authority and responsibility for performing the 
procedures are identified; and 

· the specific steps to be taken to perform the process are 
documented. 
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To help the department effectively manage spending on mobile devices 
and services, we recommend that the Secretary of the Interior ensure the 
following: 

· An inventory of mobile devices and services is established 
department-wide (i.e., all components’ devices and associated 
services are accounted for). 

· A reliable department-wide inventory of mobile service contracts is 
developed and maintained. 

· Procedures to monitor and control spending are established 
department-wide. Specifically, ensure that 

· procedures include assessing devices for zero, under, and over 
usage; 

· personnel with authority and responsibility for performing the 
procedures are identified; and 

· the specific steps to be taken to perform the process are 
documented. 

To help the department effectively manage spending on mobile devices 
and services, we recommend that the Attorney General ensure the 
following: 

· A department-wide inventory of mobile service contracts is 
maintained. 

· Procedures to monitor and control spending are established 
department-wide. Specifically, ensure that 

· procedures include assessing devices for zero, under, and over 
usage; 

· personnel with authority and responsibility for performing the 
procedures are identified; and 

· the specific steps to be taken to perform the process are 
documented. 

To help the department effectively manage spending on mobile devices 
and services, we recommend that the Secretary of State ensure the 
following: 

· An inventory of mobile devices and services is established 
department-wide (i.e., all components’ devices and associated 
services are accounted for). 
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· A reliable department-wide inventory of mobile service contracts is 
maintained. 

· Procedures to monitor and control spending are established 
department-wide. Specifically, ensure that 

· procedures include assessing devices for zero, under, and over 
usage; 

· personnel with authority and responsibility for performing the 
procedures are identified; and 

· the specific steps to be taken to perform the process are 
documented. 

To help the department effectively manage spending on mobile devices 
and services, we recommend that the Secretary of Transportation ensure 
the following: 

· Procedures to monitor and control spending are established 
department-wide. Specifically, ensure that 

· procedures include assessing devices for zero, under, and over 
usage; 

· personnel with authority and responsibility for performing the 
procedures are identified; and 

· the specific steps to be taken to perform the process are 
documented. 

To help the department effectively manage spending on mobile devices 
and services, we recommend that the Secretary of the Treasury ensure 
the following: 

· An inventory of mobile devices and services is established 
department-wide (i.e., all components’ devices and associated 
services are accounted for). 

· Procedures to monitor and control spending are established 
department-wide. Specifically, ensure that 

· procedures include assessing devices for zero, under, and over 
usage; 

· personnel with authority and responsibility for performing the 
procedures are identified; and 

· the specific steps to be taken to perform the process are 
documented. 
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To help the department effectively manage spending on mobile devices 
and services, we recommend that the Secretary of Veterans Affairs 
ensure the following: 

· Procedures to monitor and control spending are established 
department-wide. Specifically, ensure that 

· procedures include assessing devices for zero, under, and over 
usage; 

· personnel with authority and responsibility for performing the 
procedures are identified; and 

· the specific steps to be taken to perform the process are 
documented. 

To help the agency effectively manage spending on mobile devices and 
services, we recommend that the Administrator of the Environmental 
Protection Agency ensure the following: 

· A complete inventory of mobile devices and associated services is 
established. 

· A reliable inventory of mobile service contracts is maintained. 

· Procedures to monitor and control spending are established agency-
wide. Specifically, ensure that 

· procedures include assessing devices for zero, under, and over 
usage; 

· personnel with authority and responsibility for performing the 
procedures are identified; and 

· the specific steps to be taken to perform the process are 
documented. 

To help the agency effectively manage spending on mobile devices and 
services, we recommend that the Acting Administrator of General 
Services ensure the following: 

· Procedures to monitor and control spending are established. 
Specifically, ensure that 

· procedures include assessing devices for zero, under, and over 
usage; 

· personnel with authority and responsibility for performing the 
procedures are identified; and 
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· the specific steps to be taken to perform the process are 
documented. 

To help the agency effectively manage spending on mobile devices and 
services, we recommend that the Administrator of the National 
Aeronautics and Space Administration ensure the following: 

· A complete inventory of mobile devices and associated services is 
established. 

· A reliable inventory of mobile service contracts is developed and 
maintained. 

· Procedures to monitor and control spending are established agency-
wide. Specifically, ensure that 

· procedures include assessing devices for zero, under, and over 
usage; 

· personnel with authority and responsibility for performing the 
procedures are identified; and 

· the specific steps to be taken to perform the process are 
documented. 

To help the agency effectively manage spending on mobile devices and 
services, we recommend that the Commissioner of the Social Security 
Administration ensure the following: 

· A complete inventory of mobile devices and associated services is 
established. 

· Procedures to monitor and control spending are established agency-
wide. Specifically, ensure that 

· procedures include assessing devices for zero, under, and over 
usage; 

· personnel with authority and responsibility for performing the 
procedures are identified; and 

· the specific steps to be taken to perform the process are 
documented. 
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